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1 Introduction

Modern social media platforms can block, flag, mute, or throttle content on a massive
scale. Yet the impact of these seemingly vast powers depends on how users respond.
Many users do not adhere to the platforms’ policies; some deliberately try to subvert
them.! Many users say they do not trust the platforms (Kemp and Ekins, 2021; Cato
Institute, 2021) or their owners (Edelman Trust Institute, 2024, p. 45); a majority say
that algorithms are censoring viewpoints (Rainie et al., 2022; Pew Research Center,
2022) and that fact-checkers are influenced by their own political opinions (Kemp and
Ekins, 2021; Cato Institute, 2021). Maybe the platforms are not so powerful, after all.

Already an important problem, content moderation is likely to become even more
so as ever larger shares of human communication move to digital platforms. Moreover,
content moderation arises in settings beyond social media platforms, for example in
authoritarian regimes where censors attempt to moderate the entire digital realm. In
these and other settings, the moderator can directly influence the content that people
see, but cannot directly control what they believe, and cannot preclude attempts to
subvert the moderator’s aims.

In this paper, we study the problem of a moderator who can block, flag, or even
modify any signal sent by a sender to a receiver, but who cannot directly control what the
sender tries to send, or how the receiver acts on the messages they do (or do not) receive.
We ask what the moderator can achieve robustly, regardless of what the sender tries to
send, or how the receiver chooses to act. We show that the moderator can robustly
change the distribution of the receiver’s actions only by removing information from the
sender’s signal. We show why robustness is a sensible criterion, and we characterize
when the moderator would want to remove information.

Our setup is simple: There is a state of the world, and a sender who may (or may
not) know the state attempts to send a signal to a receiver. A moderator, who may
also know the state, chooses between a default policy—say, one that lets the original
signal pass through—and a moderation policy—say, one that blocks certain signals. A
receiver who does not know the state receives the moderated message and takes a payoff-
relevant action. We compare the outcome—i.e., the distribution of the receiver’s action

conditional on the state—under a given moderation policy to that which would arise

'For example, in the second quarter of 2023, Meta reports taking action on 13.6 million pieces of
content related to terrorism and 1.1 million pieces related to organized hate on Facebook (Meta, 2023).
For examples of users subverting content moderation policies, see Busby (2024), Oversight Board (2024,
p. 12), and Institute for Strategic Dialogue (2025).



under the default policy.

We allow for a wide range of moderation techniques, including blocking signals,
erasing them, flagging them as false, and even secretly modifying them. We say that
a moderation policy removes information from the sender’s signal if the information
about the state contained in the unmoderated message cannot be reconstructed from
the moderated message.

We begin by fixing the sender’s strategy and examining whether, and when, a mod-
eration policy can change the outcome robustly, i.e., in a way that cannot be undone by
a different strategy on the part of the receiver. The most basic answer to this question
follows directly from well-known ideas in the literature on comparisons of experiments
(Blackwell, 1951, 1953). Specifically: a moderation policy robustly changes the outcome
only if the moderation policy removes information from the sender’s signal, i.e., if the
unmoderated message distribution is not a garbling of the moderated message distribu-
tion.

Although immediate from classic results, we show that this basic finding has surpris-
ingly rich implications for content moderation. Removing information requires removing
(some of the) information about the state contained in the unmoderated message, be-
cause only by removing such information is it possible to robustly change the mapping
from states to actions. Removing information about the state is not, in general, equiva-
lent to removing the message itself. As a result, even heavy-handed moderation policies
such as completely blocking the sender’s signal can fail to be robust; for example if the
sender’s signal is uninformative about the true state.

We then go beyond this basic conclusion to develop foundations and implications
that are not immediate from classic results.

Our next set of findings show that receivers’ intentions motivate a concern with ro-
bustness. Specifically: Unless the receiver believes that the moderation policy introduces
information about the state, then the receiver should weakly prefer the unmoderated out-
come over any outcome available under the moderation policy. Therefore, the receiver
should (at least weakly) prefer to restore the unmoderated outcome when possible. The
only way for the moderator to prevent this behavior is to make it impossible for the
receiver to restore the unmoderated outcome, which in turn requires removing informa-
tion. Importantly, this argument concerns not whether the moderation policy introduces
information about the state, but whether the receiver believes that it does. We show a
sense in which any moderation policy, even one that does introduce information about

the state, can be interpreted by an uninformed receiver as if it does not introduce infor-



mation about the state.

The findings just described establish a sense in which robustness is important for
preventing undesirable outcomes. We next study when it is possible to prevent un-
desirable outcomes without also preventing desirable ones. We endow the moderator
with preferences over outcomes summarized in a payoff function, and consider the set of
moderator payoffs that are possible under a given moderation policy and any receiver
strategy. We ask when the moderator can eliminate (otherwise-possible) payoffs below
some level while still preserving payoffs above that level. We show that this is possible
only if the moderator does not prefer more informative outcomes, in the sense that the
high-payoff outcomes do not contain more information about the state than low-payoft
outcomes. Naturally, this property requires that the receiver is willing to take actions
that are not optimal with respect to the moderator’s payoff, which could either be be-
cause the moderator and receiver do not share the same preferences, or because they do
not share the same beliefs.

In practice, not only how the receiver acts, but also what the sender sends, may
change in response to the moderation policy. We therefore extend the concepts from
the case of a fixed sender strategy to study when the moderation policy can change
the outcome in a way that cannot be undone by different strategies on the part of the
receiver or the sender. We find that this form of robust moderation is possible only
if the moderation policy removes information from any possible signal the sender may
send, in the sense that the information about the state contained in the unmoderated
message cannot be reconstructed from the moderated form of any available signal.

In addition to a given sender directly changing their strategy in response to the
moderation policy, another possibility is that the receiver changes which sender they
choose to listen to. We find that, if the receiver believes that the moderation policy
does not introduce information about the state, then the receiver should weakly prefer
to restore the unmoderated outcome, and should be willing to switch senders in order
to do so. Because switching senders amounts to changing the sender’s strategy, and
because we again find that any moderation policy can be interpreted by an uninformed
receiver as if it does not introduce information about the state, our analysis motivates
a concern with robustness to changing sender strategies whenever the receiver does not
have a basis for trusting the moderator. We moreover show that our characterization
of when the moderator can prevent undesirable outcomes without preventing desirable
ones carries over to the many-sender setting.

We illustrate throughout with two stylized running examples.



Example 1 (Instructions for building a bomb). In our first running example, the sender
tries to convey instructions for building a bomb, and the receiver tries to build a bomb.
If the receiver truly wishes to build a bomb, then the only way to robustly prevent
that outcome is to make it impossible, by ensuring that the receiver does not learn
how to build one. Doing so, in turn, requires removing the information about how
to build a bomb from the sender’s signal, and from any other signal that the sender
could send (or that the receiver could choose to receive). This requires, for example,
removing information not only from instructions transmitted in a literal way, but also
from instructions transmitted in disguise, as with a cipher. If knowing how to build a
bomb can only cause harm, then policies that remove information, for example by erasing
any signals that contain bomb-making instructions, can only eliminate bad outcomes.
On the other hand, if the information that can be used to build a bomb can also be used
to, say, make a helpful fertilizer, then any policy that eliminates bad outcomes (i.e.,

bomb-building) must also eliminate some good ones (i.e., fertilizer-making). A

Example 2 (Vaccine safety claim). In our second running example, the sender conveys a
vaccine safety claim, and the receiver decides whether to get vaccinated. If the sender’s
claim contains no information about vaccine safety, then there is (by definition) no way
for the moderator to remove information from the sender’s signal, and therefore no way
to prevent the receiver from acting (as if based) on the sender’s claim. Moreover, if the
receiver believes that the sender has valuable information, and that the moderator does
not, then the receiver prefers to act on the sender’s claim when possible. Under these
conditions, then, robust moderation is infeasible; i.e., there is no way for the moderator
to robustly change the receiver’s action. If, on the other hand, the sender’s claim does
contain information about vaccine safety—for example about the findings of legitimate
scientists whom the sender regards as biased—then the moderator may be able to prevent
bad outcomes by removing that information, but only at the expense of also preventing

any good outcomes that use the same information. A

In further extensions, we consider two additional goals a moderator might have:
First, we examine the possibility that a moderator may want to enable an outcome
that is not possible under the unmoderated message. We show that doing so requires
adding information that is not present in the unmoderated message. We argue that
this criterion makes sense in situations where the receiver trusts that the moderator
has special information that cannot be obtained from any sender. Second, we examine

the possibility that a moderator may care not only about the information content of a



message but also the form in which it is conveyed. We show that this concern can be
motivated by the use of a well-understood (and trusted) language, and leads to different,
non-informational considerations for the moderator.

In an application to social media, we introduce an original timeline of major plat-
forms’ content moderation policies. We note that some of the earliest and most durable
policies work precisely by removing information. By contrast, some more recent, and
more short-lived, policies do not remove information. We relate our theoretical findings
to the fates and effectiveness of these policies, and we contrast the situation of social
media with that of mass media.

In an application to state censorship, we argue that many of the favored tactics
of authoritarian regimes can be understood as removing information about a payoft-
relevant state. We also note that policy subversion of exactly the sort that arises in our
model (and running examples) is a prominent phenomenon in censored realms. Last, we
note that the modern public relations strategy of “flooding the zone” (Bannon, quoted
by Lewis (2018)) can be cast as a form of robust content moderation when the receiver
has finite attention.

We conclude with an application to Al filtering, in which we argue that, while in
some respects it is more difficult to moderate content from an algorithmic sender, in
other respects it is easier.

Our paper contributes, most broadly, to the vast research work on strategic commu-
nication (Farrell and Rabin, 1996; Crawford, 1998; Sobel, 2013) and information design
(Bergemann and Morris, 2019; Kamenica, 2019). Our setup differs from canonical frame-

works in the literature in three main ways:

1. Rather than communicating directly, our moderator must choose whether, and

how, to interfere with a sender’s signal.

2. Rather than judging the outcome in absolute terms, we judge the moderator’s
impact relative to the default outcome that would have occurred had the moderator

left the signal alone.

3. Rather than fully specifying payoffs and adopting a notion of equilibrium, we
characterize properties that hold robustly across a range of strategies for both the

receiver and the sender.

Although these elements appear, respectively, in existing research on mediated com-

munication (Ivanov, 2010; Ambrus, Azevedo, and Kamada, 2013; Salamanca, 2021),



regret-minimizing persuasion (Castiglioni et al., 2020; Babichenko et al., 2022), and ro-
bust persuasion (Hu and Weng, 2021; Kosterina, 2022; Dworczak and Pavan, 2022), we
are not aware of prior work that combines them as we do here. We believe that the com-
bination of modeling elements we pursue here is an especially good fit to the important
content moderation settings that we consider as applications.”

Our paper also contributes to a smaller, but growing, theory literature specifically
addressing social media content moderation. One focus of this literature is on the effect of
moderation on other business considerations, such as advertising revenue (Liu, Yildirim,
and Zhang, 2022; Madio and Quinn, 2025), content quality (Chang, Segura, and Zhang,
2024), and/or user participation and engagement (Candogan and Drakopoulos, 2020;
Papanastasiou, 2020; Dwork et al., 2024; Bar-Isaac, Deb, and Mitchell, 2025; Hojati and
Nault, forthcoming). Another focus, more closely related to ours, is on the potential
for a platform to limit the spread of falsehoods. Candogan and Drakopoulos (2020),
Yang, Li, and Zhu (2023), Hossain et al. (2024), and Ng and Taylor (2025), for example,
consider the situation in which a platform can discourage the spread of false signals by
credibly revealing information about whether a particular signal is true or by removing
signals that are false (see also Papanastasiou (2020)). Jackson, Malladi, and McAdams
(2022) study the problem of limiting depth and breadth of content-sharing in a setting
where content can mutate as it circulates. Mostagir and Siderius (2022) and Acemoglu,
Ozdaglar, and Siderius (2024) highlight potential downsides from interventions to reduce
the spread of false information due to users’ Bayesian inferences (see also Mostagir and
Siderius (2023)). Though our work is broadly related to these other works, our setup,
questions, and findings are different. In particular, we are not aware of prior work that
studies the robustness of moderation policies in the sense that we consider here.

Our work has connections to other literatures as well, including theoretical research
on the comparison of experiments, empirical research on the effectiveness of content
moderation, and theoretical and empirical research on state censorship; we highlight
these connections throughout the body of the paper.

The remainder of the paper proceeds as follows. Section 2 lays out our notation,
establishes some preliminary definitions and facts about information orderings, and ini-
tializes our running examples. Section 3 studies robust content moderation when the

signal structure is fixed. Section 4 studies robust content moderation when the signal

2As an instructive example of why these modeling elements matter: Whereas we find that a moder-
ator can change the outcome robustly only by removing information, Gentzkow and Kamenica (2017)
find that a sender in a multi-sender persuasion game can change the outcome unilaterally only by adding
information.



structure may change in response to the moderation policy. Section 5 discusses appli-
cations, including our novel analysis of the timeline of social media content moderation

policies. Proofs omitted from the main text are presented in Appendix A.

2 Setup and Preliminaries

In this section we lay out our setup, notation, and main definitions. We then recall some
preliminaries on information orderings that are useful in what follows. Along the way,

we introduce our running examples.

2.1 Notation and Timing

Nature determines a state § € ©. A sender may or may not observe the state, and then
chooses a signal s € S to transmit. A moderator observes the state # and the signal s,
and then chooses a message m € M to transmit to a receiver. The receiver observes
only the message m, and then chooses an action a € A.

Sets of possible behaviors by the sender and receiver play an important role in our
analysis. Accordingly, let a signal structure be a mapping o : © — A(S) from states to
(distributions of) signals, with .# denoting the set of all signal structures, and . C .
denoting a generic set of signal structures. Likewise, let an action rule be a mapping
a: M — A(A) from messages to (distributions of) actions, with ./ denoting the set of
all action rules.

To define the tool available to the moderator, we say that a moderation policy is a
mapping 1 : [© x §] — A(M) from (state, signal) pairs to (distributions of) messages.
We assume there is a well-defined default messaging policy 1y : [@ X S] — A(M) that
we can loosely think of as reflecting the case of an “unmoderated message.” A leading
case is where § C M and pg simply transmits the signal. Another case is where g
represents a default algorithm for filtering content, which may transmit the signal (with
some probability) or may instead transmit some other piece of content.

Figure 1 summarizes the timing and main definitions.

Example 1, Part i (Instructions for building a bomb, setup). The state 04 € Os is
the correct way to build a bomb, with |©s| > 2. The sender is a social media user
who knows how to build a bomb. The sender can transmit some (possibly incorrect)

instructions, which we can think of as a signal s in a space 7 = Os that is isomorphic



Figure 1: Summary of Timing and Main Definitions

Nature chooses
state 8 € ©

Y
Sender’s signal

structure o determines

signal s € §
Default message Moderator’s moderation
policy po determines policy p determines
message m € M message m € M

Receiver’s action
rule o determines
action a € A

to the state space. Or the sender can remain silent, which we can think of as a signal
s = O, so that the signal space is S :== T U {O}.

The receiver is another user who can try (and perhaps fail) to build a bomb, which
we can think of as an action a in a space B = Os that is isomorphic to the state space.
The receiver can alternatively do nothing, which we can think of as an action (), so that
the action space is A == BU {0}.

The moderator is the social media platform. The default messaging policy po passes
the signal through, sending m = s. The moderator can alternatively erase the signal,
sending m = O. Or the moderator can explicitly block the signal, sending m = @, so
that the receiver will know that the moderator intervened. Therefore, the message space
is M =SuU{e}.

One available moderation policy, which does not depend directly on the true state, is
to erase instructions, u(fg,s) = O for all s € S, or to explicitly block them, ;(fg, s) = s
if s = O and pu(f4,s) = @ otherwise. Another available moderation policy, which
depends directly on the true state, is to erase only correct instructions, p(fg,s) = O

when s 22 64 and p(fg,s) = s otherwise. A



Example 2, Part i (Vaccine safety claim, setup). The state Gsafety € Osafety i the extent
of the scientific evidence that a particular vaccine is safe. The sender is a social media
user who may or may not be informed of Oty and can make a claim about it, say
s € 8§ = Ogfety. The receiver is another user who chooses whether or not to get
vaccinated, denoted by a € {no,yes} =: A.

The moderator (platform) can choose to pass the sender’s signal through, sending
m = s, or to block it, sending m = @. Or the moderator can choose to flag the signal as
false, sending m = (s, false), so that M = SU{@} U [S x {false}]. Moderation policies
can depend directly on the true state, for example blocking or flagging false claims and

leaving true claims alone. A

2.2 Preliminaries on Information Orderings

Our results rely on standard information orderings (Blackwell, 1951, 1953). As notation,
for stochastic maps v : X — A(Y) and ¢ : Y — A(Z), and any x € X, we let
[Cov](z) € A(Z) denote the distribution on Z found by passing draws from v(z)

through ¢, i.e., [ ov](2) = Eyuu) [((y)].
We say that:

o v: X — A(Y) garbles v/ : X — A(Y) if there is a stochastic map I' : ) — A(Y)
such that v =T o /.

If v garbles v/, we may alternatively say that v/ is (weakly) more informative than
v, in the sense that the information about z € X contained in the output of v/ can

alternatively be obtained from the output of v. Accordingly, we say that:
e v: X — A(Y) is uninformative if v garbles all / : X — A()).
o V' : X — A()) is maximally informative if all v : X — A()) garble v/'.

e v: X = A(Y) and V' : X — A()Y) are informationally equivalent if v garbles v/

and V' garbles v.

e v: X - A(Y)and v : X - A(Y) are informationally equivalent under ¢ : Y —

A(Z) if Cov and ( o/ are informationally equivalent.

We make use of a form of the Blackwell Informativeness Theorem, which we reproduce

here as a lemma.

10



Lemma 1 (Blackwell Equivalence). If v garbles v then we have
{COV:CEA(Z)y}g{(’oy’:CIEA(Z)y} (1)

for any Z.
Moreover, if the spaces X and ) are Polish, (1) holds for any Polish space Z, and a

common measure dominates V'(x) for all x € X, then v garbles v'.

Proof. For the first part, suppose that v garbles /. Then (definitionally), there exists
I': Y — A(Y) such that v =I'o /. Now, for any ¢ € A(Z)Y, we have ' == [( o] €
A(Z)Y (because T' is a stochastic map on )); and moreover (because v = I" o /), we
have

Cov=Co(lov)=(CoT)or =0

The preceding observations together show that for any ¢ € A(Z)Y, we must have
[Cov] e {( oV : (€ A(Z)Y};

this proves (1).
For the second part, see Appendix A. m

Remark 1. Any countable space is Polish under the discrete metric. Additionally, if
Y is countable, then the condition in Lemma 1 requiring a dominating measure holds
automatically (see Khan, Yu, and Zhang (2024, p. 4)).

The first part of the proof of Lemma 1 is elementary (and essentially immediate). For
the second part, we require regularity conditions. The proof in Appendix A leverages
the sufficient conditions of Khan, Yu, and Zhang (2024); for a self-contained proof in

the case of finite spaces, see, for example, de Oliveira (2018).

3 Robust Content Moderation with a Fixed Sender

In this section we study robust content moderation with a fixed signal structure o.
First, we define robustly effective moderation and characterize when and how it can be
achieved. Next, we formalize a simple justification, in terms of the intentions of the
receiver, for being concerned with robustly effective moderation. Then, we introduce a

payoff function for the moderator and characterize when the moderator can eliminate un-

11



desirable outcomes while preserving desirable ones. Lastly, we discuss why a moderator

concerned with modes of expression, rather than actions, need not remove information.

3.1 Robustly Effective Moderation Requires Removing Information

Our first question is whether, and when, the moderator can guarantee an outcome
different from the one that would result from the unmoderated message. In our set-
ting, an outcome is a distribution of actions conditional on the state. Specifically, any
given signal structure-moderation policy—action rule tuple (o, i1, &) induces an outcome
(o, pu, ) € [A(.A)]e given by the stochastic map =(o, 1, @) = @opoo, where, here and
throughout, we ease notation by suppressing the dependence of y on 6. The preceding

observation leads naturally to the following definitions.

Definition. A moderation policy p is effective for signal structure ¢ and action rule «
if E(O-’ K, O[) 7é 5(0-7 Hos O{).

If, furthermore, there is no o/ € & such that Z(o, p, o) = Z(0, o, @), then we say
that p is robustly effective for signal structure ¢ and action rule «. If this is the case

for some action rule a;, we say that p is robustly effective for signal structure o.

For a given signal structure and action rule, a moderation policy is effective if it
changes the outcome relative to the default messaging policy. If a moderation policy is
effective for some action rule, and no other action rule recovers the outcome that would
have arisen under the default, then the policy is robustly effective.

Our first result is that robustly effective moderation requires removing information
about the state. To express this result, we must define what it means to remove infor-

mation.

Definition. A moderation policy ; removes information from signal structure o € .
if poo : © — A(M) does not garble poo : © — A(M); i.e., if poo is not (weakly)

more informative than pgoo.

A moderation policy removes information from a given signal structure if the message
distribution under the policy cannot be transformed, without direct knowledge of the
state, to recover the default message distribution. In such a case, the default messaging
policy reveals some information about the state that is not recoverable under the given
moderation policy.

We can now state our first result.

12



Proposition 1 (Robustly effective moderation requires removing information). A mod-
eration policy  is robustly effective for signal structure o only if it removes information

from signal structure o.

Proof. Towards proof of the contrapositive, suppose that y does not remove information
from o. Then pg o o garbles o o, which by the first part of Lemma 1—taking v =
to oo and v/ = p o o—implies that for any o € &7, there is some o € & such that

o o [u o 0] =qo [,uo o 0]. Hence, we see that p is not robustly effective for o. [

Proposition 1 states that a robustly effective policy must remove information about
the state. Intuitively, if the policy does not do so, then the receiver can always recover

the distribution of actions they had available under the unmoderated message.

Example 1, Part ii (Instructions for building a bomb, robustly effective moderation).
Consider the signal structure oy that always transmits the correct instructions, i.e.,
01(0g ) = 04 for all O € Os. Imagine the action rule a4 that attempts to build a bomb
if the message contains instructions, oy(m) = m if m € T, and does not attempt to
build a bomb otherwise, a;(m) = 0 if m ¢ T. Under the policy po that simply passes
along the sender’s signal “as is,” if the receiver uses o, then the receiver always (i.e., in
all states) builds the bomb.

Now imagine the alternative policy pc that erases all instructions, puq(fg,s) = O
for all 05 € Os,s € §. Under the policy po, if the receiver uses 4, then the receiver
never builds the bomb. Moreover, under the policy pc), there is no action rule a € o
under which the receiver always builds the bomb. Therefore, i is robustly effective for
;.

The policy p) removes information from oy, as there is no way to extract the correct
instructions from the messages moderated under p. Via Proposition 1, this property
explains why the policy p~ can be robustly effective. The policy removes information
about the state, making it impossible for a receiver to build the bomb with probability 1
in all states.

Not all policies that are effective for o4 and «y are robustly effective for o;. For
example, consider the state-dependent policy that blocks the signal, transmitting m = @,
if and only if the state 84 takes on a particular value 9}, and otherwise passes the signal
through. That policy is effective for oy and a4, but is not robustly effective for oy. The
reason is that there is another action rule, one that differs from «; only in choosing
a=a<= 9} whenever the signal is blocked, under which the receiver always builds the

bomb. Notice that the policy does not remove information from oy. A

13



A moderation policy that is robustly effective for a given signal structure and some
action rule need not be robustly effective for that same signal structure and another
action rule. Indeed, for certain action rules, no moderation policy is robustly effective,

regardless of the signal structure.

Remark 2 (No robustly effective moderation of a constant action rule). Consider an
action rule « that is constant in the sense that it prescribes the same distribution
over actions regardless of the message, i.e., a(m) = a(m’) for all m,m’ € M. Then,
regardless of the signal structure, no moderation policy is robustly effective for o, because
(definitionally) the outcome associated with the given action rule does not depend on

the message distribution.

Example 1, Part iii (Instructions for building a bomb, constant action rule). Consider
the action rule & that chooses a = a = 9;: regardless of the message. If the receiver uses
&, then regardless of the signal structure and moderation policy, the outcome is that
the bomb is built if and only if 04 = 9;:. As a result, no moderation policy is robustly

effective for & under any signal structure. A

On the other hand, if a given moderation policy removes information from a given
signal structure, then the policy is robustly effective for that signal structure and some

action rule in some action space.

Remark 3 (Removing information guarantees robustly effective moderation of some ac-
tion rule on some action space). Under suitable regularity conditions, a moderation
policy p that removes information from a signal structure o is robustly effective for o
and some action rule o/ in some action space A’. That this is true follows from the

second part of Lemma 1.

Proposition 1 shows that removing information is a necessary condition for robustly
effective content moderation. Removing information is only possible when the unmod-
erated message contains some information about the true state. It follows that, when
the sender’s signal is uninformative about the true state, robustly effective content mod-

eration is impossible. The following corollary of Proposition 1 formalizes this intuition.

Corollary 1 (No robustly effective moderation of an uninformative signal). If ug o o is

uninformative, then no moderation policy is robustly effective for o.

Corollary 1 applies, for example, when the signal does not depend on the state (e.g.,
because the sender does not know the state), and the default messaging policy passes

the signal through.
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Example 2, Part ii (Vaccine safety claim, robustly effective moderation). The sender is a
skeptic who, regardless of the true state, will claim that there is no evidence supporting
vaccine safety. The receiver is credulous and will act according to what they are told.
So, if the moderator passes the signal through as is, the receiver will not get vaccinated.

Suppose that the moderator instead adopts the policy of flagging the signal as false
whenever it contradicts the true state, and passing it through otherwise. In that case,
the credulous receiver will get vaccinated when it is safe to do so. So, the moderator’s
flagging policy is effective for the skeptical sender and the credulous receiver.

But the moderator’s flagging policy is not robustly effective for the skeptical sender.
Consider, for example, the action rule that never gets vaccinated regardless of the mes-
sage. If the receiver uses that action rule, then the outcome under the flagging policy is
the same as in the case of the credulous receiver under the default messaging policy.

More generally, since the skeptical sender’s signal contains no information about the
true state, the combination of the skeptical sender’s signal structure and the default
messaging policy garbles any state-dependent distribution of messages. Therefore, by

Corollary 1, no moderation policy is robustly effective for the skeptical sender. A

It is important that we define information removal with respect to the message dis-

tributions p o o, pg o o rather than the policies themselves , j1.

Remark 4 (Removing information about the signal vs. about the state). That pg :
[© x 8] = A(M) does not garble p : [© x §] — A(M) is not sufficient to conclude
that ppoo: © — A(M) does not garble oo : © — A(M).

Example 2, Part iii (Vaccine safety claim, state vs. signal). Suppose that the exact
form of the skeptic’s claim is random (but still unrelated to the true state). A policy
that blocks the signal removes information about the signal in the sense that there is
no garbling that transforms the moderated message distribution (a mapping from states
and signals to distributions on messages) into the default message distribution. But,
it remains true that such a policy does not remove information about the state and is

therefore not robustly effective. A

A robustly effective moderation policy guarantees a change in the outcome no matter
how the receiver adapts their behavior to the policy. Such a guarantee seems intuitively
appealing in settings where the moderator cannot directly control the receiver’s behavior.

In the next subsection, we provide a direct motivation for a concern with robustness.
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3.2 Receiver Intentions Motivate a Concern with Robustness

Here, we motivate a concern with robustness by showing how the receiver’s intentions
can undermine a moderation policy that is not robustly effective. To do this, we endow
the receiver with preferences and beliefs.

We endow the receiver with a complete preference ordering over outcomes. We
summarize this preference ordering by a real-valued payoff function U : [A(.A)]e —
R. The payoft function could, but need not, be the expectation of a von Neumann-
Morgenstern utility function with respect to the receiver’s prior on the state.’

We also endow the receiver with a belief about the message distribution. We say
that a given belief § : © — A(M) justifies an action rule « if no other action rule leads
to a more preferred outcome given that belief. Formally, belief (3 justifies action rule
acd if UaoB)>U(a ofp) forall o € o

Now suppose that the receiver has beliefs 5(uo) and [(p) about the default and
moderated message distributions, respectively; these beliefs need not be correct. If 5(u)
justifies actions that yield the same outcomes as those justified by S(u), then we say

that the default outcomes are sticky.

Definition (Stickiness). The default outcomes for o under 3(1) are sticky under 5(1)
if, for every action rule a € < that is justified by /8 (o), there is an action rule o/ € o
that is justified by B(u) for which Z(o, u, ') = Z(0, po, @).

Notice that, while the beliefs 5(uo), 5(1) need not be correct, the map =(-, -, ) is (by
definition) correct. Therefore, stickiness requires that the receiver is willing and able
to reconstitute the default outcome under the moderated message, regardless of their
potentially incorrect beliefs.

When the default outcomes are sticky, the receiver’s intentions undermine the mod-
eration policy, in the sense that the receiver is (at least weakly) motivated (and able)
to maintain the same outcome under the policy as would have arisen under the default.

Robustly effective moderation prevents this undermining.

3Say that the receiver receives utility U(f,a) that depends on the state and action via the function
U : [@ X ,A} — R, and that the receiver holds a prior 7 € A(©) on the state. Then we may define
U(X) = E(g,a)~(r,x)[U (0, a)] where the expectation is taken with respect to the joint distribution (, X)
over the state and action. Alternatively, we may define U(X) = infypeco {EaNX(g) [U (8, a)]}, where the
receiver may now hold no prior on the state, and instead evaluates each action distribution under the
worst possible state for that action distribution.
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Claim 1 (Robustly effective moderation prevents stickiness with multiple senders). If
moderation policy u is robustly effective for o and some action rule o that is justified by

B(o), then the default outcomes for o under B(uo) are not sticky under any B(u).

Proof. We consider some action « that is justified by 5(uo). If p is robustly effective for
o and some action «, then— by the definition of robust effectiveness—there is no o/ € o7
such that Z(o, u, ') = Z(0, po, ). Thus, there is no o € o justified by any beliefs
B(u) such that Z(o, u, ') = (0, o, ). O

Claim 1 establishes a sense in which robustly effective moderation is sufficient to pre-
vent stickiness. We now discuss important cases in which robustly effective moderation

is also necessary to prevent stickiness.

3.2.1 When the Moderator Does Not Have More Information Than the Sender

Suppose that the moderated message is no more informative than the default message,
in the sense that p o o garbles pp o o. We can think of this as a situation in which the
default policy passes the sender’s signal through, and the moderation policy does not
incorporate additional information beyond what is in the signal, for example because
the moderator does not have information that the sender does not have.

Suppose also that the receiver’s beliefs are accurate in the sense that S(ug) = pooo
and [(u) = poo. Our next result states that, in this case, default outcomes are sticky

whenever p is not robustly effective for o.

Proposition 2 (Default outcomes are sticky with an uninformed moderator). Suppose
that moderation policy p is not robustly effective for o. Then if o o garbles gy o o,

default outcomes for o under accurate beliefs $(uo) = po © o are sticky under accurate

beliefs f(pu) = poo.

Proof. We consider some p and j, along with an action rule o € .o that is justified by
B(po) = pooo. Now, if p is not robustly effective for o, then the outcome achieved by «
under (o and) o can be achieved by some action rule o/ € &/ under (o and) p. Then,
because j1 oo garbles pyo o by hypothesis, we know from the first part of Lemma 1 that

the action rule o/ must be justified under S(p) = poo. O

Remark 5. An immediate consequence of Proposition 2 is that, if p is not robustly
effective for o, then the default outcomes are sticky whenever the receiver’s beliefs are

accurate and the default message jip o o is maximally informative. We may think of
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the case where the default message is maximally informative as one in which the sender

transmits the true state.

Example 1, Part iv (Instructions for building a bomb, sender transmits the true state).
Suppose that the receiver’s payoff is strictly increasing in the probability that the bomb
is built in each state 0. Recall that the signal structure o} transmits the correct
instructions and the default messaging policy po passes the signal through. Therefore,
the default message pio o o} is maximally informative.

Because the default message reveals the true instructions, any action rule justified
by o o oy ensures that the bomb is built with probability 1. If this outcome remains
feasible under policy p, then the outcome will be attained by an action rule justified
under 4o oy, and no other outcome will be. Any moderation policy that is not robustly

effective is therefore undermined by the receiver’s intentions. A

3.2.2 When the Receiver Thinks the Moderator Does Not Have More Information
Than the Sender

Suppose now that the moderated message may contain information that is not in the
default message, in the sense that p o ¢ need not garble pg o 0. Here we show that,
if the moderation policy does not remove information from o, then there are always
beliefs the receiver may hold under which default outcomes are sticky. We do this by
constructing beliefs such that B(u) garbles S(up). The construction makes use of a

regularity condition on the set of possible messages M.

Assumption (Fixed-pointiness). We say that the set of messages M is fixed-pointy if for
any map A : M — A(M), a fixed point exists for the corresponding map Ax : A(M) —
A(M) that takes value Aa(¢) = E,pop[A(m)] for generic element ¢ € A(M).

Remark 6 (Sufficient conditions for fixed-pointiness). Fixed-pointiness holds by Brouwer’s
fixed point theorem whenever |[M| < oo, because in this case E,,4 is continuous in ¢ and
A(M) is compact and convex. Fixed-pointiness also holds under a variety of alternative

sufficient conditions including regularity conditions on the maps A.*

Under fixed-pointiness, default outcomes are sticky for some beliefs of the receiver

whenever the moderation policy does not remove information from o.

4For example, if M is compact and A(M) is endowed with the weak-* topology, then whenever
A can be guaranteed weakly continuous, Aa is continuous (this is a consequence of the “Portmanteau
Theorem” [Billingsley, 2013, Theorem 2.1]; see also Kallenberg (2021, pp. 367-368), as well as the proof
of Theorem 4.17 of Hairer (2018)); we then have the existence of the desired fixed point by Schauder’s
fixed-point theorem.
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Proposition 3 (Default outcomes are sticky with a skeptical receiver). Suppose that M
is fized-pointy, and that moderation policy p does not remove information from o and
is therefore not robustly effective for o. Then there exist beliefs ((uo) and B(u) under
which the moderator does not have more information than the sender, i.e., 5(n) garbles

B(o), and default outcomes for o under B(uo) are sticky under B(u).

Proof. If u does not remove information from o, then (definitionally) we can write g o
o =Topoo for some I' : M — A(M). And we can always define a map v :
(M x [0 x S]] = A(M) such that v o (g o 0,0) = poo, where we continue to
ease notation by suppressing the dependence on 6. For any full-support distribution
m € A(O), we can furthermore define the average map T : M — A(M) where T(m) =
Eor [Eswoo)[v(m; 0, 5)]] for all m € M.

We define (i) so that, for each 6 € ©, B(u)[f] is a fixed point of the map that takes
value E,,4[[T o T'](m)] for generic element ¢ € A(M); such a fixed point exists by
fixed-pointiness. Furthermore, we define 5(pg) =T o 5(p).

Now, we have S(u) = [ToT'] o B(u) = To [I'oB(u)] =T o B(uo), where the first
equality follows from our fixed point construction of 3(-).

Thus, we see that 3(u) garbles B(uo), as desired. Moreover, for any action rule o
that is justified under B(pup), it follows by the first part of Lemma 1 that action rule
a oI is justified under B(u). Because Z(o, p, o I') = Z(0,T" o p, o) = =Z(o, o, ), this
completes the proof. O

Remark 7 (How a skeptical receiver reasons). The proof of Proposition 3 constructs
a set of beliefs for the receiver under which the moderated message does not contain
any information beyond the default message. These beliefs have an intuitive economic
interpretation. Specifically, whenever the moderated message depends directly on the
state, the receiver believes that the moderated message instead depends on a random
variable unrelated to the state. The receiver is therefore motivated to restore the default
outcome under the moderated message. Moreover, while the receiver may have incorrect
beliefs about the default and moderated message distributions, the receiver has a correct
belief about how to recover the unmoderated message distribution from the moderated
message. The receiver is therefore able (as well as motivated) to restore the default

outcome under the moderated message.

Example 2, Part iv (Vaccine safety claim, receiver is skeptical of the moderator). The
sender always (i.e., in all states) claims that there is no evidence supporting vaccine

safety. But, the receiver believes that the sender always transmits the true state.
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The moderator flags the signal as false whenever it contradicts the true state, and
passes it through otherwise. The receiver believes that the moderator flags the signal as
false whenever it contradicts what the moderator perceives to be the true state. But,
the receiver believes that the moderator’s perception of the state is unrelated to the true
state, for example because the moderator’s perception is driven entirely by confusion or
bias.

Under this belief of the receiver, the moderator’s flag does not add any additional
information about the state. The receiver is therefore motivated to act just as they
would if the moderator had instead allowed the sender’s signal to pass through. To act
in this way, the receiver simply ignores the moderator’s flag. Importantly, despite the
receiver’s incorrect beliefs, ignoring the moderator’s flag is the correct way to restore the

unmoderated message. A

Remark 8 (Non-falsifiability of the skeptical receiver’s beliefs). One way the skeptical
receiver might learn that their beliefs are incorrect is if they received a message outside
the support of their beliefs. The proof of Proposition B.1 in Section B.1 shows how
to extend the construction in the proof of Proposition 3 to ensure that all messages
in the support of the true (moderated and default) message distributions are in the
support of the distributions the receiver perceives, thus eliminating the possibility of

such falsification.

3.3 Moderator Payoff Determines Scope for Robust Improvement

We have seen that robustly effective moderation requires removing information. Remov-
ing information makes some outcomes impossible. Whether this is desirable depends on
the goals of the moderator. Here, we introduce a payoff for the moderator and study
the conditions under which the moderator can make undesirable outcomes impossible,
while still preserving the possibility of desirable outcomes.

Formally, let the real-valued payoff function V : [A(A)}e — R summarize the
moderator’s preferences. The payoff might, but need not, be the expectation of a von
Neumann-Morgenstern utility function with respect to the moderator’s prior over the
state. The payoff might coincide with that of the receiver. Even in such a case, there
may be scope for helpful moderation, because the receiver may have mistaken beliefs
about the message distribution. The payoff might also differ from that of the receiver,
for example because of effects (externalities) of the receiver’s action on others, including

on the moderator.
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We will compare the set of possible payoffs ¥ (o, 1) = |, c7{V(E(0, 1, @)} under a
given moderation policy p to the set ¥ (o, 1) under the default messaging policy. We
can motivate a concern with the set of possible payoffs by imagining either that the
moderator does not know the receiver’s intentions or that the moderator is concerned
with the actions of a large set of receivers each with different intentions. Either way, the
moderator entertains the possibility that the receiver may choose any feasible outcome.

Ideally, the moderator would like to eliminate undesirable outcomes while preserving

desirable ones.

Definition. A moderation policy x improves the worst payoff (to 1) under signal struc-
ture o if inf ¥ (o, u) =V > inf ¥ (o, po).

If, furthermore, we have V' € ¥ (o, ) for any V € ¥ (o, o) with V- > V., then we say
that p preserves better payoffs than V' under signal structure o; this holds nontrivially
whenever there is at least one V' € # (o, o) with V' > V.

A moderation policy that improves the worst payoff eliminates the least desirable
outcomes according to the moderator’s payoff. A moderation policy that furthermore
preserves better payoffs does so without eliminating more desirable outcomes.

It follows from Proposition 1 that improving the worst payoff requires removing
information. If removing information preserves better payoffs, then it must be that
these payoffs can be attained without relying on the information that was removed.
This, in turn, requires that the moderator not (strictly) prefer outcomes that use more
information about the state. To describe this aspect of the moderator’s preferences, we
use the fact that, as outcomes are stochastic maps, two outcomes can be related by

garbling.

Definition. We say that information is helpful at V' if any outcome that achieves a
payoff strictly above V' can be garbled to some outcome with payoff strictly below V.

That is, information is helpful at V" if any X € [A(.A)]e with V(X) > V' is garbled
by some X’ € [A(.A)]@ with V(X') < V".

We can now state our result.

Proposition 4 (Necessary conditions for improving the worst payoff and preserving better
payoffs). If the moderation policy p improves the worst payoff under signal structure o,
then p is robustly effective for o, and hence removes information from o.

If, furthermore, the moderation policy i improves the worst payoff to V' and nontriv-

wally preserves better payoffs than V. under signal structure o, then information is not
helpful at V.
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The first part of Proposition 4 follows closely from Proposition 1. Proposition B.2 in
Appendix B gives example sufficient conditions for the existence of a moderation policy
1 that improves the worst payoff. The proof of the second part of Proposition 4 proceeds
via Lemma A.1 in Appendix A, which states that if some outcome is possible under a

given moderation policy, then so is any outcome that garbles that outcome.

Example 1, Part v (Instructions for building a bomb, moderator payoffs). The moder-
ator’s utility takes value —L < 0 if the bomb is built and 0 otherwise. The moderator’s
prior puts measure zero on each g € Os; so, implicitly, ©s is uncountable. The mod-
erator’s payoff is the expectation of the moderator’s utility. When the sender sends the
correct instructions, the policy i that erases the instructions improves the worst payoff
to 0. Correspondingly, 11 removes information from the sender’s signal. The policy p
also (trivially) preserves better payoffs than 0. A payoff of 0 can be obtained by a con-
stant outcome (never build the bomb); this outcome cannot be garbled to any outcome
with strictly worse payoff (which would require information on the correct instructions).

Suppose that the correct instructions for building a bomb are also the correct in-
structions for making a harmless fertilizer. The moderator’s utility takes value —L < 0
if the bomb is built, B > 0 if the fertilizer is made, and 0 otherwise. The policy ji that
erases the instructions improves the worst payoff to 0 by eliminating the possibility that
the bomb is built. But, this policy does not preserve better payoffs at 0 because it also
eliminates the possibility that fertilizer is made. Preventing the bad outcome (bomb-
making) requires eliminating the information about 6, which also prevents the good
outcome (fertilizer-making). Correspondingly, information is helpful at 0, from which
it follows that any policy that improves the worst payoff to 0 does not preserve better

payoffs than 0. Figure 2a illustrates the range of moderator payoffs in this case.

A

Example 2, Part v (Vaccine safety claim, moderator payoffs). The moderator’s utility
takes value Ogfety € Osatety = [—1,1] if the receiver gets vaccinated and 0 otherwise.
The moderator’s prior implies that Ogagety has mean 0. The moderator’s payoff is the
expectation of the moderator’s utility. If the sender always claims there is no evidence
in support of vaccine safety (i.e., if s = —1 always) and the receiver acts accordingly,
then the receiver never gets vaccinated and the moderator’s payoff is 0. No moderation
policy improves the worst payoff under this signal structure, because no policy eliminates
the option to never get vaccinated. Correspondingly, no policy removes information from

this signal structure, as the signal contains no information about the state.
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Figure 2: Range of Moderator Payoffs in Running Examples
(a) Instructions for building a bomb
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(b) Vaccine safety claim
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Notes: Figure 2 illustrates the range of possible moderator payoffs under different moderation policies
in the two running examples. In Panel a, the dashed line adds the possible moderator payoffs under
the extension in which the correct instructions for building a bomb also enable making a harmless
fertilizer. In Panel b, the dashed line adds the possible moderator payoffs under the extension in
which the sender conveys the true scientific evidence but also claims that science is a scam.
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Suppose instead that the sender always reveals the true scientific evidence Osafety
but claims that science is a scam. In this case, a credulous receiver (who trusts the
sender) might only get vaccinated when Og,fery is low, leading to a negative payoff for the
moderator. The moderation policy that always blocks the sender’s signal improves the
worst payoff to 0, because it eliminates this bad possibility. But, this policy does not
preserve better payoffs at 0, because it eliminates the possibility that a discerning receiver
(who ignores the sender’s skepticism) gets vaccinated only when Ogagety is high. These
two properties of the policy are linked: to prevent the bad outcome requires eliminating
the information about 8sufety, which also prevents the good outcome. Correspondingly,
information is helpful at 0, from which it follows that any policy that improves the worst
payoff to 0 does not preserve better payoffs than 0. Figure 2b illustrates the range of

moderator payoffs in this case. A

3.4 Moderation of Modes of Expression Does Not Require Removing

Information

We have defined the outcome to be the distribution of actions given the state. Yet in
some settings, the message itself may be consequential. We could represent such settings
as those in which the moderator’s payoff depends on the distribution of messages rather
than on the distribution of actions.” We could consider the goal of adopting a moderation
policy that changes the message distribution, relative to the default messaging policy,
without the possibility that the change can be undone by the receiver’s actions. Such
a goal is trivially achievable in our setup because the moderator directly controls the
message distribution. In particular, because the goal does not concern the relationship
between the action and the state, removing information is no longer necessary.

This observation highlights an important contrast between moderating to change
the mode of expression—i.e., to change the actual message sent—versus moderating to

change the outcome.

Example 1, Part vi (Instructions for building a bomb, modes of expression). The sender
is an extremist who, in addition to conveying the instructions, expresses hate towards a
group of people (against whom a bomb could be used). The receiver is an extremist who
will attempt to build the bomb using the conveyed instructions only if the expression of

hate is included.

5To cast such settings into our notation, suppose that M C A and that the only available action
rule is the identity map.
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One goal of the moderator could be to prevent the sender from expressing hate on the
platform. The moderator can achieve this goal using a policy that redacts the expression
of hate. Because the goal concerns the message itself, rather than the receiver’s action,
it does not matter that the policy does not remove information about the state.

Another goal of the moderator could be to prevent the receiver from building the
bomb. If the receiver builds the bomb only when the sender expresses hate, then the
policy that redacts the expression of hate is effective. But, because this policy does not
remove information from the default message, it is not robustly effective. The receiver
can, for example, undermine the policy by adopting an action rule that builds the bomb

whenever any part of the sender’s signal is redacted. A

4 Robust Content Moderation with Many Senders

In this section we examine when content moderation is robust to the possibility that the
signal structure o may change in response to the moderation policy. First, we extend our
definition and characterization of robustly effective moderation to the case of multiple
signal structures. Then, we show that both our justification for being concerned with
robustly effective moderation, and our characterization of the role of the moderator’s
payoff, extend to this setting. Lastly, we show that particular forms of receiver trust can

motivate different considerations for the moderator.

4.1 Robustly Effective Moderation Requires Removing Information

We now return to the question of whether, and when, the moderator can guarantee
an outcome different from the one that would result from the unmoderated message.
Here, in addition to allowing the receiver to change their action rule in response to the
moderation policy, we furthermore allow the sender to change their signal structure o
in response to the moderation policy, in principle choosing any signal structure in some

set .. This perspective leads naturally to the following definition.

Definition. A moderation policy p is robustly effective for action rule o and signal
structure o across the set of signal structures .7 if there is no (0’,a’) € [5” X E
such that Z(o’, p, o) = =Z(0o, po, «); if this is the case for some action rule a and signal

structure o € ., then we say that p is robustly effective across signal structures .7.

For a given signal structure and action rule, a moderation policy is robustly effective

across a given set of available signal structures if no combination of action rule and
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available signal structure recovers the outcome that would have arisen under the default
messaging policy; if this is true for some signal structure and action rule, then the policy
is robustly effective across the available set of signal structures. When the available set
of moderation policies is a singleton (i.e., when ./ = {c}), robust effectiveness across
the set is equivalent to our definition of robustly effective moderation with a fixed signal
structure. Otherwise, the definition is more demanding. Notice that the setup here
still invests the moderator with substantial power; for example, the moderator could in
principle choose to block any given signal, or even all signals.

Our main result in this subsection is that robustly effective content moderation re-
quires removing information about the state across all available signal structures; to
express this, we extend the definition of removing information to account for the possi-

bility of multiple signal structures.

Definition. A moderation policy i removes information from a signal structure o € .7

across a set of signal structures . C .7 if for any o’ € ., juy oo does not garble oo’
We can now state our result.

Proposition 5 (Robustly effective moderation requires removing information). A mod-
eration policy p is robustly effective across signal structures . only if it removes infor-

mation from some signal structure o € . across & .

Proposition 5 states that a policy that is robustly effective regardless of the sender’s
signal structure must remove information from some signal across all available signal
structures. Intuitively, if the policy does not do so, then the sender can always convey
the information available under the unmoderated message by changing the form in which
the information is sent. The following corollary makes this clear using the definition of

information equivalence from Section 2.2.

Corollary 2 (Robustly effective moderation requires removing information thoroughly).
A moderation policy p is robustly effective across signal structures . only if it removes
information across . from all signal structures o' € % that are informationally equiv-

alent to some o € . under L.

Example 1, Part vii (Instructions for building a bomb, removing information thor-
oughly). Recall the policy s that erases all instructions, p (0g,s) = O for all 4 € Oz
and s € §. Under the policy pc), there is no signal structure o € .7 and action rule
a € o/ under which the receiver always builds the bomb. Therefore, [y is robustly

effective across ..
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The policy p also removes information from oy across .7, as there is no way to
generate the correct instructions from the messages generated by pi regardless of which
signal structure the sender uses. The policy ji, in particular, removes information from
any signal structure that is informationally equivalent to oy under the default messaging
policy, for example a signal structure geperypy that encrypts the correct instructions by
reversing the order of the steps to build a bomb. Via Proposition 5, these properties
explain why the policy p can be robustly effective.

Not all policies that are robustly effective for o; are robustly effective across 7.
For example, consider the state-dependent policy pinobomp that erases the instructions,
transmitting m = O, if the instructions are correct, s = 4, and otherwise passes the
signal through. The policy finobomb is robustly effective for o;, but it is not robustly
effective across .. To see this, observe that the signal structure oeperype transmits
instructions that are technically incorrect (i.e., reversed). Under moderation policy
nobomb and signal structure Generypt, the action rule agecrypt that attempts to build the
bomb based on decrypting (i.e., reversing) the transmitted instructions results in the
same outcome as would arise under the signal structure o, default messaging policy uo,
and action rule ;. Notice that the policy pinepomb removes information from oy, but
not from all signal structures that are informationally equivalent to oy under the default

messaging policy. A

4.2 Sender and Receiver Intentions Motivate a Concern with Robust-

ness

Here, we motivate a concern with robustness by showing how the receiver’s and sender’s
intentions can undermine a policy that is not robustly effective. Unlike before, we
now allow both the receiver’s action rule and the sender’s signal structure to change in
response to the moderation policy.

The possibility that the signal structure adapts to the moderation policy admits
multiple interpretations. One is that the sender has a choice of signal structures and
may change that choice in response to the moderation policy. Another is that the receiver
has a choice of senders and may change that choice in response to the moderation policy.
Notice that, provided that there is always some sender willing to help the receiver achieve
their desired outcome—perhaps because the sender shares the receiver’s goals—these
two interpretations both imply that the signal structure aligns with the receiver’s goals.

We therefore continue to focus on the receiver’s preferences over outcomes, which we
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continue to summarize with the payoff function U : [A(.A)} ° LR

We envision a set of senders ¢ € Z, each of whom adopts some signal structure
oi(p) € < that is an element of the set . and that may depend on the moderation
policy p. We index the senders explicitly because when receiver beliefs are incorrect,
it no longer suffices to identify a sender with an associated (policy-dependent) signal
structure. For any policy p, we assume that the set Z is rich enough so that, for every
o € ., there are arbitrarily many i € Z such that o;(u) = o.

For each moderation policy and each sender, we endow the receiver with a belief
about the resulting message distribution. Specifically, for each moderation policy u and
each sender i € Z, we endow the receiver with a belief f(u;i) : © — A(M); as before,
this belief need not be correct.

We say that a given belief 5(y;-) justifies an action rule-sender tuple («;i) under
policy p if no other action rule and sender lead to a more preferred outcome given that
belief. Formally, belief 3(y;-) justifies (a;i) € [« x Z] under p if U(a o B(p;i)) >
U(a’ o B(p; 7)) for all (o;i') € [ x I].

Definition (Stickiness with multiple senders). The default outcomes for .7 under S (po; -)
are sticky under (5(y;-) if, for every tuple («;i) € [E X I} that is justified by £(uo;-),
there is a tuple (o;4") that is justified by 8(u; -) for which Z(oy (1), i, ') = Z(03(o), pro, ).

Claim 2 (Robustly effective moderation prevents stickiness). If moderation policy p is
robustly effective across .7 for some (a,0) = (a, 04(1o)) with (a; i) justified by B(po; ),
then the default outcomes for & under 5(uo;-) are not sticky under any B(u;-).

Claim 2 establishes a sense in which robustly effective moderation is sufficient to pre-
vent stickiness. We next discuss important cases in which robustly effective moderation

is also necessary to prevent stickiness.

4.2.1 When the Moderator Does Not Have Special Information

Suppose that the moderated message for any sender is no more informative than the
default message for some sender, in the sense that, for any o € ., o o garbles pg o o’
for some o’ € .. We can think of this as a situation in which the default policy always
passes the sender’s signal through, and the moderation policy does not incorporate
additional information beyond what is in some sender’s signal, for example because the

moderator does not have special information unavailable to any individual sender.
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Suppose also that the receiver’s beliefs are accurate in the sense that [(ug;i) =
o 0 0i(po) and B(u;i) = poo;(p) for all ¢ € Z. Our next result states that, in this case,

default outcomes are sticky when p is not robustly effective across .%.

Proposition 6 (Default outcomes are sticky without special information). Suppose that
moderation policy p is not robustly effective across .. Then if, for any o € 7, poo
garbles g o o’ for some o' € ., default outcomes for . and accurate beliefs 5(p;i) =
o o; are sticky under accurate beliefs B(po;i) = po o o; (for alli € T).

Remark 9 (Stickiness with accurate beliefs when the default message is maximally infor-
mative). An immediate consequence of Proposition 6 is that, if u is not robustly effective,
then the default outcomes are sticky whenever the receiver’s beliefs are accurate and the

default message iy o o; for some sender 7 is maximally informative.

Example 1, Part viii (Instructions for building a bomb, a sender transmits the true state).
Suppose that under jip the sender 7 uses the signal structure oy that transmits the true
instructions. Under the default messaging policy, a receiver who receives from ¢ and uses
action rule a4 that attempts to build the bomb using the transmitted instructions will
always build the bomb. If the receiver has correct beliefs, then this is the outcome they
intend. If the moderator adopts the policy finobomn that only erases correct instructions,
then the receiver can switch to a different sender who sends Geperypt, Or alternatively the
original sender ¢ can switch to Oeperypt. Either way, the action rule cgeerype fulfills the

receiver’s intention. YA

Remark 10 (A sender who cannot be moderated). Our setup directly nests situations
in which, for technological or other reasons, the moderation policy cannot affect the
message associated with a given sender, i.e., in which for some particular sender i € 7

the moderator must choose a policy p such that poo; = py o o;.

Example 1, Part ix (Instructions for building a bomb, receiver can switch platforms).
Suppose that under po the sender ¢ uses the signal structure o; that transmits the
true instructions. Being a social media platform, the moderator can block this signal.
Suppose that there is another sender 7" who uses this same signal structure but sends their
signal on a different platform. The moderator cannot set policy on another platform,
and so cannot block this other sender’s signal; therefore ooy = pgoo. The moderator

cannot prevent the receiver from building the bomb if that is the receiver’s intention. A
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4.2.2 When the Receiver Thinks the Moderator Does Not Have Special Information

Suppose now that the moderator may have special information, such that there may
be poo,0 € % that does not garble any g o o’,0’ € .. Here we show that, if the
moderation policy does not remove information from some o across ., there is always

some belief the receiver may hold under which default outcomes are sticky.

Proposition 7 (Default outcomes are sticky with a skeptical receiver). Suppose that mod-
eration policy p does not remove information from any o € . across . and is therefore
not robustly effective across .#. Then there ezist beliefs 5(po;-) and B(u;-) under which
the moderator does not have special information—i.e., for any i € I, B(u;i) garbles

Bo; ") for some i' € T—and default outcomes for . under 5(po;-) are sticky under
Blus-).

The proof of Proposition 7 extends the construction in the proof of Proposition 3.

Example 2, Part vi (Vaccine safety claim, receiver trusts their chosen sender). One
sender is the skeptic who, regardless of the state, always claims there is no evidence
supporting vaccine safety. Another sender is a medical journal that always transmits
the true state. Under the default messaging policy, which passes the signal through, the
receiver chooses to receive from the skeptic.

The moderator knows that the journal always transmits the true state. Consider,
then, the moderation policy that transmits the signal of the journal alongside that of
any sender whose signal it contradicts.

The receiver believes that the journal is in the pocket of the vaccine industry and
that the moderator has no special information about which sender tells the truth. If the
receiver wanted to hear from the journal, they could have done so under the default. So,
the receiver ignores the additional signal from the journal that the moderator insists on

transmitting. AN

4.3 Moderator Payoff Determines Scope for Robust Improvement

We now compare the set of possible payoffs ¥ (7, 1) = U,c7 se» 1V (E(0, 1, 0))} for
the moderator under a given moderation policy p to the set ¥ (.7, 19) under the default

messaging policy. Our earlier definitions and results extend directly.

Definition. A moderation policy p improves the worst payoff (to /) under signal struc-

tures . if inf ¥ (S, pu) =V > inf ¥ (.7, o).
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If, furthermore, V € ¥ (%, ) for any V € ¥ (&, o) with V' >V, then we say that
1. preserves better payoffs than VV under signal structures .7; this holds nontrivially
whenever there is at least one V € ¥ (., o) with V> V.

Proposition 8 (Necessary conditions for improving the worst payoff and preserving better
payoffs). If the moderation policy p improves the worst payoff under signal structures
S, then p is robustly effective across .7, and hence removes information from some o
across 7.

If, furthermore, the moderation policy p improves the worst payoff to V. and (non-
trivially) preserves better payoffs than V. under signal structures ., then information is
not helpful at V.

4.4 Additive Moderation Requires an Expert, Trusted Moderator

Our analysis has focused on changing the outcome, relative to the default, in a way that
cannot be undone by the sender or the receiver. An alternative goal of moderation could
be to enable an outcome that was impossible under the default. We can use the analysis
in this section to understand two important requirements for such additive moderation,
and thus to better understand its limitations.

First, additive moderation requires that the moderator has special information, in
the sense that, for some o € ., o o does not garble pg o o’ for any o’ € . This
follows closely from the analysis in Section 4.1 and is formalized in Appendix C.

Second, additive moderation requires that the receiver trusts the moderator, in the
sense that the receiver believes the moderator has special information. Absent such
trust, the analysis in Section 4.2 implies that the receiver’s (and sender’s) intentions can

undermine any policy that does not remove information.

Example 2, Part vii (Vaccine safety claim, moderator selects the sender). The state
comprises both the extent of the scientific evidence that recommended vaccines are safe
and the identity of the sender who reports this information accurately. Each sender
makes a claim about vaccine safety (that they believe is true), but only the moderator
knows which sender is accurate. The receiver wishes to be vaccinated only when it is
safe to do so.

The default messaging policy passes through the signal of whichever sender the re-
ceiver chooses. We may think of such a policy as an algorithm that responds to the
receiver’s engagement. Under this policy, the receiver’s choice of sender may fail to

enable the receiver’s preferred outcome, because any given sender may be inaccurate.
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An alternative moderation policy passes through the signal of whichever sender is
accurate. We may think of such a policy as an algorithm that boosts the signal of
whichever sender is accurate. Such a policy enables the receiver’s preferred outcome.

If the receiver doubts the expertise or intentions of the moderator, however, the
receiver may instead try to recover the signal of the default sender, and act on that

recovered signal, just as in Example 2, Part vi. A

4.5 Receiver Trust Motivates Moderating Modes of Expression

By the first part of Lemma 1, two message distributions that are informationally equiv-
alent are also equivalent in terms of the outcomes they enable. That result requires
that the receiver be able to adapt their action rule to the message distribution. One
prominent case where such adaptation is absent is where the receiver trusts that the
message is delivered in a literal, natural language (Farrell, 1993; Kartik, Ottaviani, and
Squintani, 2007; Reny, 2025). In such a case, the receiver’s action rule may result in
different outcomes under informationally equivalent message distributions; receiver trust

may then motivate the moderator to be concerned with modes of expression.

Example 2, Part viii (Vaccine safety claim, trusted language). Suppose now that the
moderator is a platform that hosts articles summarizing vaccine safety information for
use by medical professionals. The state is the safety of each vaccine for each age group,
young and old. The receiver is a medical professional. The default messaging policy
passes the signal through.

One sender is a writer who writes in good faith, transmitting s = 6. Another sender
is a writer who writes in bad faith, transmitting the safety for the old as if it is for the
young, and vice versa. These two signal structures are informationally equivalent under
the default messaging policy. However, they need not be equivalent if the receiver trusts
the language in which information is conveyed.

Suppose that the receiver prescribes, for each age group, whatever vaccines the mes-
sage indicates is safe, and does so regardless of the true signal structure. Then the
good-faith writer’s signal results in accurate prescribing and the bad-faith writer’s sig-
nal results in inaccurate prescribing. To avoid the possibility of inaccurate prescribing,
the moderation policy needs to “unscramble” the bad-faith writer’s signal, for example
by editing the article. Enforcing such a policy requires that the moderator know the
state. JAN
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Figure 3: Relative Timing of First Moderation Policy by Category
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Notes: Data are from the Social Media Content Moderation Policy Archive (Appendix D). For each
category, each marker denotes the relative month in which a platform began moderating the given
category. The relative month is defined relative to the platform’s launch date (0%) and the end of our
analysis period (April 2024, 100%). Points are jittered to reduce overlap. Policy categories are listed
in descending order according to the share of platform-months in which the given category of content
is moderated.

5 Applications

5.1 Social Media

To facilitate the discussion in this section, we created the Social Media Content Modera-
tion Policy Archive (henceforth, the Archive). The Archive consists of monthly snapshots
of major platforms’ historical moderation policies, drawn from web snapshots and exist-
ing policy collections, and grouped into substantive categories. Appendix D describes
the construction and contents of the Archive in detail; moderation policy quotes in this
section are from the Archive except where stated. Figure 3 shows, for each policy cate-
gory, the distribution of months when the platforms first moderated content of the given
category, measured relative to each platform’s launch month. Figure 4 shows a more

detailed view of the timeline of each policy category in each platform in the Archive.®

5.1.1 Policies that Remove Information

Our theoretical analysis shows that moderation is robust only when it removes informa-

tion, viz., when it prevents the sender from transmitting information about an otherwise

SFor previous systematic descriptions of social media content moderation policies, see, e.g., Singhal
et al. (2023); Dubois and Reepschlager (2024); Nahrgang et al. (2025).
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unknown state to the receiver. Many policy categories aim to remove information. Ex-

amples include:

e Privacy and personal information: “Reddit is a pretty open and free speech place,
but it is not ok to post someone’s personal information.” Here, the state is the

person’s personal information.

e Illegal and regulated goods: Pinterest will “take down instructions for making a
bomb or evading the police when street racing.” Here, the state is how to make a

bomb or to evade the police.

e Intellectual property: “Don’t upload [to YouTube] videos you didn’t make, or use
content in your videos that someone else owns the copyright to.” Here, the state

is the exact content of the copyrighted video.

e Spam, scams, and malware: “Do not post, upload, stream, or share [on TikTok]:
Content that promotes investment schemes with promise of high returns, fixed
betting, or any other types of scams.” Here, the state is the way to participate in

the (fraudulent) investment scheme.

Figures 3 and 4 show that most platforms have had policies in several of these categories—
notably, “Privacy and personal information,” “Intellectual property,” and “Spam, scams,
and malware”—consistently since their launch (or soon after).

Our theoretical analysis shows that moderating modes of expression does not re-
quire removing information. Some policy categories include restrictions on content
that arguably do not depend on the information conveyed. Examples include Self-
harm (“[Snapchat doesn’t] allow the glorification of self-harm”), Extremism (“[Insta-
gram doesn’t] allow content that|[...| represents events that Meta designates as terrorist
attacks”), Adult content (Weixin prohibits “erotic texts, videos, photographs, and car-
toons”), and Harassment and bullying (“Pinterest isn’t a place to insult, hurt or antag-
onize individuals or groups of people”). Figures 3 and 4 show that most platforms have
had policies regarding “Adult content” and “Harassment and bullying” consistently since

their launch.”

"Ribeiro, Cheng, and West (2023) study the automated enforcement of such policies. Within eco-
nomics, much of the (still relatively small) empirical literature studying content moderation by online
platforms focuses on measuring the effects of moderation on user welfare (Jiménez-Duran, 2023), user
engagement (Beknazar-Yuzbashev et al., 2025), platform content (Andres and Slivko, 2023; Miiller and
Schwarz, 2023), and offline behaviors (Jiménez-Durdn, Miiller, and Schwarz, 2023), particularly in the
context of hate speech and toxicity.
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Even within categories that address modes of expression, many policies aim to remove

information. Examples include:

e Self-harm: “Do not post, upload, stream, or share [on TikTok]: Content that
provides instructions for suicide or how to engage in self-harm.” Here, the state is

the way to engage in self-harm.

e Extremism: Weixin prohibits “organizing or inducing others to engage in terror or
violent activities or activities that disrupt the social order.” Here, the state could

be the time and location of an attack.

e Adult content: “Users [of X | under 18 or viewers who do not include a birth date
on their profile cannot click to view marked content.” Here, the state could be the

nature of adult sexual acts.

e Harassment and bullying: Instagram’s policy explicitly prohibits posting “non-
public phone numbers or non-public email addresses.” Here, the state is the per-

son’s personal information.

In addition to showing that only policies that remove information can be robust,
our theoretical analysis clarifies when and how to implement such policies. Information-
removing policies are a robust improvement when the moderator prefers that the re-
ceiver’s actions be based on less information. For some forms of information, such as the
personal details of public figures, the case for such a preference is clear. For other forms
of information, such as scientific knowledge that can be used in multiple ways (some
good and some bad), the case is more complex. Precisely these tradeoffs arise in setting,
adjudicating, and enforcing social media content moderation policies.®

Likewise, our theoretical analysis shows that, to achieve the strongest guarantees,
the moderator must remove information not only from one signal structure but from
any equivalent signal structure. This may involve, for example, identifying situations in
which a piece of illicit content is hidden among licit content. Precisely such challenges
arise in implementing social media content moderation policies (Zhu et al., 2021; Drug
Enforcement Administration, 2021; Levine, 2022).

8See, for example, van der Boon et al. (2024) regarding sharing information about challenging medical
cases and Oversight Board (2023) regarding sharing details of alleged human rights abuses. Even the
platforms’ relatively strong prohibitions on posting personal information routinely exempt situations
with the potential for social benefit, such as charitable solicitations (Meta, 2024) or feedback to elected
officials (Reddit, 2024).
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Our theoretical analysis also highlights, via Remark 10 and Example 1, Part ix,
that the option for the receiver to switch platforms can make a moderator’s task more
difficult. And indeed, precisely such challenges arise in enforcing social media content

. . . C
moderation policies.’

5.1.2 Policies that Do Not Remove Information

Meanwhile, our theoretical analysis shows that policies that do not remove information
are not robust. Some policy categories do not aim to remove information, or even aim

to add information. Specifically:

e Misinformation: “We aim to ensure that content and behavior on WeChat remains

authentic, by attempting to eliminate false news, disinformation, misinformation...”

e Fact-checking: “If the [third-party] fact checking organizations identify a story as
fake, it will get flagged [on Facebook] as disputed and there will be a link to the

corresponding article explaining why.”

If users cannot infer something true from the false content, then policies against mis-
information do not remove information according to the definition in our analysis. If
fact-checking overlays the platform’s or third party’s view of the facts on an original
post, then it does not remove information, and possibly adds information.

Figures 3 and 4 show that platforms tended to adopt misinformation and fact-
checking policies more recently (and more sparingly) than other policy categories. In
recent years, at least two major platform owners, X and Meta, have discontinued or
greatly curtailed third-party fact-checking efforts (Fu, 2024; Kaplan, 2025).

There are likely many reasons why third-party fact-checking has been shorter-lived
than other policy categories. For example, whereas third-party fact-checking is typically
done using human intervention and is therefore expensive and difficult to scale (Allen
et al., 2021; Corse, Bobrowsky, and Horwitz, 2025), some other policies can be enforced
algorithmically (Karimi, Squicciarini, and Wilson, 2022).

Our theoretical analysis provides an additional reason for the short lifespan of third-
party fact-checking: it is not robust. Section 3.2 shows that if users do not trust that
fact-checking adds useful information, users have an incentive to undermine the intent of

the policy. Yet precisely because fact-checking is invoked on controversial matters, it is

9Rauchfleisch and Kaiser (2024), Mekacher, Falkenberg, and Baronchelli (2023), and Klinenberg
(Forthcoming) study substitution of engagement across platforms following removal of content from a
platform.
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difficult to ensure such trust (Stewart, 2021)."° Platform executives have noted that fact-
checkers are, or are perceived to be, biased, and have not garnered the trust needed to be
effective.!! Other prominent voices have made similar claims.'” Our theoretical analysis
shows that, precisely because users do not know who is telling the truth, users may take
actions contrary to, or even adversarial towards, the intent of the fact-checking policy.
Notice that simply exposing the mechanics of fact-checking, for example by clarifying
the process by which it is done, is not sufficient to resolve this limitation, because what
matters is whether users believe that fact-checkers tell the truth—and if users knew the
truth, there would be no need for fact-checkers!'*

Our theoretical analysis also clarifies why the problem of moderating social media
platforms differs from that of editing mass media platforms such as CNN Primetime or
The New York Times. For a mass media platform, the moderator is the platform (or
its designated editor), the sender is a journalist, and the receiver is a consumer who
has specifically chosen to consume media from the platform. Such a sender and receiver
seem more likely to trust the information and intentions of the moderator (Gentzkow
and Shapiro, 2006) than in the case of social media, thus avoiding the undermining that

our theoretical analysis highlights.

10«people are highly resistant to fact-checks if they don’t like the fact checker.” (DiResta, quoted in
The Economist, 2024); see also the work of Appel, Pan, and Roberts (2023).

1Tn 2023, X’s Musk tweeted that “the so-called fact-checkers are huge liars and incredibly biased”
(Musk, 2023). In 2025, Zuckerberg said that “fact-checkers have just been too politically biased and
have destroyed more trust than they created” (Zuckerberg, 2025).

12A New York Post editorial column, for example, asserts that Facebook’s “fact checks’ are really
just (lefty) opinion” (Post Editorial Board, 2021). See also Lomborg (2022).

13We are not aware of any direct evidence from real-world social media platforms on the effectiveness
of third-party fact-checking in improving outcomes. However, there is a large literature studying fact-
checking in online survey experiments. A number of studies find that participants in such experiments
attach less credence to statements flagged as false (Fridkin, Kenney, and Wintersieck, 2015; Vraga and
Bode, 2017; Pennycook et al., 2020; Zhang et al., 2021). Martel and Rand (2024) find this pattern even
for participants expressing relatively little trust in fact-checkers. Bachmann and Valenzuela (2023) find
that fact-checking is less effective and more likely to lead the participant to conclude that media are
hostile when fact-checking contradicts a participant’s pre-existing views. In filings under the EU’s Code
of Conduct on Disinformation, platforms have indicated that fact-checking warnings inhibit resharing
of content (see, e.g., TikTok (2024, SLI 18.1.1); Facebook (2025, QRE 18.1.3)). Guriev et al. (2025)
evaluate different approaches to reducing sharing of false content using online survey experiments and
a structural model.

4Sarkar Diba et al. (2025) discuss the possibility of using blockchain technology to improve the
transparency of social media content moderation. Drolsbach, Solovev, and Prollochs (2024) find that
adding more details to community notes can improve trust in fact-checking.
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5.2 State Censorship and Flooding the Zone

In addition to privately run platforms, state actors also engage in activities that can be
cast as content moderation. Here we discuss two prominent forms of state intervention

in the information environment and relate them to our setup and findings.

5.2.1 State Censorship

State censorship has elements in common with social media content moderation. The
moderator (censor) cannot fully control what senders (citizens) will try to transmit or
how receivers (other citizens) will act on what they learn. Citizens may be suspicious of
the regime, or even actively opposed to it. Citizens may therefore seek to circumvent or
even undermine the regime’s aims.

Our analysis implies that censorship that removes information about an unknown
state will be more robust than censorship that does not. Many forms of censorship seek
to remove such information. Examples include preventing users from posting information
that coordinates dissident activity, such as the time and place of a protest (Soo and
Press, 2022);'° King, Pan, and Roberts (2013) find that such content is among the most
rigorously censored in the People’s Republic of China (see also Corduneanu-Huci and
Hamilton (2022) and Lei (2018)).

Other forms of censorship do not seek to remove information. Examples include
censorship of opinion. King, Pan, and Roberts (2013, 2014) find evidence that censorship
in the People’s Republic of China is more tolerant of dissident opinion than of information
that coordinates dissident activity (though see the caveats of Gueorguiev and Malesky
(2019) and the findings from a different context of Beazer et al. (2022)). Our analysis
suggests a possible explanation: removing information that can be used to coordinate
dissent is more robust than removing opinions.

Our analysis also clarifies some of the specific challenges of policies that remove
information. Our analysis shows that censorship is a robust improvement only when
the regime prefers that its citizens have less information. Information about the time
and location of a protest is plausibly useful only to achieve outcomes the regime would
like to avoid, and is therefore an attractive target for censorship. Information about,
say, foreign business opportunities is more complicated: such information may enable

defection but may also enable useful economic activity. Censors routinely confront just

150ther examples might include evidence of regime weakness (Reuters in Bangkok, 2015) or corruption
(BBC, 2016).
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this sort of tradeoff (Engle, 2015; West, 2016; Zheng and Wang, 2020; Xu, Xuan, and
Zheng, 2021; Kong et al., 2022; Tagat, Phokeer, and Kreitem, 2024; Bernard et al.,
2025).1¢

At a more technical level, our analysis shows that effective censorship requires remov-
ing a given piece of information in all of its informationally equivalent forms. Modern
digital censors devote substantial attention to detecting the oblique or hidden messages,
such as visual references to protest, that dissidents/disobedients routinely use (Ser, 2016;
Schraer, 2022; Amadon, n.d.).

5.2.2 Flooding the Zone

State censorship often seeks to remove undesirable messages. Another, superficially very
different, approach is to overwhelm public discussion with alternative messages. In a
now-famous interview, Steve Bannon referred to this approach as “flood[ing] the zone
with [a particular expletive]” (Lewis, 2018); see also Pfister (2011).

We can readily cast flooding the zone into our setup. In particular, suppose that
citizens’ attention is limited, and let the default moderation policy describe the (distri-
bution over) messages that citizens will encounter absent intervention. Now, imagine
that the moderator (say, a leader or other public figure) can produce many messages
(say, via social or mass media) that attract citizens’ attention. We can represent this
situation as one in which the moderation policy (flooding the zone) changes the distri-
bution of messages by obscuring (or crowding out) the messages that would have been
seen by default.

Our analysis suggests that such tactics will be most effective when they remove
information. Suppose, for example, that experts find evidence of an economic downturn
which may be blamed on a leader. The unmoderated message, which citizens will receive
absent intervention, simply describes experts’ findings, as in “experts find evidence of
recession.” The leader can intervene (moderate) by propagating messages of their own.
Messages of the form “experts will tell you that the economy is doing badly, but it
is not” do not remove information, because such messages allow receivers to infer the
information in the unmoderated message. By contrast, messages that divert attention
to entirely different topics do remove information, provided such messages crowd out the
unmoderated message, and thus prevent citizens from learning experts’ findings.

Such diversions are a common tool of zone-flooders. For example, Brennan (2025)

16Censorship may also remove information useful to the state’s own bureaucrats, reducing the effec-
tiveness of the state (Egorov, Guriev, and Sonin, 2009; Lorentzen, 2014).
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argues that “Trump’s offensive Al pope picture [was| a distraction from his failing econ-
omy” (see also Tavernise and Gardiner (2019); Illing (2020); Lewandowsky, Jetter, and
Ecker (2020)).'" See also discussions of related tactics used by authorities in Russia (Paul
and Matthews, 2016; Field et al., 2018; Jasser, Eilen, and Garibay, 2022), Turkey (Butler
and Spicer, 2021; Szyma'nski and Cihangiroglu, 2025), and China (Roberts, 2018, Chap-
ter 1).'® While our framework does not explain precisely what kind of content attracts
attention, our framework does imply that attracting the receiver’s attention away from

information the leader finds unhelpful can be a robust way to influence the outcome.

5.3 Al Filtering

There is increasing attention to the problem of moderating spaces, such as social media
or chat platforms, in which a human receiver interacts with an algorithmic sender such
as a large language model.

In some respects, the problem of moderating an algorithmic sender is more difficult
than that of moderating a human sender. The requirement of removing information
across a set of signal structures (Proposition 5) becomes more demanding as the set of
signal structures grows. Algorithmic agents such as large language models can readily
cipher and decipher text (e.g., Wei, Haghtalab, and Steinhardt, 2023; Lemkin, 2024) or
otherwise optimize output (e.g., Lu et al., 2024) to evade detection. A growing literature
studies such vulnerabilities and how to combat them (Shi et al., 2024; Yi et al., 2024;
Lin et al., 2025). Glukhov et al. (2023) discuss inherent limits on attempts to censor
large language models.

In other respects, the problem of moderating an algorithmic sender is easier than that
of moderating a human sender. While it may be difficult to control what a human sender
knows or sends, if the moderator controls the technology underlying the algorithm, the

moderator may be able to constrain the set of signal structures directly. For example,

1"Brennan (2025) writes, “Shrugging off a recession was a bad look. Trump knew it and needed a
plot twist. If he couldn’t win the day, maybe he could distract us from how he was losing. A picture
as pope, posted for his 9.7 million followers on Truth Social, would get that done]...]. Attention is the
fuel for distraction.”

8 Magicians employ similar tactics. Tamariz (2020, pp. 11-12), for example, explains (emphasis in
original):

Gaze at your hands or at an object; then suddenly shift your gaze toward the audience
or another object and immediately execute the move. The spectators who gazed at your
hands and the object feel forced to shift to the new source of information [...]. THE
RESULT IS [t]he spectators continue to look at the hands and object but they actually
do not see what they think they are looking at the whole time.
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if a developer of a large language model does not want the model to explain how to
build a bomb, it is possible in principle to remove that information from the corpus on
which the model is trained, so that the model does not “know” how to build a bomb,

and therefore cannot transmit that information to a receiver.'”

9Tn practice, removing information from a training corpus can be difficult and can reduce model
output quality (Pal et al., 2024), leading to efforts to remove information from the model itself after
training (Ishibashi and Shimodaira, 2024; Li et al., 2025); see also (Shumailov et al., 2024).
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Figure 4: Timeline of Content Moderation Adoption by Policy Category
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Figure 4: Timeline of Content Moderation Adoption by Policy Category (cont.)
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Figure 4: Timeline of Content Moderation Adoption by Policy Category (cont.)
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Figure 4: Timeline of Content Moderation Adoption by Policy Category (cont.)

(j) Extremism
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Figure 4: Timeline of Content Moderation Adoption by Policy Category (cont.)

Notes: Data are from the Social Media Content Moderation Policy Archive (Appendix D). Platforms
are listed in ascending order by their launch date. Each plot shows the timeline of each platform’s
moderation of a given category of content, with time measured in months and x-axis labels corresponding
to years. The plots are in descending order according to the share of platform-months in which the
given category of content is moderated. Black horizontal lines (“After launch”) show the period between
the platform’s launch and the first available policy in the Archive; white bars (“Has policy”) show the
period when the platform has some content moderation policy but none moderating content in the given
category; black bars (“Moderates category”) show the period when the platform moderates content in
the given category (or, in the case of third-party fact-checking, when such fact-checking is in place).
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A Proofs Omitted from the Main Text

Proof of the second part of Lemma 1

For the second part of Lemma 1, we suppose that (1) holds for any Polish space Z. Con-
w[eor] @ [/ (z,2)]
exists for all (' € A(Z)Y and x € X. Tt is immediate from the hypothesis (1) that for
any ¢ € A(Z),

sider any Polish space Z and any function f : [X X Z] — R for which E

there is (' € A(Z)Y st. E

[f(z,2)] <E [f(z,z)] forall z € X. (2)

Zr [Coy] (z) z~ [Cou’] (z)

But now, interpreting f as a(ny) utility function contingent on “state” x and “action” z,
(2) implies that for any randomized strategy ¢ under v, there is a randomized strategy (’
under v/ with weakly higher expected utility; i.e., v/ is more informative in randomized
strategies than v in the sense of Khan, Yu, and Zhang (2024, Definition 3), from which
the result follows from Remark 1 of Khan, Yu, and Zhang (2024) for Polish X', ), and Z,
recognizing that the hypothesis of a common dominating measure implies Assumption 1
of Khan, Yu, and Zhang (2024). O

Proof of Corollary 1

If po o o is uninformative, then (by definition) any g o o can be garbled to pp o o. It
follows immediately that no moderation policy removes information from ¢, and so (by
Proposition 1) no moderation policy is robustly effective for signal structure o and action
rules 7. O

Proof of Proposition 4

We define the set of possible outcomes under signal structure ¢ and moderation policy
[ as
E(o, p, o) = U {Z(0, pu,a)}.
acd
For the first part, if u does improve the worst payoff under o, then (definitionally) we
have
inf ¥ (o, o) < inf ¥ (o, p),
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which means that we must have

=(0, o, ) L E(o, p, 7). (3)

Now, (3) implies that p must be robustly effective for o and some «a; hence, by Propo-
sition 1, we know it must remove information from o.

For the second part, we introduce the following lemma, which shows that if an out-
come is not achievable under a given signal structure and messaging policy, then no

garbling of that outcome is achievable either.

Lemma A.1. The set =(o, p, o) is closed under garbling, i.e., if X' garbles some X €

(o, p, ), then X' € Z(o, p, ).

Proof. Pick any X’ that garbles some X € Z(o, u, o). Then, definitionally, there is
some stochastic map I' : &/ — A(&/) such that X’ = T'o X. Because X € Z(o, u, ),
there is some a € &7 such that X = Z(o, i, ). We therefore have

X' =

<

o

=

o [E(o, 1, @)
=E(o,p, o).

Because [['oa] € &, we have that Z(o, y1, &) > [E(0, p, Toa)] = X'. Because we picked
X' arbitrarily, this completes the proof. m

Now, to prove the second part of the proposition: If 1 (nontrivially) preserves better
payoffs than V under o, it follows (again definitionally) that there is some V' > V such

that V(X) = V for some X € =Z(o,pu, 7). If X' with V(X’) < V were to garble X,

then, by Lemma A.1, we would have X' € (o, u, &7). But by hypothesis,  improves
the worst payoff under o to V—hence (definitionally), X’ ¢ Z(a, i, .&7) for any X’ with
V(X') < V. Thus, we see that no X’ with V(X’) <V can garble X.

It follows from the preceding observations that there is some V' > V and some X with
V(X) =V that is not garbled by any X’ with V(X’) < V. Therefore (definitionally)

information is not helpful at V. O

Proof of Proposition 5

Towards a proof of the contrapositive, we suppose that p does not remove information

from any o € .% across .. Then (definitionally), for any o € ., there is some ¢’ € .
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such that pg o o garbles y o o’. Then, for any a € 7, the first part of Lemma 1—
taking v = pp oo and v/ = p o o' —implies that there is some o/ € o/ such that
(0, p, ) = Z(o, g, ). As our initial choice of o € . was arbitrary, we thus see that

1 is not robustly effective across .. O

Proof of Corollary 2

Suppose that for each ¢ € . there is at least one ¢/ € .¥ that is informationally
equivalent to o under py and from which p does not remove information across .7.
Then (definitionally) there is 0” € .% such that ug o o’ garbles o ¢”. But because o’
is informationally equivalent to o under pg, we know that pg o o garbles pg o o’; it then
follows that g oo garbles poo”. Thus, we see that pu does not remove information from
o across .. Because the preceding argument applies for each o € ., it follows that u
does not remove information from any o € . across .#; the corollary then follows from

Proposition 5. O

Proof of Claim 2

Suppose p is robustly effective across .7 for (a, 0) = (o, 0;(po)) with («; @) justified by
B(ko; ). Then (definitionally), there is no (0/,a/) € [.% x &/] such that Z(¢’, p, /) =
Z(0, o, ). It follows that there is no o/ € &,i € T such that Z(ou(p), o) =
E(oi(po), po, ). O

Proof of Proposition 6

We consider some p and p, along with a tuple (a, 0) = («, 0; (o)) with («;¢) justified
by B(uo;-). Now, if u is not robustly effective across ., then the outcome achieved
by (a,0) = (a,0:(p0)) under B(po;i) = po o 0;(1p) can be achieved by some tuple
(o,0") = (o, 04 (1)) € [ x ] under B(oy(n);i') = pooy(p), where the existence of
such an ¢’ € 7 follows from our assumption that the set of senders is rich. Then, because
each p o o garbles some g o o’ by hypothesis, we know from the first part of Lemma 1

that the tuple (a/;4) must be justified under accurate beliefs. O

Proof of Proposition 7

Consider any ¢/ € Z. Because u does not remove information from o; (o) across .7,

there is some i € Z such that pgooy(pg) = v opoo; (i) for some I'yy - M — A(M).
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Note that we can always define a map v : [M x [0 x S]] — A(M) such that
vo(upoo,0) = oo (where we ease notation by suppressing the dependence on ).
For any full-support distribution 7 € A(0), we can furthermore define the average map
T : M — A(M) where Y(m) = Egr [Esuo(o)[v(m; 0, 5)]] for all m € M.

Now, define B(pu;1) so that, for each 6 € O, 5(u;4)[0] is a fixed point of the map that
takes value E,,4[[T o Tiwi] (m)] for generic element ¢ € A(M); such a fixed point
exists by fixed-pointiness. Furthermore define [5(pg;i") = 'y 0 S(p;3). Now, we have
B3 1) = [Tolisi] 0 B(p; i) = Yo [TivisoB(u;0)] = ToB(ug; 1), where the first equality
follows from our fixed-point construction of the belief 5(u;1).

We can repeat the construction just described for all i € Z, where by our richness
hypothesis on Z, we can always choose a different ¢ to correspond with each individual
i'. For any 7 € T not thus assigned, suppose that 8(u;7) is a constant (which therefore
garbles all message distributions). We have ensured that for any ¢ € Z, (u; i) garbles
B(po; ") for some @' € .

Moreover, for any tuple («;4") that is justified under S(uo;-), it follows by the first
part of Lemma 1 that some (o 'y ;) with pg o oy () = Liwir 0 o o;(p) is justified
under S(p;-). Because we have Z(o; (), u, a0 T'iir) = Z(ow (10), fo, @), this completes
the proof. O

Proof of Proposition 8

For the first part, we note that improving the worst payoff requires that ¥ (.%, uo) not
be a subset of ¥ (., ); this in turn requires that u be robustly effective across ., and
hence, by Proposition 5, requires that p removes information from some o across .7 .
For the second part, the hypothesis that p (nontrivially) preserves better outcomes
at V. under signal structures . means that there is some X with V(X) > V such that
X = E(o,p,a) for some (0,a) € [# x &]. If information were helpful at V, then
there would be some X’ with V(X’) < V that garbles X, i.e., with X’ = "o X for
some I' : A — A(A). But then, following the proof of Lemma A.1, we would have
X' =E(o,pu,Toa) with (0,Toa) € [.¢ x ], so V(X') € ¥(, u)—contradicting the
hypothesis that p improves the worst payoff to V. > V(X). ]
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B Auxiliary Results

B.1 Receiver Beliefs with Rich Support

Proposition B.1. Suppose that M s fived-pointy, and that moderation policy p does not
remove information from o and is therefore not robustly effective for o. Then there exist
beliefs B(po), B(p) that satisfy the conclusions of Proposition 3 such that, for any 6 € ©,
the support of B(u)[0] contains that of poo(0) and the support of B(o)[0] contains that

of po o a(6).

Proof. The first part of the argument repeats its counterpart from the proof of Propo-
sition 3. If p does not remove information from o, then (definitionally) we can write
ppoo =T opoo for some I' : M — A(M). And we can always define a map
v [Mx [0 x8]] = A(M) such that v o (ug 0 0,0) = p oo, where we continue
to ease notation by suppressing the dependence on #. For any full support distribu-
tion 7 € A(O), we can furthermore define the average map T : M — A(M) where
Y(m) = Egur smo(e)[v(m; 0, 5)] for all m € M.

To begin the new part of the argument, we let ¥ : M — A(M) be any map such
that, for any m € M, ¥U(m) has full support on M. Let T: M= A(M) be a map
such that, for any m € M, T(m) mixes with some fixed interior probability between
T(m) and ¥(m), and therefore has full support on M. We define §(u) so that, for each
6 € O, 5(1)[0] is a fixed point of the map that takes value E,, [[T ol (m)} for generic
element ¢ € A(M); such a fixed point exists by fixed-pointiness, and by construction
B(w)[0] has full support on M. Furthermore, we define 5(po) =TI o 5(u).

Now, to show the desired full-support properties of the beliefs we just constructed,
we consider some 6 € O. Because (u)[f] has full support on M by construction, the
support of 3(1)[f] contains the support of po o (f). Moreover, because 3(po) =T o 5(p)
by construction, the support of 5(u)[0] is the same as the support of [Fo I6; (,u)} [0]; hence,
the support of 5()[0] contains the support of pyoo(6). Because the preceding argument
applies to any 6 € ©, we have established the desired properties of the supports of (o)
and B(p).

What remains is to establish the conclusions of Proposition 3. Now, we have f(u) =
Tolo Blp) = To B(1o), where the first equality follows from our fixed-point construction
of 5(+). Thus, we see that 5(u) garbles B(jg), as desired. Moreover, for any action rule
« that is justified under S(uo), it follows by the first part of Lemma 1 that action rule
a oI is justified under B(u). Because Z(o, u, a0 ') = Z(0, [ o p, ) = Z(0, po, @), this
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completes the proof. O]

B.2 Saufficient Conditions for Improving the Worst Payoff

Here we establish sufficient conditions for the existence of a moderation policy that

improves the worst payoff.
Proposition B.2. [If

e min{V(X): X(0) =X(¢) for all 0,0 € O} exists, i.e., there is a worst outcome

among the set of constant outcomes;

e min¥ (o, ) exists, i.e., there is a worst outcome under signal structure o and

default messaging policy pio;

e for any X' with X' = Z(0, g, ') for some o € &/ and V(X') = min¥ (o, 1),
there is some X such that X garbles X' but X' does not garble X ; and

o there exists a moderation policy that removes information from o;

then there exists a moderation policy i such that inf ¥ (o, u) > inf ¥ (o, o), i.e., such

that p tmproves the worst payoff under o relative to .

Proof. Let pu be any constant policy, i.e., any policy that always reports the same mes-
sage, irrespective of the signal. If there exists any moderation policy p' that removes
information from o, then p must remove information from o as well.?

Now, we have assumed that for any for any X’ with X’ = Z(o, g, a’) for some
o € o and V(X') = min ¥ (o, j19), there is some X such that X garbles X’ but X’ does
not garble X. We show that this implies that any such X’—of which at least one exists
by our assumption that there is a worst outcome under ¢ and py—must not be feasible
under g, i.e., must not be equal to Z(o, u, ) for any o € o . To see this, note that if
X’ were feasible under p, then X’ would have to have the same distribution on A for all
messages m € M (since it factors through a constant messaging policy u). And, then,
X’ would garble any X; a contradiction to our third hypothesis.

The argument logic shows that when pu is a constant policy, none of the outcomes

that can arise under p o o can be a worst outcome under yy o 0. Moreover, since j o o

200therwise, if 4 did not remove information from o, then ug o o would garble a constant message
function, in which case it would also have to garble any i’ o o.
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garbles py o o, any outcome that can arise under p o o can also arise under py o o, by

Lemma 1. It follows that if min ¥ (o, i) exists, then
inf ¥ (o, ) = min ¥ (o, u) > min ¥ (o, o) = inf ¥ (o, po),

as desired. And moreover, we know that min ¥ (o, i) exists by our hypothesis that there

is a worst outcome among the set of constant outcomes—because all such outcomes can
arise under oo, and so min ¥ (o, ) = min {V(X) : X(0) = X(#') for all 9,0’ € ©}. O

C Additive Moderation

The main text focuses on when the moderator can robustly prevent an outcome that is
possible under the default messaging policy. Here we consider instead when the moder-
ator can (robustly) enable an outcome that is not possible under the default messaging
policy.

Recall that a moderation policy p is effective for signal structure o and action rule
o if Z(o, p, o) # Z(o, o, ). If, furthermore, there is no o’ € & such that Z(o, u, a) =
=(0, 1o, ), then we say that p is additively effective for signal structure ¢ and action
rule «. If this is the case for some action rule «, then we say that u is additively effective
for signal structure o.

We then have the following result.

Proposition C.1 (Additively effective moderation with a fixed sender requires adding
information). A moderation policy u is additively effective for signal structure o only if

oo does not garble pyo o.

Proposition C.1 is a consequence of a more general result, which we introduce and
prove next as Proposition C.2.

To address the case of many senders (signal structures), say that a moderation policy
1 is additively effective for action rule o and signal structure o across the set of signal
structures . if there is no (¢’,a/) € [.% x | such that Z(o, p, ) = Z(0’, po, ). 1If
this is the case for some action rule a and signal structure o € ., then we say that u
is additively effective across the set of signal structures .7.

We then have the following result.

Proposition C.2 (Additively effective moderation with many senders requires special

information). A moderation policy u is additively effective across the set of signal struc-
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tures . only if there exists o € % such that p o o does not garble g o o’ for any
oe .

Proof. We prove the contrapositive: Suppose that for every o € &, there is some
o' € . such that oo does garble ug o o', i.e., such that oo =T o ugo o’ for some
I': M — A(M). We consider any given signal structure o € . and action rule a € .7,
and observe that if we take o/ = [ao '] € & (where here I' : M — A(M) is such that
poo =T opugoo’, as just described), then we have =(o, u, ) = Z(0”, g, ’). Because
the construction just described works for any ¢ € . and a € &7, we see that u is not
additively effective for any action rule o and signal structure o across the set of signal
structures .. O]

D Construction of Social Media Content Moderation Pol-

icy Archive

D.1 Sources for Content Moderation Policies

We began with the list of social media platforms with over 400 million monthly active
users by May 2024 according to Wikipedia contributors (2024). We excluded Douyin,
Kuaishou, Weibo, QQ, and Qzone because they do not regularly publish policies in
English. We excluded Quora because we were not able to find historical snapshots of its
policies. We excluded Messenger because it shares the same policies as Facebook. We
included Weixin because it does not share the same policies as WeChat.

For each of the remaining 13 platforms, we attempted to obtain historical snapshots
of that platform’s English-language content moderation policies in each month since the
platform’s inception from the Wayback Machine of the Internet Archive (2003-2024) and
the Platform Governance Archive (PGA, Katzenbach et al. (2023a,b,¢)), prioritizing the
Wayback Machine for platforms and periods in which its coverage is sufficiently complete.
In cases where a platform described its policies in multiple documents (e.g., in both its
“terms of use” and its “community guidelines”), we used all such documents. In cases
where the source included multiple versions of a given document for a given platform
in a given month, we used the one with the largest file size. We refer to the resulting
collection of documents for a given platform in a given month as the platform’s policy
in that month.

For each platform, we define an analysis period beginning with the platform’s first
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Appendix Figure Al: Coverage and Sources for Content Moderation Policies

. 4[111]].11][1[12Z_ZIII]I]III[ll[Zl]l-llldr Linkedin
b L1111 1T 101 B M [ I Facebook
YouTube
} Reddit

. — TITICT IO DT I B T T TR IO IR Twitter

: —1 N1 I I [ I NI | whatsapp
: —( T T T Finterest
B S I 1 O 1 1 o - Instagram
. [ I [ I TEMT KO I weixin

4 —— After launch —IT T I TICR Snapchat
4 HEE Wayback Machine = | | WeChat
4 HO pGA A1 Telegram
<t No policy available —N I TikTok

T T T T T T T T T T T T T T T T T T T T T T
03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Notes: The unit of analysis is platform-month. Platforms are listed in ascending order by launch date.
The black horizontal line (“After launch”) represents the months following the platform’s launch and
before the first available policy in our archive. The shaded bar represents the months following the first
available policy for which a policy is available; its shade denotes the data source. The unshaded bar
(“No policy available”) represents the months following the first available policy for which a policy is not
available. For PGA, lighter shading reflects months when PGA considers the policy to be unchanged
from the previous month.

observed policy and ending in April 2024. For each platform in each month of the
analysis period, we use the most recently available policy if no policy is available for

that month. Figure Al visualizes the coverage of the archive and the data sources.

D.2 Classification of Content Moderation Policies

We define a set of policy categories that represent important recurring themes in content
moderation. We classify policies into categories by segmenting them into sentences and
then applying rules based on regular expression patterns. We consider a platform to
have a policy in a given category if at least one sentence in the policy is classified as
belonging to that category.

To segment policies into sentences, we first clean each policy document by fixing
malformed or stray punctuation, collapsing whitespace, and unwrapping link text. We
then segment text into sentences using punctuation (e.g., period, question mark, bullet
characters), while avoiding splits for common abbreviations (e.g., “e.g.,” “i.e.,” “etc.”).
We begin a new sentence after section-like numbering (e.g., “1.2.3”). We remove leading

and trailing punctuation. We exclude from classification very short sentences or those
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that are formatted as titles.

We define each policy category by a set of necessary groups of regular expressions and
a set of inadmissible regular expressions, which we determined by reading the policies.
We consider a sentence to belong to a category if the sentence has at least one regular
expression in each of the necessary groups and no inadmissible regular expressions. For
example, a sentence concerns privacy and personal information if and only if it contains
an action (e.g., “share”, “disclose”), a subject (e.g., “others”, “third parties”), and a type
of private information (e.g., “personal information”, “email address”), and does not con-
tain references suggesting it is about the terms between the platform and the user (e.g.,

7

“third-party service providers”, “advertisers”, “legal requirements”). Likewise, a sentence
concerns intellectual property if and only if it contains an action (e.g., “infringing”, “post-
ing”), an intellectual property asset (e.g., “copyright”, “trademark”), and a subject (e.g.,
“others”), and again does not contain references suggesting it is about the terms between
the platform and the user (e.g., “settlement”, “dispute”).

We allow two exceptions to this approach. First, in the case of misinformation, we
allow richer boolean logic across groups. Specifically, a sentence concerns misinformation
if and only if it explicitly mentions “misinformation” or “disinformation”, or contains

2

one reference to false or misleading claims (e.g., “false”, “misleading”) together with one
reference to civic/health topics (e.g., “election”; “vaccine”), and again does not include
language that suggests a different intent. Second, in the case of fact-checking, we coded
these policies by hand as they often appear in separate documents and use varying
language.”’!

Table A1 lists three representative sentences in each category.

Appendix Table Al: Representative Sentences by Policy Category

Platform Sentence

Nudity, adult content and services

Facebook [Do not post] Digitally-created depictions of nude minors, unless

the image is for health or educational purposes / Imagery that de-

picts non-sexual child abuse regardless of sharing intent / Content

that praises, supports, promotes, advocates for, provides instruc-

tions for or encourages participation in non-sexual child abuse

21The source documents are Mosseri (2016); Katz (2019); Instagram (2019); Gadde and Derella (2020);
Pappas (2020); O’Sullivan (2022).
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Snapchat

Instagram

We prohibit promoting, distributing, or sharing pornographic con-
tent

[Do not post] Content that offers or asks for pornographic ma-
terial including, but not limited to, sharing of links to external

pornographic websites

Spam, scams, and malware

Snapchat

LinkedIn

TikTok

We prohibit spam, including undisclosed paid or sponsored
content, pay-for-follower promotions or other follower-growth
schemes, the promotion of spam applications, or the promotion
of multilevel marketing or pyramid schemes

Do not engage in spam or scams: We don’t allow untargeted, irrele-
vant, obviously unwanted, unauthorized, inappropriately commer-
cial or promotional, or gratuitously repetitive messages or other
similar content

[Do not post] Content or activity that seeks to artificially inflate
popularity on the platform is prohibited

Harassment and bullying

Facebook

Instagram

LinkedIn

[Do not post] Content that violates the bullying and harassment
policies for private individuals or

[Do not] Post content calling for or stating an intent to engage in
behavior that would qualify as bullying and harassment under our
policies

Do not post harassing content: We don’t allow bullying or harass-

ment

Intellectual property
TikTok

Instagram

Do not post, upload, stream, or share: Content that violates or in-
fringes someone else’s copyrights, trademarks, or other intellectual
property rights

If you violate these Terms of Use or our policies, if you repeatedly
infringe other people’s intellectual property rights, or where we are

required to do so by law, we may —
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Facebook

We may also suspend or disable your account if you repeatedly
infringe other people’s intellectual property rights or where we are

required to do so for legal reasons

Hate speech
TikTok

YouTube

Twitter

We do not tolerate content that attacks or incites violence against
an individual or a group of individuals on the basis of protected
attributes

Content that promotes violence or hatred against individuals or
groups based on certain attributes isn’t allowed under our Hate
speech policies

You may not promote violence against or directly attack or
threaten other people on the basis of race, ethnicity, national ori-
gin, caste, sexual orientation, gender, gender identity, religious

affiliation, age, disability, or serious disease

Privacy and personal information

Twitter

YouTube

WeChat

You may not publish or post other people’s private and confiden-
tial information, such as credit card numbers, street address or
Social Security/National Identity numbers, without their express
authorization and permission

Other types of content that violate this policy Revealing someone’s
private information, such as their home address, email addresses,
sign-in credentials, phone numbers, passport number, or bank ac-
count information

We are committed to protecting our users’ privacy and pri-
vate/confidential information and prohibit the sharing or publi-
cation of any such information without the relevant user’s express

consent or other legal basis

Promoting and depicting violence

Twitter

[Do not post| Graphic violence, adult content, and hateful imagery

e live video and profile images —
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Pinterest

Facebook

We limit the distribution of or remove such content, including:
Content that shows the use of violence / Disturbing scenes from
before or after violent events / Threats or language that glorifies
violence

[Do not post] Content that contains sadistic remarks and any vi-
sual or written depiction of real people experiencing premature
death, serious physical injury, physical violence or domestic vio-

lence

Illegal and regulated goods

Facebook

TikTok

Instagram

[Do not post] Content that attempts to buy, sell, trade, donate or
gift or asks for hazardous goods and materials

Do not post, upload, stream, or share: Content that displays
firearms, firearm accessories, ammunition, or explosive weapons
/ Content that offers the purchase, sale, trade, or solicitation of
firearms, accessories, ammunition, explosive weapons, or instruc-
tions on how to manufacture them / Drugs, controlled substances,
alcohol, and tobacco

[Do not post] Attempts to buy, sell, trade, co-ordinate the trade
of, donate, gift or ask for high-risk drugs

Self-harm
YouTube

Facebook

TikTok

When you create content that contains suicide or self-harm re-
lated topics, take into account the possible negative impact of
your content on other users, especially minors and users who may
be sensitive to this content

We prohibit content that promotes or encourages suicide or any
other type of self-injury, including self

Do not post, upload, stream, or share: Content that depicts, pro-
motes, normalizes, or glorifies suicide or self-harm / Content that
provides instructions for suicide or how to engage in self-harm /

Suicide or self harm games, dares, challenges, pacts, or hoaxes

Extremism

59



Snapchat

TikTok

Twitter

Terrorist organizations and hate groups are prohibited from using
our platform and we have no tolerance for content that advocates
or advances violent extremism or terrorism

We do not allow dangerous individuals or organizations to use our
platform to promote terrorism, crime, or other types of behavior
that could cause harm

There is no place on X for violent and hateful entities, includ-
ing (but not limited to) terrorist organizations, violent extremist
groups, perpetrators of violent attacks, or individuals who affiliate

with and promote their illicit activities

Misinformation

Snapchat

TikTok

Pinterest

We prohibit spreading false information that causes harm or is ma-
licious, such as denying the existence of tragic events, unsubstanti-
ated medical claims, undermining the integrity of civic processes,
or manipulating content for false or misleading purposes

We do not permit misinformation that could cause harm to our
community or the larger public

We don’t allow false or misleading content that impedes the in-
tegrity of an election or an individual’s or group’s civic participa-
tion, including registering to vote, voting, and being counted in a

census

Fact-checking

Instagram

TikTok

YouTube

In May of this year, we began working with third-party fact-
checkers in the US to help identify, review, and label false in-
formation.

Fact-checking helps confirm that we remove verified misinforma-
tion and reduce mistakes in the content moderation process.

By following this process, any eligible publisher can contribute fact
check articles that could show in search results on Google Search,

Google News, and now, YouTube.

Notes: Data are from the Social Media Content Moderation Policy Archive (Appendix D). Each
panel lists the three most representative sentences in each category, ranked by descending represen-
tativeness. The panels are in descending order according to the share of platform-months in which
the given category of content is moderated. To select representative sentences, we first sample up to
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1000 sentences in each category, without replacement and with sampling probabilities that guarantee
equal representativeness across platform-months. (For the fact-checking category, we instead use all
sentences about fact-checking or trusted partners appearing in the platform’s first official announce-
ment of its third-party fact-checking program.) We then define a sentence’s representativeness as its
average pairwise cosine similarity with all other sampled sentences, using embeddings from the sentence-
transformers/all-mpnet-base-v2 transformer model (Song et al. 2020). Within each category we consider
for display only the most representative sentence for each platform. We display sentences after trimming
some extraneous text and using slashes to separate items in unpunctuated lists.
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