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ABSTRACT

We examine decentralization of digital platforms through tokenization as an innovation to resolve
the conflict between platforms and users. By delegating control to users, tokenization through
utility tokens acts as a commitment device that prevents a platform from exploiting users. This
commitment comes at the cost of not having an owner with an equity stake who, in conventional
platforms, would subsidize participation to maximize the platform's network effect. This trade-off
makes utility tokens a more appealing funding scheme than equity for platforms with weak
fundamentals. The conflict reappears when non-users, such as token investors and validators,
participate on the platform.
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The proliferation of the digital economy and the recent rise of the fintech industry have
led to two important trends. The first is that a sizable number of digital platforms have
funded their development and operations through the issuance of cryptocurrencies or to-
kens. According to Allen, Gu and Jagtiani (2020), for instance, as of May 2020, 4,136
cryptocurrencies exist, not including many that have failed. Although rampant speculation
and volatility are often observed in this asset class, its growing popularity raises important
conceptual questions about the benefits and costs associated with the tokenization process.
The second trend is the growing tension between digital platforms and their users as online
platforms, such as Amazon, Google, and Facebook, become increasingly pervasive in our
everyday lives. Their large networks of users not only facilitate monopoly power in pricing
but also extensive access to users’ private data.! These privileges are subject to misuse, as
reflected by ongoing antitrust investigations into big-tech companies and the enactment of
data privacy regulations in the European Union, the United States, and Japan. Such conflict
between online platforms and their users represents a unique challenge to their design and
raises questions about whether they could be disintermediated to protect consumers.

The success of Bitcoin, the first cryptocurrency to achieve unprecedented popularity
across the world, was built largely on the notion that delegating the issuance of the cryp-
tocurrency to pre-coded computer algorithms would free its users from potential abuses by
central bankers, who control the supply of traditional fiat currencies and may increase it
for their own interest at the expense of current holders. Since its inception, tokenization
has continued to facilitate the decentralization of digital platforms in practice, in what are
often referred to as Decentralized Autonomous Organizations (DAQOs).? Filecoin, a platform
that enables users to exchange secure data storage services, for instance, is governed by the
Filecoin community who propose, discuss, and achieve consensus on Filecoin Improvement
Protocols (FIPs). Tezos, a platform that facilitates peer-to-peer transactions and smart con-

tracting, achieves governance through all users voting in two stages on updates proposed by

IThere is extensive literature exploring how online platforms’ extensive access to user data may allow
them to price discriminate users, e.g., Taylor (2004), and take advantage of users’ personal vulnerabilities
such as weak self-control, e.g., Liu, Sockin and Xiong (2020).

2There is an inherent link between the promise of self-sovereignty and DAQOs. Eric Voorhees, CEO
of the ShapeShift trading platform that uses the FOX token, for instance, tweeted in his announcement
of ShapeShift’s impending decentralization: "Unorthodox, but it is the only way to maintain fidelity to
the most important principles of crypto; specifically, self-sovereignty over money. [...] you may under-
stand that the organizational format that succeeded during the Industrial Age may not be the optimal
format for the digital age. There is a new kind of 'firm.” The decentralized autonomous organization."
(https://twitter.com/ErikVoorhees/status/14153399987405086747ref _src=twsrc%5Etfw)



developers who are compensated for their innovations in newly minted Tezos coins. There are
also multi-purpose platforms, such as the decentralized finance (DeFi) platform MakerDAO
and the decentralized organization manager platform Aragon, that issue governance tokens
that confer control (but not cash flow) rights for voting on changes to the platform and its
development.? The DeFi platform Kyber pays rewards in the native token KNC to users who
participate in governance by staking their holdings. Furthermore, Harvey, Ramachandran
and Santoro (2020) provide a roadmap for how crypto-based technologies can decentralize
various aspects of the financial industry.

In this paper, we develop a model to examine tokenization as an innovative effort to
resolve the tension between platforms and their users, similar to how corporate finance
has developed governance tools to manage the classic tension between firm managers, who
control the firm’s operations, and firm owners, who own the firm’s assets. Indeed, industry
commentators have also highlighted the resolution of the principal-agent problem between a
platform’s stakeholders as a key motivation for DAOs.*

In what follows, we regard canonical tokens issued by a digital platform as an asset that
conveys a right to the services of the platform and possible participation in its governance,
but not necessarily cash flow rights. Such tokens are typically held by users who garner a con-
venience yield from participating on the platform, and include "payment" and "consumer"
("utility") tokens in the taxonomy of the Global Digital Finance (GDF).’ In contrast, a
security confers cash flow and potentially ownership rights, such as debt and equity, but not
a right to services on the platform. Such securities are typically held by outside stakeholders,
similar to how owners of Amazon or Apple stock need not buy products from Amazon or
Apple. Thus, the key distinction between tokens and securities is that tokens are a claim to

the platform’s services while securities are a claim to its revenue.’

3With the announced dissolution of the Maker Foundation that currently stewards the platform, Mak-
erDAO will be a completely decentralized platform by the end of 2021. As its CEO Rune Christensen
writes in a blog, "Complete decentralization of Maker means that future development and operation of
the Protocol and the DAO will be determined by thousands or perhaps millions of engaged, enthusiastic
community members, all determined to extend the benefits of digital currency to people across the globe."
(https://blog.makerdao.com/makerdao-has-come-full-circle/)

4For example, see the recent commentary by cointelegraph.com at https://cointelegraph.com /ethereum-
for-beginners/what-is-a-decentralized-autonomous-organization-and-how-does-a-dao-work, and the discus-
sion by JP Buntinx at https://vaultoro.com/what-is-a-decentralized-autonomous-organization-dao-and-why-
does-it-matter/#h-exploring-the-principal-agent-problem.

’See "Code of Conduct: Taxonomy for Cryptographic Assets" at https://www.gdf.io/wp-
content /uploads/2019/08/0010 GDF Taxonomy-for-Cryptographic-Assets Proof-V2-260719.pdf.

6 Also note that some cryptographic assets, such as security tokens and "financial asset" tokens in the
taxonomy of the GDF, are claims to cash flows but not services from a platform. As such, the SEC



Our key insight is that, although tokenization may protect users by shifting ownership
and control of the platform to them from initial equity holders, this benefit comes at the
expense of removing any owner who would subsidize user participation to maximize the
platform’s network effect. As network effects are essential for the success of online platforms,
conventional platforms typically devote substantial resources to subsidize user participation
to amass a large user base.” The equity holders of these platforms bear the costs of subsidizing
user participation to maximize future advertising revenue, which increases with the size
of the user base. Our model highlights the trade-off induced by decentralization between
safeguarding users and subsidizing their participation in the presence of network effects.

Our model features an online platform that facilitates bilateral transactions among a
pool of users. There are three dates. At time 0, the developer of the platform chooses to
fund the platform by issuing either conventional equity or tokens. The choice of funding
scheme also determines the control and ownership of the platform in the subsequent periods.
At time 1, potential users choose whether to join the platform, subject to a personal cost
of downloading the necessary software and becoming familiar with the platform’s rules and
user interface. After joining the platform, a user can benefit from matching with other users
to make bilateral transactions at both times 1 and 2. We model a user’s transaction need
by his endowment in a consumption good and his preference of consuming his own good
together with the goods of other users. As a result of this preference, users need to trade
goods with each other, which can occur only on the platform. Consequently, there is a key
network effect—each user’s desire to join the platform grows with the number of other users
on the platform and the size of their goods endowments.

We compare the conventional equity-based funding scheme, in which equity conveys both
control and (residual) cash flow rights, with several token-based schemes. If the developer
issues equity, it leads to a group of equity holders that is represented by an owner who
takes ownership and control of the platform. The owner would choose to provide a subsidy
at time 1 to attract the marginal user, whose own transaction need is relatively low and
who is otherwise not incentivized to participate on the platform without the subsidy. The

participation of the marginal user, however, makes it easier for other users to find transaction

ruled in 2017 that such cryptographic assets are securities as they confer an expectation of a return on
investment through the efforts of others, according to the Howey test ("Blockchain and Cryptocurrency
Regulation" at https://www.lw.com/thoughtLeadership/yellow-brick-road-for-consumer-tokens-path-to-sec-
cftc-compliance.)

"Google and Facebook, for example, offer free search and social networking services to attract users.



partners and consequently maximizes the network effect. As the owner can profit from
charging transaction fees that increase with the transaction surplus on the platform, it would
internalize the participation cost of the marginal user by providing a subsidy to all users.
Control of the platform, however, also allows the owner to exploit users at time 2 after the
platform collects extensive data about them at time 1.

We consider a particular form of user exploitation—the owner may choose a subversive
action (such as pursuing aggressive advertising strategies or selling user data to third parties,
as is sometimes observed in practice), which benefits the owner at the expense of all users.
Intuitively, the owner would choose this action only when the transaction fees from the
platform fall below the gains from exploiting its users. Interestingly, while choosing this
subversive action may benefit the owner ex post at time 2, the owner is strictly better off
ex ante at time 1 if it can pre-commit to not taking such an action because anticipation
of the owner’s taking the subversive action discourages potential users from joining the
platform initially, and this abandonment is magnified by the network effect. It is impossible
to commit under the equity-based scheme, as the owner can always choose to reverse any
previous commitment at time 2. This demand for commitment motivates tokenization.

Alternatively, the developer may adopt a token-based scheme. We focus on utility tokens
because they represent the canonical form of tokens that entitile holders to services but
not cash flows of the platform. To illustrate the key conceptual issues, we assume that the
platform adopts a frictionless consensus protocol that confers voting rights to token holders,
and we later examine the additional issues raised by protocols that require outside validators.
Under this scheme, the owner sells tokens to users to participate on the platform instead of
charging fees. By cashing out from issuing tokens to users who join the platform at time
1, the developer leaves control of the platform at times 1 and 2 to users through pre-coded
algorithms, which can foster a commitment not to exploit users by requiring their consent.
Although users, as holders of the tokens, may vote on changes to these algorithms, they
would never agree to adopt an action that would hurt themselves. The lack of cash flow
rights also discourages non-users from acquiring the tokens to seize control of the platform.
This captures the key appeal of tokenization—giving ultimate control of the platform to users
through decentralization. This benefit, however, comes at the cost of not having an owner
with an equity stake who would subsidize user participation to maximize the platform’s

network effect.



Comparing utility tokens to equity leads to a sharp implication: utility tokens are more
appealing for digital platforms with relatively weak demand fundamentals (i.e., aggregate
transaction needs by users). Under the equity-based scheme, users’ concerns about the
owner subverting the platform are particularly high when the owner’s transaction fees are
low, which makes the commitment created by tokenization particularly valuable. Consistent
with this observation, we show that for a given level of concern about user abuse, user par-
ticipation, developer profit, and social surplus are all higher under the equity-based scheme
when the platform fundamental is sufficiently high; for a given level of platform fundamental,
in contrast, user participation, developer profit, and social surplus are all higher under the
utility token-based scheme when the concern about user exploitation is sufficiently high.

We then consider two extensions of our model to illustrate the difficulty in overcoming
the trade-off underlying decentralization when non-users also participate on the platform.
First, we examine a hybrid scheme that allows the platform to collect transaction fees from
users and pay out the fees to token holders as dividends. This scheme goes beyond the
canonical tokens by giving token holders not only the right to make transactions but also
the right to cash flows from the platform. At the risk of abusing our nomenclature, we call
this hybrid cryptocurrency “equity tokens”. Interestingly, we show that by extending the
contract space, the equity token-based scheme is able to achieve the first-best outcome if the
platform issues tokens only to users. As the platform collects more transaction fees from
heavy users, the cash flows from the equity tokens serve as a subsidy from heavy to light users,
which boosts user participation. Such cash flows, however, also incentivize investors who have
no transaction need to acquire tokens as an investment, a phenomenon absent with utility
tokens because they provide only transaction benefit to holders. The presence of investors
diverts the subsidy away from users and thus harms their participation. More importantly,
investors may even take a majority stake to seize control of the platform, which, as we show,
occurs when the platform fundamental is sufficiently weak. The investors’ concentration of
control of the platform reintroduces the initial commitment problem that decentralization
through tokenization aimed to overcome, as investors would choose the subversive action
when transaction fees fall below the gain from selling user data. Allowing tokens to pay
cash flows therefore leads to the converse of the key trade-off that we highlight—it helps to
cross-subsidize user participation but at the expense of recreating the commitment problem.

Second, we introduce a frictional consensus protocol on the platform by assuming a group



of decentralized validators compete for the right to record transactions on the blockchain
in exchange for transaction fees. For example, a Proof-of-Work protocol requires miners to
solve complex computational puzzles to add blocks to the blockchain, while a Proof-of-Stake
protocol randomly allocates the right to add blocks among stakers based on their holdings.
We formulate a general problem of using transaction fees as incentives to motivate the efforts
of the validators to maintain the security of the blockchain. When the platform fundamental
is strong and the transaction fees to the validators are sufficiently lucrative, they have strong
incentives to compete for the transaction fees, making the blockchain robust to any outside
attack. On the other hand, when the fundamental is weak and transaction fees fall below a
threshold, the reduced incentives of the validators to compete make the blockchain vunerable
to a “51% attack” by a rogue validator, leading to an outcome similar to the subversive action
explored earlier. This result reveals that reliance on the validators to maintain the security
of the blockchain in tokenization may reintroduce the commitment problem because the

validators have interests divergent from the users.

Related Literature Our paper is related to the growing literature on initial coin offerings
(ICOs) and their comparison to traditional financing schemes. Different from our focus on
the conflict between platforms and users, many of these studies focus on the classic conflict
induced by moral hazard between an entrepreneur and outside investors. Chod and Lyandres
(2019) and Chod, Trichaskis and Yang (2019), for instance, show that utility token financing
is preferable to equity in mitigating the underprovision of effort by an entrepreneur but leads
to underinvestment and an underproduction of goods that are sold in advance. Catalini and
Gans (2019) and Gan, Tsoukalas and Netessine (2020) compare utility tokens to revenue
sharing and equity to profit sharing, with the former emphasizing that tokens facilitate
competition and coordination among buyers and the latter emphasizing that equity is better
in aligning the incentives of entrepreneurs and speculators. Malinova and Park (2018) find
that tokens can finance a larger set of ventures in the presence of entrepreneurial moral
hazard but are inferior to equity unless they are optimally designed to include revenue
sharing. Gryglewicz, Mayer and Morrellec (2020) show that tokens are preferable to equity
when financing needs and agency conflicts between the entrepreneur and outsiders are not
severe. Other studies, such as Li and Mann (2017) and Bakos and Halaburda (2018), focus
on the role of tokens in overcoming potential coordination failure among users.

Our analysis is also related to the literature on conflicts between a platform’s owner and



its users. Cong, Li and Wang (2020) investigate optimal platform financing of innovation
by a firm that issues tokens to users, and how blockchain technology can foster commitment
not to expropriate value through excessive seignorage. Similar to our analysis, Goldstein,
Gupta and Sverchkov (2019) also emphasize that tokens can ease the tension between online
platforms and customers, although their focus is on monopolistic price discrimination in
which tokens unravel monopoly power by serving as durable goods. Mayer (2019) shows that
conflicts of interest among the platform developer, users, and speculators interact through
token liquidity on utility token platforms where the developer is subject to moral hazard and
can sell its retained stake.

Our paper also contributes to the literature on the trade-offs of decentralizing digital
platforms. Arrunada and Garicano (2018) explore how relational capital and the threat of
hard forks on a decentralized platform can help resolve the "hold-up" problem in compen-
sating content developers but at the cost of weakening coordination in the adoption of new
innovations compared to a centralized platform. Cong and He (2019) investigate the trade-
off of smart contracts on decentralized platforms in overcoming adverse selection while also
facilitating oligopolistic collusion. Huberman, Leshno and Moallemi (2019) apply congestion
pricing to find the optimal waiting fee structure under the Proof-of-Work consensus protocol
and, in a similar spirit to our analysis, emphasize that decentralization prevents price dis-
crimination by a monopolist but can lead to settlement delays. Tsoukalas and Falk (2020)
argue that token-weighted voting among users on blockchain-based platforms is inefficient
in aggregating information compared to centralized platforms. Choi and Park (2020) find
that decentralization of information production can be socially costly because individual in-
spectors do not internalize the social benefit of their screening as would a monopolist in the
context of academic journals. In contrast to these papers, we study how decentralization in-
teracts with the financing of digital platforms and the trade-off between expropriating users
and subsidizing their participation.

The rest of the paper is organized as follows. We introduce the model setting in Section
1 and describe the benchmark equity-based funding scheme in Section 2. We analyze the
utility token-based scheme and the alternative equity token-based scheme in Section 3 and
Section 4, respectively. Section 5 discusses issues related to the implementation of consensus
protocols. Section 6 concludes the paper. We provide proofs to key propositions in the

appendix and relegate omitted proofs of the other propositions to an online appendix.



1 The Model Setting

In this section, we present the model setting. There are three dates t € {0,1,2}. For
simplicity, we consider a generic platform, which facilitates bilateral transactions among a
group of users. At ¢t = 0, the developer of the platform chooses a scheme to fund the platform
based on a prior belief about the platform’s fundamental, which we will describe in more
detail later. At t = 1, each potential user chooses whether to join the platform. After
joining the platform, a user has the opportunity to randomly match with another user to
make mutually beneficial transactions at t = 1 and ¢t = 2, which can be viewed as the short
run and the long run, respectively.

The developer of the platform needs to choose a funding scheme for the platform and
we examine several alternative schemes. A key feature of our analysis is that the platform
owner lacks commitment across the two periods and will not refrain from exploiting users
at t = 2 after they have initially joined the platform at t = 1. This lack of commitment is
a reasonable premise for several reasons. First, it is common for these digital platforms to
update their terms of service, which gives them the flexibility to adopt strategies that benefit
themselves at the expense of the users. Second, digital platforms collect large volumes of
user data, which gives a platform the capacity to take advantage of its users by either selling
the data to third parties or by pursuing aggressive advertising strategies. Specifically, we
assume that the owner of the platform, which is only present under the equity-based scheme,
can take a subverting action at t = 2 that monetizes users’ private data. Anticipating the
owner’s lack of commitment may, in turn, affect the decisions of potential users to join the
platform.

At t = 1, there is a continuum of potential users with a measure of one unit, indexed by
i € [0,1]. These potential users need to transact goods with each other and can participate
in two rounds of trading at ¢ = 1,2 on the platform. To join the platform, each user incurs
a personal cost of k£ > 0, which is related to setting up the necessary software and getting
familiar with the institutional arrangements of the platform, and may need to pay an entry
fee ¢ to the platform. This entry fee may take different forms, depending on the platform’s
funding scheme, and can be positive or negative. As we will discuss, if the platform is funded
by a token-based scheme, a user needs to pay the cost of acquiring a token to join the platform
and consequently pay a positive fee. If instead the platform is funded by an equity-based

scheme, the owner (i.e., equity holders of the platform) may choose to subsidize each user’s



initial participation by providing a subsidy, such as giving free digital services. In this case,
a user incurs a negative entry fee. Those who do not join initially cannot participate on the
platform in either round of trading. Let X; = 1 if user ¢ joins the platform, and X; = 0
otherwise.

User ¢ is endowed with a certain good, which is distinct from the goods of other users,
and has a randomly matched trading partner, user 7, in the general pool. Only if both ¢ and
j are on the platform can they trade their goods with each other at ¢t = 1 and t = 2. After
each round of transaction, user ¢ has a Cobb-Douglas utility function over consumption of

his own good and the good of user j according to

where 77, € (0, 1) represents the weight in the Cobb-Douglas utility function on his consump-

tion of his trading partner’s good C;, and 1 — 7, is the weight on consumption of his own
good C;. A higher 1, means a stronger complementarity between the consumption of the two
goods. Both goods are needed for a user to derive utility from consumption. If one of them is
not on the platform, there is no transaction, and each of them gets zero utility. This setting
implies that each user cares about the pool of users on the platform, which determines the
probability of matching with his trading partner.

User i has a goods endowment of e, which is equally divided across t = 1 and t = 2.

A; comprises a component A common to all users and an idiosyncratic component:
~1/2
A= A+711%,,

with &; ~ N (0, 1) being normally distributed and independent across users and from A. The
common component A represents the platform’s demand fundamental, and it is publicly
observed by all users and the developer only at ¢ = 1. At ¢t = 0, the developer has a normally
distributed prior over A: A ~ G (/_1, 7';11) and chooses the platform’s funding scheme based
on this prior belief. We assume that [ &;d® (¢;) = 0 by the Strong Law of Large Numbers.
The aggregate endowment A is a key characteristic of the platform. A cleverly designed
platform serves to amass users with strong needs to transact with each other. As we will show,
a higher A leads to more users on the platform, which, in turn, implies a higher probability
of each user completing transactions with another user; furthermore, each transaction gives
greater surpluses to both parties. One can therefore view A as the demand fundamental of

the platform.



When user ¢ is paired with another user j on the platform, we assume that they simply
swap their goods, with user 7 using 7. units of good i to exchange for 7.4/ units of good

j. Consequently, both users are able to consume both goods, with user ¢ consuming
Ci (Z> - (1 - Tlc) eAia Cj (Z) = chAja (2)

and user j consuming
Ci (j) = ne, Cj(j) = (1 —mn,) e (3)
We formally derive these consumption allocations between these two paired users in Appen-
dix A through a microfounded trading mechanism between them. As each user receives half
of his goods endowment in each period, this consumption is also equally divided across the
two periods. We can use equation (1) to compute the utility surplus U;; and U, » of each
user on both dates when the transactions happen.
As a benchmark for our analysis, we first characterize the first-best equilibrium that
maximizes the utilitarian welfare of all users on the platform and a revenue-neutral scheme

that implements it in the following proposition.

Proposition 1 In the first-best equilibrium, if A > AFP =logr — L ((1—n.)* +n2) 7Y,
all users participate on the platform, and a social planner can implement this outcome by
imposing transaction fees proportional to users’ transaction gain at a sufficiently high rate
and redistributing the fees equally back to all users. If A < AFB . then the platform shutters

because the social surplus is negative.

Proposition 1 illustrates a key network effect. In the first-best equilibrium, all users join
the platform when the social surplus is positive, even though users with low endowments
cannot cover their participation costs from their transaction gains, because their participation
increases the transaction gains of other users. Thus, to implement this outcome, the social
planner needs to cross-subsidize the participation of users with low endowments. A revenue-
neutral scheme that accomplishes this is to impose a transaction fee proportional to each
user’s transaction gain and then equally redistribute the collected transaction fees back
to the users. As users with high endowments have greater gains from transactions and
therefore pay larger fees, the redistribution of the fees provides a cross-subsidy from users
with high endowments to those with low endowments. A sufficiently high transaction fee can
consequently ensure full user participation. With this benchmark in mind, we will examine

several more practical schemes in the following sections.
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2 The Equity-Based Scheme

We first examine the conventional equity-based scheme, which serves as a benchmark for
other schemes. At ¢ = 0, the developer may choose to set up a conventional equity-based
scheme to fund the platform. Under this scheme, the developer issues equity, which is fully or
partially sold to outside investors. The developer may also retain some of the equity shares.
As it is not crucial to differentiate the heterogeneity between equity holders, we shall simply

refer to them as the owner of the platform.

Owner choices The owner retains not only profit but also control of the platform. The
profit motivates the owner to fully build up the platform’s user base to maximize its network
effect. Specifically, we allow the owner to provide an entry subsidy ¢ (i.e., a negative entry
fee) at t = 1 and then charge each user a fraction ¢ of his utility surplus U;; from the

transaction in each period t = 1,2. We impose a cap on the entry subsidy:
c> —ak.

That is, the subsidy cannot be more than a fraction « € (0, 1) of users’ participation cost. As
the platform has limited information about the potential users at entry, it cannot discriminate
between legitimate users from the relevant pool and opportunistic individuals from outside
the relevant pool, who have no intention to participate on the platform but join only to
take advantage of the subsidy offered by the platform. Suppose that such opportunistic
individuals incur a lower participation cost of ax. As a result, any subsidy above ax will
attract an arbitrarily large number of opportunistic individuals.

The owner’s control of the platform also allows the owner to take a subverting action
s € {0,1} at t = 2. That is, if the owner chooses s = 1, this action benefits the owner by an
amount proportional to the number of users on the platform, fol X,di, at the expense of
the users. This action not only prevents any transaction on the platform, but also imposes a
utility cost of v > ak on each user.® This action can be viewed as a wealth transfer between
the owner and users. One can interpret this action as predatory behavior by the owner,
such as the sale of user data to third parties that exploit vulnerable consumers susceptible

to temptation goods (Liu, Sockin and Xiong (2020)).

81t is convenient, although not essential, to assume the platform collapses for users at date 2. What is
needed is that the cost to users, v, is sufficiently high.
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The owner consequently chooses its fees at ¢ = 1 to maximize its total expected profit:
1 1
{c,0,s} 0 0
where Z; = {A} is the owner’s information set at ¢ = 1. For simplicity, we constrain the
owner to set the same entry fee ¢ and transaction fee o for all users, based only on the overall
strength of the platform A, which is observed at t = 1. The owner chooses its subversive

action s € {0,1} at ¢t = 2 to maximize its profit:

1
§ = argmax / (0U;1 (1 — s) +vs) Xidi. (5)
0

As the owner’s profit is purely driven by the platform fundamental A, the owner’s subversive
action is also determined by A.

Anticipating the owner’s subversive action for certain values of A, potential users are more
reluctant to join the platform in this situation. As a result, the owner may prefer to commit
to not subverting at ¢ = 1 to maximize the user base. Such commitment, however, is not
credible under the equity-based scheme. Even if the owner initially declares its commitment
in the platform’s charter at ¢ = 1, nothing prevents the owner from changing the charter
at t = 2, just as platforms regularly update their service agreements with users. As we
will discuss later, a token-based scheme may allow the platform to commit to not take the

subversive action if it assigns control of the platform to the users themselves.

User participation At ¢ =1, each user decides whether to join the platform. We assume
that users have quasi-linear expected utility and incur a linear utility gain equal to the total
fixed cost of participation ¢ + x if they choose to join the platform at ¢ = 1. Furthermore,
each user needs to pay a fraction § of his utility surplus U;,; from any transaction in each
period as a variable fee to the platform and may suffer a loss of v if the owner chooses the

subversive action at ¢ = 2. In summary, user ¢ makes his participation decision according to

Xflg?(]),(l} E [(1 - (S) (Ui,l + (1 — 8) Ui,2) —K—C—"7S ’ I@] Xi, (6)

where Z; = {A, A;} is the information set of user i at ¢ = 1. Note that the expectation of the

user’s utility flow is with respect to the uncertainty associated with matching a transaction

9The platform may be able to impose transaction fees that are dependent on each user’s transaction need.
This flexibility allows the owner to extract more fees from the users, which, in turn, gives the owner an even
greater incentive to subsidize user participation. As the owner already chooses the maximum subsidy in our
current setting, however, this flexibility does not affect our qualitative comparison of the token-based and
equity-based schemes. We prefer our conservative setting for its simplicity.
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partner. By adopting a Cobb-Douglas utility function with quasi-linearity in wealth, users
are risk neutral with respect to this uncertainty.
It then follows that user ¢’s participation decision is given by
Xi—{l %f E1-0)(Us+(1Q—=s)Uys)—k—c—vs|L;] >0 ' (7)
0if E[(1—=0)Ux+(1—s)Uz)—k—c—~s|L;] <0

As the user’s expected utility is monotonically increasing with his own endowment, regardless
of other users’ strategies, it is optimal for each user to use a cutoff strategy. This, in turn,
leads to a cutoff equilibrium, in which only users with endowments above a critical level, AE ,
participate in the platform. This cutoff is eventually solved as a fixed point in the equilibrium
to equate the fixed participation cost to the expected transaction utility of the marginal user

from joining the platform. Given all users join the platform for whom 4; > AF, a fraction

P (\/7'_5 (A — AE)> of potential users join the platform.

Equilibrium Our model features a rational expectations cutoff equilibrium, which requires

the following rational behavior of each user and the owner:

e Owner optimization: The owner chooses a two-part fee structure (¢,d) at ¢ = 1 to

maximize (4) and chooses its subversive action at ¢ = 2 to maximize (5).

e User optimization: Each user chooses X; at ¢ = 1 to solve his maximization problem

in (6) for whether to join the platform.
Proposition 2 summarizes the equilibrium under the equity-based scheme.

Proposition 2 Under the equity-based funding scheme, there is a unique cutoff equilibrium

with the following properties:

1. If A > AE, where the threshold AF is given by (31), the owner does not subvert the

* )

platform at t = 2, which in turn leads to the following outcomes at t = 1:

(a) The owner provides the mazximum entry subsidy, ¢ = —ak;
(b) The owner sets the transaction fee § given by (28);

(c) Each user i adopts a cutoff strategy to join the platform if A; is higher than fl%s,

where Aﬁs is decreasing in A and is the smaller root of (30).
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2. If A € [Af*, A*E} , where AE is given by (33), the owner subverts the platform at t = 2,

which leads to the following outcomes at t = 1:

(a) The owner provides the mazximum entry subsidy, ¢ = —ak;
(b) The owner sets the transaction fee § given by (29);

(c) Each user i follows a cutoff strategy to join the platform with the cutoff Agv,

which is decreasing in A and is the smaller root of (32).

3. If A < AEZ | the platform breaks down with no user participation at t = 1.

k3k )

Based on the realization of the demand fundamental A, there are three regions: 1) an
equilibrium without subversion when A is higher than A%; 2) an equilibrium with subversion
when A is in an intermediate range [Af*, A?} ; and 3) the platform breaks down with no user
participation if A is lower than AZ.

As more users join the platform, the greater user base on the platform creates more
opportunities for each user to match with another user, which, in turn, generates more
transaction fees for the owner. The equity cash flows give the owner the incentive to inter-
nalize the network effect and to subsidize the entry fee to maximize user participation. The
owner therefore always chooses the maximum entry subsidy, ¢ = —ak, to attract the mar-
ginal user. This is a key advantage of the conventional equity-based scheme. Nevertheless,
the cap on the entry subsidy constrains user participation from reaching the first-best level
shown in Proposition 1.

The equity ownership in the platform, however, also creates another problem—the owner
may choose to exploit its control power by subverting the platform if the transaction fees are
sufficiently low. That is, if the platform fundamental A is lower than a threshold AZ, the
owner chooses the subversive action at t = 2, as described by the second case in Proposition
2. Anticipating the subversion and the resulting damage to the users, potential users are
reluctant to join the platform at ¢ = 1. Their reluctance forces the owner to reduce the
transaction fee, and, despite the reduced fee, platform participation by the users is still

lower than the level in the absence of the subversion. The following proposition establishes

this effect induced by the owner’s lack of commitment.

Proposition 3 Under the equity-based scheme, when the subversion equilibrium occurs, that
is, A € [Aﬁ, Aﬂ , user participation, owner profit, and social surplus all decrease with the

degree of user abuse v, while the boundary of platform breakdown AE. increases with .
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Proposition 3 illustrates that, in the absence of commitment, as v grows, user participa-
tion, owner profit, and social surplus are all lower, and breakdown is more likely to occur.
As such, subversion has a negative impact on the performance of the equity-based scheme.
Essentially, the subversion induces another participation cost to users that increases with
~. The intuition for why subsidizing entry is optimal is therefore also the intuition for why
owner profit is decreasing in . Because the total transaction surplus is greater than the
product of the marginal surplus and the size of the user base due to the network effect, there
are increasing returns to providing an entry subsidy, or, equivalently, decreasing returns to
increasing participation costs. This proposition consequently highlights that, in the presence
of the network effect, the lack of commitment is particularly damaging to platforms with

relatively weak fundamentals.

3 Utility Tokens

The lack of commitment by the platform owner under the conventional equity-based scheme
motivates decentralizing the platform as a DAO through tokenization. By giving control
to users, tokenization enables users as a whole to protect themselves from non-users who
would take the subversive action. We first consider a baseline token-based scheme motivated
by utility tokens that are prevalent in practice. Specifically, this token-based scheme allows
the developer to cash out by selling tokens to users at ¢ = 1 and, furthermore, delegates the
operations of the platform to pre-coded algorithms, which can be changed only by approval of
the token holders. Under this scheme, a user needs to purchase a token to join the platform.’
By acquiring a token at t = 1, a user obtains not only the privilege of transacting goods

with other users on the platform but also the right to vote on issues related to the platform

at t = {1,2}. Consequently, a utility token conveys control rights to holders, but does not

10This assumption is consistent with the common practice on many utility token platforms that a user
needs to hold tokens in his wallet to complete any bilateral transaction. There are, however, several subtle
issues related to this assumption. First, a user may wait to buy a token until immediately before completing
a transaction, assuming that market liquidity permits such a timely purchase. As all matched users need to
make their transactions at the same time, each has to hold one token at the time of transaction. It follows
that requiring each user to hold one token at the time of transaction, instead of when joining the platform,
would lead to a quantitatively lower aggregate demand for the token, but would not qualitatively change
the key insights of our model. Second, as each user has the need to make one transaction in each period in
our model, no one would choose to purchase more than one token; as a result, those who join the platform
would each buy one token. Finally, in practice, a user may need to make more than one transaction in a
period and thus must hold more than one token. Allowing users to have different quantities of transaction
needs again may quantitatively change the users’ aggregate demand for the token, but not the qualitative
implications of our analysis.
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bestow cash flow rights to the platform’s profits like equity. We assume that a majority
is needed to pass any decision among the token holders and that this can be accomplished
without conflicts among users. As the token holders would never agree to take the subversive
action against themselves, this token-based scheme allows the platform to commit to not
taking the subversive action.

This utility token-based scheme captures the notion of decentralization, which underlies
many decentralized crypto-based platforms, such as Filecoin, Tezos, and Decred.!! Decen-
tralization leads not only to the commitment of not exploiting users but also to the absence
of an owner with a stake in the platform’s profit who has incentive to subsidize user partic-
ipation. To the contrary, the marginal user under the token-based scheme needs to pay for
the token at entry, in addition to the private participation cost. The lack of entry subsidy
implies that the token-based scheme cannot accomplish the full user participation required
by the first-best equilibrium. Instead, the token-based scheme serves as a compromise for
platforms to pre-commit to not exploiting users.

It is important to note that in the absence of cash flow rights, there is no incentive
for a non-user to acquire utility tokens in our setting. In a dynamic setting, speculative
motives (i.e., expectation of future price appreciation) may also attract some non-users to
hold utility tokens. Nevertheless, the convenience from using the platform’s services is the
main motive for holding utility tokens.'? The simplicity of the utility token-based scheme

makes it particularly appealing for highlighting the aforementioned trade-off introduced by

'While we focus on the archetypal utility token scheme, varying degrees of decentralization and tokeniza-
tion exist in practice. CoinCheckup.com, for instance, classifies the governance structures of blockchain-based
platforms into four categories, centralized-hierarchical, centralized-flat, semi-centralized, and decentralized,
based on the extent to which a platform is governed by its community versus sponsoring organizations or
key individuals. Such differences in governance structure have a material impact on a platform’s performace
as Chen, Pereira and Patel (2020), using this classification system, finds a U-shaped relation between the
extent of a platform’s decentralization and its market capitalization.

12In an earlier version, we examined a dynamic setting that allowed the retrading of tokens, as in Cong,
Li and Wang (2021). Under rational expectations, although token price appreciation provides an additional
source of return to owning tokens, it only defrays part of the effective cost of joining the platform. Therefore,
even with retrade value, a buyer must still pay the token price and only recoups part of this investment
through expected token price appreciation. Our key insight that tokenization leads to undersubsidization of
the platform therefore remains valid even when the tokens have retrade value.

The issue becomes more nuanced when buyers have heterogeneous beliefs about future token price ap-
preciation. Realistic short-sales constraints bias token buyers to be more optimistic, which may drive less
optimistic users off the platform. Beyond hampering full user participation (i.e., the first-best outcome),
optimistic token buyers may be non-users who treat tokens as an investment. As we discuss in Section 4
when tokens pay cash flows to holders, non-users induced by the cash flows to buy the tokens may re-create
the commitment problem because they have divergent interests from users. This insight also applies when
optimistic beliefs rather than cash flow payouts induce non-users to invest in the tokens.
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decentralization. We will also examine a hybrid scheme that allows the platform to collect
fees and pay out dividends to token holders in Section 4 and analyze issues introduced by
implementing a consensus protocol in Section 5. In these alternative settings, cash flow rights
may lead non-users, such as token investors and validators, to take control of the platform,

which reintroduces the commitment problem.

Developer choice Under the token-based scheme, the developer has a simple choice at

t = 1 of setting the token price P to maximize his revenue from the token issuance
1
" = max / PX; (T;) di,
0

where the token price P adversely affects each user’s decision to join the platform. The

developer therefore faces a trade-off between a higher token price and a smaller user base.

User participation Similar to the equity-based scheme, each user chooses at t = 1
whether to join the platform by evaluating whether his expected transaction surplus with
another matched user on the platform is sufficient to cover the costs of participation, which
is now the fixed cost and the purchase of a token

X{Igl%]}fl} ElUixz+Us—rk—P| L] X,
Under the utility token-based scheme, a user does not face any subversion risk or transaction

fees but needs to pay the token cost at entry.

Equilibrium The equilibrium under the utility token-based scheme is similarly defined
as before, with the developer maximizing his revenue and each user making his optimal

participation decision. We summarize the equilibrium in the following proposition.

Proposition 4 Under the utility token-based funding scheme, the platform breaks down with
T

*3k )

with the following properties if A > AL :

no user participation if A < AL where AL, is given by (36), and there is a cutoff equilibrium

1. Fach user i adopts a cutoff strategy in purchasing the token to join the platform

1 if A > AT
Xi: . N )
0 if A< AT

where AT is given by the smaller oot of (85).
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2. The token price P is given by

-1

P = o(nre V2T Ar i g (

7707—5_1/2 - ZT) — R, (8)
where 27 = Ve (AT — A) )

As the decentralization instituted by the utility token-based scheme prevents the platform
from taking the subversive action at ¢ = 2, Proposition 4 confirms that there is no subversion
equilibrium. Instead, there is a no-subversion equilibrium if the platform fundamental A is
above an equilibrium cutoff AL , below which the platform breaks down.

The token price P in (8) is determined by the willingness of the marginal user to par-
ticipate in the platform. In contrast, the equity price under the equity-based scheme is
determined by the transaction fee collected from the average user, who, by the nature of the
network effect, benefits more from participation in the platform than the marginal user. This
contrast has several important implications. First, token issuance is a less effective funding
channel than equity issuance. Second, token prices have different determinants from equity
prices and are particularly volatile because of the network effect of the platform.!?

The following proposition compares performance of the token-based scheme along several

dimensions to that of the equity-based scheme.
Proposition 5 Compared to the equity-based scheme:

1. For a given level of vy, the utility token-based scheme leads to lower user participation,

developer profit, and social surplus if the platform fundamental A is sufficiently high;

2. For a given level of A, the utility token-based scheme leads to higher user participation,

developer profit, and social surplus if the degree of user abuse v is sufficiently high.

Proposition 5 reflects the trade-off induced by the decentralization of the utility token-
based scheme. On one hand, the decentralization allows the platform to commit to not
exploiting users. On the other hand, the decentralization also leads to the absence of any
owner with the incentive to subsidize user participation and thus to maximize the network

effect. The benefit of the decentralization is greater when the concern about the platform’s

13We examine the dynamic properties of token prices, which are determined by the willingness of the
marginal user to pay, in Sockin and Xiong (2020). These properties help explain patterns in token return
predictability documented extensively by Liu and Tsyvinski (2019), Liu, Tsyvinski and Wu (2019), Hu,
Parlour and Rajan (2018), Li and Yi (2018), and Shams (2019).
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exploitation of users, as measured by the model parameter +, is sufficiently high. In contrast,
the benefit from having an owner to subsidize user participation and maximize the network
effect is greater when the platform’s fundamental is sufficiently strong and the concern about
the platform’s commitment problem is not severe.

Relating our model to DAOs, the importance of decentralization to DAO participants
is evidenced by the explicit discussion of their governance structures in their advertising
material and on their websites. Decred and MakerDAO, for instance, describe in great
detail how token holders can engage in community discussions on recent proposals and vote
on their implementation. The importance of subsidizing user participation to maximize
the platform’s network effect (e.g., Rochet and Tirole (2006)), however, makes tokenization
particularly costly for DAOs. As there is no owner, such platforms often resort to seignorage
to provide subsidies. Seignorage acts as a transfer from existing token holders through
token inflation. Bitcoin, for instance, provided sizable block rewards that declined over time
according to a predetermined schedule to foster early adoption by Proof of Work validators.
ShapeShift engages in random "Rainfall" airdrops of FOX tokens to reward users for holding
tokens and provides trading rebates. Such subsidization schemes are imperfect compared to
the free or discounted services offered by centralized platforms such as Amazon and Google.
In the next section, we examine a more direct scheme of subsidizing token holders through

cash flows.

Choice between equity and utility tokens At ¢ = 0, the developer chooses either the
equity- or utility token-based scheme to fund the platform before the platform fundamental
A becomes publicly observable at ¢ = 1. Instead, the developer makes this choice based on
his prior belief distribution about A, parameterized by the cumulative distribution function
(CDF) G(A). Given the trade-off introduced by the utility token-based scheme relative to
the equity-based scheme, it is intuitive that the developer chooses the former when his prior

is that A is weak, as formally established by the following proposition.

Proposition 6 Consider two prior distributions about the platform fundamental, G and G,
such that G > G (in the sense of first-order stochastic dominance). Then, if the developer
adopts the utility token-based scheme under G, it also adopts it under G, and the set of
priors for which the developer chooses the utility token-based scheme is (weakly) increasing

in 7. In the special case of a normal prior, G (A) ~ N (f_lg, TA) , the developer chooses the
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equity-based scheme if Aq > A° () and the utility token-based scheme otherwise.

Proposition 6 shows a sharp implication that the utility token-based scheme is more likely
to be adopted by platforms with relatively weak fundamentals. The more weight that the
developer’s prior puts on lower realizations of the platform fundamental, the more likely it
is to adopt the utility token-based scheme. This implication is consistent with the casual
observation that many of the tokenized platforms in recent years tend to be in earlier stages
than other traditional equity-based platforms.

What underlies Proposition 6 is a stark difference between the equity and the token price.
In the absence of any subversion by the owner of the platform (as is the case in which A
is sufficiently strong), the equity price under the equity-based scheme is determined by the
aggregate transaction fees collected from all users of the platform. While the transaction
surplus is heterogeneous across the pool of users, aggregate transaction fees are determined
by the size of the user pool multiplied by the proportional fee collected from the average user.
That is, the equity price is ultimately determined by the transaction surplus of the average
user on the platform. In contrast, the token price under the utility token-based scheme is
determined by the indifference condition of the platform’s marginal user so that the token
price is equal to the marginal user’s transaction surplus. In the presence of the network
effect, the transaction surplus of the marginal user is lower than that of the average user.
This nature of the token price in the utility token-based scheme makes it less appealing for the
developer to raise funding for the platform unless concerns about subversion are sufficiently
severe; when such concerns are severe, however, the platform’s profit is higher and breakdown
occurs for a lower critical level of the fundamental under the utility token-based scheme.

The key prediction of Proposition 6 is that tokenization is appealing for platforms that
have relatively weak fundamentals. Consistent with this observation, Howell et al. (2020),
Benedetti and Kostovetsky (2018), and Fisch (2019) document skewed distributions for ICO
proceeds in which relatively few ICOs have outsized successes while a significant number fail
or raise only modest sums. Benedetti and Kostovetsky (2018) find similar evidence of such
skewness when examining token returns prior to secondary market trading on an exchange.!*

One may also test our prediction more directly if one can measure the demand fundamental,

14 Admittedly, fear of regulation and potential oversight by the SEC may have impacted the funding decision
of entrepreneurs between equity and token financing during this period. While this may have dissuaded
some entrepreneurs from issuing tokens, it is not clear that this would impact stronger or weaker projects
differentially. In addition, such concerns are less likely to be relevant going forward as the cryptocurrency
community continues to establish best practices for transparency of ICOs.

20



A, of a tokenized platform. Our theory suggests that total transaction fees, which are based
on the average convenience yield of users, represent a reliable proxy. Given that many crypto
token holders may own them to speculate rather than to use them, measuring platform

performance by the number of users or unique wallets may be misleading.

4 Equity Tokens

Although the utility token-based scheme gives control of the platform to its users, it does not
collect any transaction fees that could be used to cross-subsidize the participation of marginal
users with the fees collected from heavy users. This additional cost of decentralization
motivates hybrid schemes that combine features of equity and utility tokens. In this section,
we consider such a hybrid scheme, which allows the platform to collect transaction fees from
users and pay out the fees to token holders as dividends. A token therefore entitles its holder
not only to the transaction service on the platform but also cash flow from the platform,
which is typically associated with equity. Even though this hybrid scheme does not fall into
our canonical definition of tokens, for ease of exposition we call this scheme equity tokens.
It should be clear that this equity token-based scheme entails a more general contract space
than the utility token-based scheme analyzed in the previous section.

The cash flows from the equity tokens provide a channel to subsidize marginal users. Such
cash flows, however, may also incentivize non-users to acquire equity tokens as a financial
investment. Given these two potential effects, we will examine how the equity token-based
scheme may affect the platform in two steps. First, we analyze the case in which the owner
issues equity tokens to users without the presence of any investors, who may acquire the
tokens for investment motives. Interestingly, by cross-subsidizing marginal users, the equity
token-based scheme is able to achieve the first-best outcome and allows the owner to extract
the full transaction surplus through token sales. Next, we analyze another case in which
the cash flows of equity tokens attract investors without any transaction need to acquire
the tokens. Interestingly, the presence of investors re-creates the commitment problem as

investors may choose to take the subversive action at the expense of users.

4.1 The Case Without Investors

Specifically, at ¢ = 1, the developer of the platform issues equity tokens to users at a price of

P and may also retain a stake of N tokens at a proportional cost, YN, which can be viewed

21



as an opportunity cost with xy > 0. The developer sets a transaction fee at t = 0, o7 > 0,
to maximize its profits. That is, the developer maximizes its profits by setting a transaction

fee rate dr, a token price P, and a retention policy of N tokens:

N
N+ [y Xi (T,

1
¥ = max / PX, (Z;) di+
0

op,P,N

1

v /0 (5rUs1 + (1 — 8) 57Uss + 57) X (T;) di—x N.
(9)

At t = 2, the token holders may vote by majority whether to revise the transaction fee and

whether to take the subversive action to sell user data to third parties.

Interestingly, this equity token-based scheme is able to achieve the first-best outcome.
The key mechanism is that the payout from the equity token can serve as a transfer from
high-endowment users to low-endowment users, thus subsidizing the participation of low-
endowment users, similar to the revenue-neutral scheme outlined in Proposition 1. Specifi-
cally, at ¢ = 1 the developer chooses to set a transaction fee of 100% on the platform, and
then at ¢ = 2 it is also in the interest of most users to continue this transaction fee. A stark
assumption of our setting is that the platform is unique in providing the matching service
to users. As a result, even high-endowment users are willing to accept the high transaction
fee to participate on the platform.!> Through this transaction fee, the platform collects all
the transaction surplus and redistributes the surplus among all users. As low-endowment
users receive more in the token payout than they pay in transaction fees, this transfer helps
to overcome the constraint imposed by the cap on the entry subsidy under the equity-based
scheme.

This equity token-based scheme is able to achieve the first-best equilibrium outlined by
Proposition 1: if the platform fundamental is higher than AL P, there is full user participation
on the platform and the developer is also able to extract the full transaction surplus through
the token sale. If the platform fundamental is below the threshold, the platform breaks down

as it does not lead to any social surplus. Proposition 7 summarizes the equilibrium in detail.

Proposition 7 Under the equity token-based funding scheme, there is an unique equilibrium

with the following properties:

1. If A > AI'B where the threshold AFB is given in Proposition 1, the platform achieves

15Tt should be clear that relaxing this assumption would lead to a lower transaction fee and thus a smaller
transfer from high-endowment users to low-endowment users. Nevertheless, the transfer helps to subsidize
the participation of low-endowment users on the platform.
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the first-best outcome with the developer earning the first-best social surplus as its rev-

enue.

a. Att =1, the developer sets the token price as

1 _ 2 2)..—1
P — 6A+2<(1 776) +nc)7—€ —_ K;,

which is equal to the first-best social surplus, takes zero stake in the platform,

N =0, and sets the transaction fee 67 = 100%;
b. All users join the platform att = 1;

c. Att = 2, the users maintain the transaction fee 67 = 100% by majority vote and

will never choose the subversive action.
2. If A < A'B the platform breaks down with no user participation at t = 1.

In the equilibrium described by Proposition 7, the developer pre-commits to not sub-
verting the platform by not retaining any tokens; as such, it has no ability to subvert the
platform at ¢ = 2. In this setting, the lack of retention by developers represents a commit-
ment device rather than a signal of moral hazard or the project’s quality. Our analysis thus
suggests that in the absence of investors, equity tokens can not only improve on traditional

equity financing but also achieve the first-best outcome on the platform.

4.2 The Case With Investors

Until now, we have ignored an important issue that selling equity tokens that pay cash
flows introduces, similar to equity, the incentive for non-users to acquire equity tokens as an
investment. In contrast, there is no incentive to hoard utility tokens because they provide
only transaction benefit and only one token is needed to participate on the platform. The
presence of non-users to acquire a sufficient quantity of equity tokens may recreate the
commitment problem, albeit through a modified form.

To illustrate this, we suppose that there is a large, risk-neutral outside investor who has
no transaction benefit from the platform and can buy equity tokens to collect their dividends;

as the investor does not use the platform, it does not incur the participation cost «.'® Thus,

16 Although it is convenient for our analysis to assume that the investor is large, such an assumption is not
necessary. Our key insight that the presence of investors reintroduces the commitment problem that utility
tokens help to alleviate would remain valid even with a continuum of competitive investors.
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at t = 1, the investor acquires n tokens to maximize

n

M’ = max
n>0 n+N+f0

by taking as given the token price P, the transaction fee 67, and developer stake N, which

1
d / ((STUll—{—(l—S[)(STUZQ—l—S[’}/) ( )dz—nP (10)
7

are all chosen by the developer. Note that fo (Z;) di = @ (—2FT) is the size of the user
base. The token price P must be lower than the token’s cash flows in order to subsidize
the marginal user’s participation cost. Thus, there is a positive gain for the investor to
acquire the token. Furthermore, as n/ (n + N+ ( ET)) is increasing and concave in n,
the optimization program of the investor in (10) is concave in n.

At t = 2, the investor may vote to take a subversive action s; € {0,1} to sell user data
to third parties if its share is sufficiently large. Such a decentralized governance mechanism
of voting based on (staked) token holdings is consistent with current schemes implemented
in practice, including those on MakerDao and Kyber. If it votes to sell user data, s; =
1, the subversive action expropriates v in value from each user at the cost of preventing
all transactions on the platform at ¢ = 2; as the investor does not use the platform for
transactions, it is not harmed by this action. This revenue of v is paid out as dividends to
all token holders in lieu of transaction fees at ¢ = 2. Because users lose their transaction
benefit and recapture only a fraction of the revenue in dividends, they strictly lose from the
sale of their data and thus will always vote against the subversive action.

Specifically, at ¢t = 2, the investor receives a fraction n/ (n+ N + @ (—2F")) of the
platform’s dividend, which is %5TU , where U is the total transaction surplus, if it does not
subvert the platform and v® (—2F7) if it does. It is therefore straightforward to see that

the investor will want to subvert the platform if
1
P (—277) > 0rU. (11)
Thus, the presence of the investor may re-create the commitment problem.
The developer again maximizes its profit

(0rU;x + (1 — OpUi o + X; (Z;) di
0 gyl O ) 0
Y 0

—xN, (12)

by taking the investor’s stake n and subversion policy s; as given. Like the equilibrium
described in Proposition 7, we can show that the developer will not retain any tokens, that
is N = 0. As a result, the investor will need a majority share of the tokens to vote against

the users to subvert the platform.
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For convenience, we express the token price as

p= %(STU + (1 - 8[) %5TU + Sj’yq) (—ZIET)
- n+ N+ & (—2FT)

— Sr + p[ET7

which is the sum of the dividends paid by the token, the subversion cost imposed on the
user, and a piece p¥T | which represents a price discount or premium for the marginal user.
As the marginal user is indifferent between acquiring or not acquiring the token, p£7 is equal
to the net of his expected transaction benefit and participation cost. In choosing the token
price P to maximize its profit in (12), the developer needs to set a price discount p¥? < 0
to maximize user participation.

The developer, however, cannot distinguish the investor from users when selling tokens
at t = 1. As a result, the investor may take a stake, which in turn diverts the subsidy away
from platform users and thus harms user participation. Furthermore, the investor may even
be incentivized to take a majority stake that gives it control of the platform. When this
happens, the investor becomes the effective owner of the platform at ¢ = 2 and would choose
to take the subversive action if the condition in (11) is satisfied. Proposition 8 shows that

this would happen when the platform fundamental, A, is sufficiently weak.

Proposition 8 Under the equity token-based funding scheme with a large investor, there is

an equilibrium with the following properties:

1. Att = 1, the developer retains zero tokens, N = 0, and sets the optimal transaction

fee 07 and token subsidy pFT to satisfy (49) and (48), respectively;

2. The investor’s optimal stake n is given by

n 207U + (1 — s1) 300U + spy® (—2F7) .
ET -1 (13)
P (—21")

- PO (—=fT)

3. The investor acquires a magority share of tokens and subverts the platform when the

platform fundamental, A, is sufficiently weak;

4. The developer’s profit, the token price, and user participation are lower than in the

absence of the investor.

Proposition 8 shows that while allowing for equity tokens to pay dividends can achieve

the first-best outcome when only the developer and platform users are involved, the cash
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flows from equity tokens provide an incentive for an outside investor to buy tokens as an
investment. Consequently, the commitment problem reappears. Specifically, when the plat-
form fundamental is sufficiently weak, the investor takes a majority stake and chooses to
subvert the platform.

Interestingly, the developer has incentive to pre-commit by not retaining tokens because
subversion destroys its profit by lowering the token price and transaction fees. However,
the lower token price induced by anticipation of subversion may reinforce the commitment
problem of the investor because subversion reduces user participation and makes it even
cheaper for the investor to acquire a majority stake of tokens.

Taken together, although allowing equity tokens to collect transaction fees helps to re-
solve the lack of subsidy of user participation, it re-creates the commitment problem by
attracting token investors to take control of the platform in some states of the world. This
outcome consequently highlights that the removal of cash flow rights from utility tokens is an
important feature that ensures that users, and not outside stakeholders such as equity hold-
ers and equity-token investors whose presence would ultimately give rise to the commitment
problem, control the platform.

The key shortcoming of equity tokens is that the platform’s developer and pre-coded
governance algorithms cannot distinguish between which token holders are users and which
are investors. Governance protocols that weight user preferences by their (staked) holdings
may be ineffective at resolving this issue because tokens also represent a speculative invest-
ment; as such, a token holder’s stake need not correlate with his usage of the platform. A
governance (and potentially consensus validation) mechanism that weighs stakeholders by
their participation on the platform, i.e., Proof of Use, however, may be able to simultane-
ously accomplish subsidization of user participation with equity tokens while safeguarding
users through decentralization. Because users are dispersed and can have multiple accounts
or wallets, while investors can feign platform activity, overcoming such a severe asymmetric
information problem would likely require either collecting vast amounts of token holder data
or a sophisticated incentive compatible design of how to measure participation. Our analy-
sis suggests that the fees paid by users to use the platform’s services, which are relatively
more costly for non-users to feign, may be an input to such a scheme, while also cautioning
against the common practice of weighting stakeholders by their (staked) holdings, as is done

on MakerDAO and Kyber.
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5 Consensus Record Keeping

While we have assumed frictionless record keeping on the decentralized token platform in our
analysis so far, tokenization in practice requires a consensus protocol to maintain the plat-
form’s blockchain. Implementation of such consensus protocol requires giving cash flow rights
to a group of non-users as an incentive to validate transactions and defend the platform’s
security. Prominent examples of such protocols include Proof of Work, in which miners solve
complex computational puzzles to add blocks to the blockchain in exchange for transaction
fees and seignorage, and (delegated) Proof of Stake, in which stakers are randomly selected
to add blocks based on their staked holdings in exchange for transaction fees. While such
protocols have been implemented successfully in practice, they also introduce novel frictions
that are absent on conventional platforms.!” In this section, we highlight how such consen-
sus protocols, by allocating cash flow rights and control rights to outside validators, may
reintroduce issues of commitment.

We assume that the platform operates as in the baseline utility token setting, as outlined
in Section 3, with users completing transactions at both dates and the developer selling
tokens at ¢t = 1. Users again self-select onto the platform based on a cutoff rule, joining if
A; > Arc, with @ (\/T_E <A — ATC)> users joining at t = 1. Now, however, transactions at
each date must be completed by validators who charge transaction fees to maximize their
revenue.

There is a pool of potential validators that each have a fixed cost of becoming a val-
idator n > 0. Validator j records transactions on the platform’s blockchain in exchange for
transaction fees at date ¢, 5T,j%U (ATC>, where 07 ; is set by each validator and %U <ATC)
is the total transaction surplus for the period given that users follow a cutoff policy with

cutoff endowment Azc.'® In addition to setting the transaction fee, validators compete for

"With Proof of Work, for instance, miners may have incentive to strategically attack the blockchain (e.g.,
Chiu and Koeppl (2017), Budish (2018), Pagnotta (2020)) or fork the blockchain (e.g., Biais et al. (2019),
Saleh (2020)), and there are potential economic limits to the scope of its adoption because of congestion (e.g.,
Huberman et al. (2018), Easley, O’Hara and Basu (2019), Hinzen, Kose and Saleh (2020)) that have led to
the use of off-chain transaction schemes (e.g., Bertucci (2020)). Furthermore, seignorage on the platform to
pay miners acts as an inflation tax borne by users and other miners. As a permissioned blockchain, Proof
of Stake suffers less from issues of security (e.g., Fanti, Kogan and Viswanath (2019b), Kose, Rivera and
Saleh (2020)), but confronts concerns of scalability through the concentration of stake holdings via "richer
gets richer" dynamics (e.g., Fanti, Kogan and Viswanath (2019a), Rosu and Saleh (2020)) and through
delegation (e.g., Catalini, Jagadeesan and Kominers (2020)). Biais et al. (2018) develop a structural model
of cryptocurrency pricing with transactional benefits and costs from hacking and estimate it with data on
Bitcoin.

18Tn practice, record keepers choose which potential transactions to add to the next block based on the

27



transactions by exerting effort e; at a linear proportional cost §. Their likelihood of complet-
ing transactions is given by their relative supply of effort e;/ (ej + > yy ej/>. A validator
that joins the platform decides its transaction fee and effort level at ¢ = 1. As in practice,
validators are decentralized and anonymous, and cannot collude. If no validators participate,
the platform fails.

After paying the fixed cost to join the platform, with probability A € (0,1) one of
the validators is randomly selected (with equal probability) to be a rogue validator.'® In-
stead of validating any transactions, this rogue validator can prepare an attack on the plat-
form’s blockchain at ¢ = 1 to expropriate a value of v from each user and thus a total of
v <\/7Te <A — ATC» from all users at t = 2; if it does not attack, it participates in validat-
ing transactions on both dates with the other validators. The attack succeeds if the rogue
validator at ¢ = 2 supplies more effort than the other validators (i.e., at least >, 4 e;r), and,
for simplicity, also destroys all transactions on the platform at ¢t = 2. Such an attack, which
is often called a “51% attack,” could, for instance, be a “double spending” attack in which a
validator creates false transactions and undoes legitimate ones to profit from the fraudulent
behavior. It is profitable for a validator to attack if the net revenue from attacking is larger
than honest validation of transactions. Users are aware whether there is a risk of a strategic
attack when joining the platform.

Let M be the number of validators who join the platform in equilibrium so that users

face an expected transaction fee:

M M
5T = Z 5T,jej/ Z €jr. (14)
j=1 j'=1

Validator j solves the optimization program

1 1
1= A— | Vi + A=V, —n, 0%, 15

where V), and V, are the expected continuation values of an honest and a rogue validator,

fees proposed by the users submitting the transactions. We take a reduced-form approach to this complex
auction process by assuming that the validators set the fees. We also abstract from seignorage block rewards
in our static setting because there is no retrading, and consequently no retrade value, of tokens.

19We assume that no other validators can attack the blockchain because the payoffs to being the rogue
versus an honest validator will generically differ in our static framework. In a dynamic version of our model,
however, the continuation values among validators would ensure that all validators are indifferent to being
the rogue or an honest validator at any point in time. For simplicity, we also ignore the possibility that
several validators may form a pool, as discussed by Cong, He and Li (2018) and Lehar and Parlour (2020),
to compete for transaction fees and even attack the blockchain.
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respectively. In what follows, we construct a sequential Cournot-Nash equilibrium that is
symmetric among honest validators.

This framework for validators is general enough to capture many of the trade-offs of two
popular consensus protocols, Proof-of~-Work and Proof-of-Stake. In Proof-of-Work, miners
purchase specialized mining hardware and software to be able to mine cryptocurrencies. The
computational power they supply to win the block reward and complete transactions from the
mempool is based on how much electricity they allocate to their processors. In the context of
our model, setting up a computer for mining represents the fixed cost, and the computational
power and electricity costs represent the effort. Under the Proof-of-Stake protocol, a staker’s
stake is measured by how much cryptocurrency it has locked in an escrow account that has
been inactive for a certain period of time. Stakers are assigned to complete transactions for
fees based on their relative stakes, with larger stakes being awarded with more transactions.
In the context of our model, the fixed cost represents the cost of setting up the necessary
software and escrow account, and the effort represents the size of a validator’s stake.

As our setting features strategic interaction among M large validators, there can exist
many equilibria of this record keeping game. Recognizing that a comprehensive character-
ization of all possible equilibria is challenging and not the focus of our paper, we instead
characterize two equilibria that illustrate our key conceptual insight: a "no attack" equilib-
rium in which there is no risk of a strategic attack, and a "mixed strategy attack" equilibrium
in which the rogue and honest validators mix over a continuum of effort levels when attacking
and defending the platform’s blockchain, respectively. The following proposition character-

izes these two equilibria.

Proposition 9 When the platform fundamental, A, is sufficiently strong, that is, A > A%,
there is an equilibrium with no attack and: 1) each wvalidator chooses the same optimal
transaction fee and effort:

5T = - MA )
5 log U (Arc (67))
e = 2A§/[_21<%U (ATC (5T)) )

and 2) validators join the platform until M = max{m : v; (m) > n}, where v; (m) is given
in (57). If A < Ak.g, there exists a mized strategy attack equilibrium in which: 1) the

transaction fee is
M -1

% log U (ATCS (5T5)>

ors = —

Y
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and 2) the rogue validator mizes between a continuum of effort levels e, € [e,, €,] and honest
validators miz between levels e € [0, é,] according to the CDFs 1 — w, (e,) and 1 — 7y, (e),

respectively, as given by (68) and (71), and a strategic attack succeeds with probability

3 orsU (ATCS (5Ts)>
Ds =~

4 (\/T— (A — Ares (m))) '

Proposition 9 shows that across the two derived equilibria, the rogue validator has in-

centive to attack the blockchain when the platform fundamental, A, is relatively low. When
A is low, validators earn less transaction fees and are thus less willing to exert high effort to
defend the blockchain. For sufficiently low fees, they are willing to allow strategic attacks to
succeed with a probability that is declining in their collective effort, which makes the plat-
form vulnerable to an attack. To date, the cryptocurrencies that have suffered such attacks,
including Feathercoin, Bitcoin Gold, ZenCash, Monacoin, and Verge (thrice), tend to have
smaller market caps relative to Bitcoin, Ethereum, or Litecoin. Our analysis consequently re-
veals that giving control and cash flow rights to validators, as part of the tokenization scheme
to decentralize the platform, can reintroduce the commitment problem because validators,
such as miners and stakers, do not have their interests aligned with that of users.?

The impact of poor governance induced by consensus protocols on platform performance
has been recognized in practice. For example, the payment platform Decred cites in its
recent business brief the negative impact of user attrition from hard forks on a platform’s
network effect as rationale for building a strong decentralized governance system.?! In this
brief, the Decred team argues that Bitcoin is an example of a platform in which significant
control has been consolidated by Proof of Work miners and its Core developers, leading to
marginalization of other stakeholders, protracted disputes, and fissures in its community from
hard forks. Decred has implemented a hybrid Proof of Work and Proof of Stake consensus

protocol specifically to avoid centralization of the platform’s governance among validators.??

20A related notion is the blockchain trilemma in Abadi and Brunnermeier (2019), which states that it
is impossible for a digital record keeping system to simultaneously be resource efficient, self-sufficient, and
rent-free.

21See the Business Brief of Decred at https://decred.org/brief/.

220n Decred, DCR token holders with a large enough stake vote on-chain and off-chain on changes to the
platform by temporarily locking their tokens in a lottery ticketing system.
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6 Conclusion

This paper develops a model to examine the decentralization of online platforms through
tokenization as an innovation to resolve conflicts of interest between platforms and their
users. By delegating control to users through a collection of pre-programmed smart contracts,
tokenization acts as a commitment device that prevents a platform from exploiting its users.
Our analysis highlights that this commitment comes at the cost of not having an owner with
an equity stake who would subsidize user participation to maximize the platform’s network
effect. This cost is present even absent the frictions associated with implementing consensus
protocols to accomplish this decentralization, although these frictions can reintroduce the
conflict between users and validators. As such, decentralization through tokenization induces
a fundamental trade-off between fostering commitment and subsidizing user participation.
As a result, utility tokens may not always be better than equity for funding all platforms.
Instead, utility tokens are more appealing for platforms with weak fundamentals because
such platforms tend to have more severe concerns about user exploitation.

In addition to the archetypal utility token-based scheme, we also analyze a hybrid equity
token-based scheme that allows the platform to collect transaction fees from users and pay
them out to token holders as dividends. Interestingly, in the absence of investors who acquire
tokens only as an investment, the equity token-based scheme is able to achieve the first-best
equilibrium as the cash flows from the equity tokens boost user participation by acting as a
subsidy from heavy to light users. Such cash flows, however, also incentivize investors without
any transaction need to acquire tokens as an investment. The presence of investors diverts the
subsidy away from users, which harms user participation. More importantly, investors may
even take a majority stake to seize control of the platform when the platform fundamental
is sufficiently weak. The investors’ control of the platform consequently reintroduces the
commitment problem that decentralization through tokenization aimed to overcome.

By comparing specific funding schemes, our analysis abstracts from the design of the
optimal funding mechanism that resolves the conflict between a platform and its users. Such
an exercise would need to be conducted within the context of an optimal implementation
protocol for achieving consensus on the blockchain, an issue which is still unsettled in the

literature and, as our analysis shows, may reintroduce the commitment problem.?* Our work

23The optimal design, for instance, may involve a hybrid model of decentralization, such as in Cong, Li and
Wang (2019), in which the platform’s owner stewards the platform’s operations and development through
active token monetary policy.
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nevertheless highlights a high-level trade-off that can inform such an optimal design, one that
cannot be easily resolved with conventional arrangements for allocating control and cash flow
rights. First, tokens are less efficient than equity in extracting value from a platform because
token prices are based on the convenience yield of the marginal user, while equity is based
on the average user through the platform’s revenue from transaction fees. Second, although
users will never act against their interests by undermining the platform, individually they
do not have incentive to subsidize platform participation, despite that it is socially optimal.
Third, if tokens carry cash flow in addition to control rights, users or outsiders may have
incentive to centralize the platform by amassing tokens, which reintroduces the commitment

problem, especially when the token price is low and the platform is vulnerable to subversion.
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A Microfoundation of Goods Trading

In this Appendix, we microfound the goods trading between two users when they are matched
on the platform at date . As all objects are at date ¢, we omit time subscripts to economize
on notation. We assume that user ¢ maximizes its utility by choosing its consumption demand

{C;, C;} through trading with its trading partner user j subject to its budget constraint:

U = (ax, U (Ci, Cj; N) (16)

such that p;,C; + p;C; = pie,

where p; is the price of its good. Similarly, user j solves a symmetric optimization problem
for its trading strategy. We also impose market clearing for each user’s good between the

two trading partners:
Ci (l) + Cz (]) = €Ai and Oj (Z) + Cj (]) == 6Aj.

Furthermore, we assume that users behave competitively and take the prices of their goods

as given.
Proposition 10 User i’s optimal good consumption is
C; (7’) = (1 - 770) eAi’ Cj (Z) = nceAj7

and the price of his good is

pl f— enc(Aj_Ai) .

Furthermore, the expected utility benefit of user i att =1 is given by

£

0 VA, 12,1 _ A—A
E[U (Ci,C))|T) = el dnedsanir= g (n /2 4+ —/> |
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and the ex ante utility benefit of all users before observing their goods endowments is

) 2, o) — A—A A—A
U = eAta(0mn’mnt)r=" ((1 =) T2+ ) ¢ <77J§1/2 - T/Q) :
T T

3 S

Proposition 10 shows that each user spends a fraction 1—7, of his endowment on consum-
ing his own good C; (7) and a fraction 7, on the good of his trading partner C; (i). The price
of each good is determined by its endowment relative to that of the other good. One user’s
good is more valuable when the other user has a greater endowment, and consequently each
user needs to take into account the endowment of his trading partner when making his own
decision. The proposition demonstrates that the expected utility of a user in the platform
is determined by not only his own endowment e“i but also the endowments of other users.

This latter component arises from the complementarity in the user’s utility function.

B Proofs of Some Propositions

B.1 Proof of Proposition 1

We consider a social planner who maximizes the utilitarian social surplus on the platform,
which is the sum of the total transaction benefit on both dates 1 and 2, net of the fixed costs

paid by users to join the platform:

1
W = sup FE |:/ (Uz‘,l + Ui,l - li) del | 1'1:|
X;€{0,1} 0
1
= sup E { / (MmN E [en4 |T,] — k) X;di | L] : (17)
X;€{0,1} 0

Note that the transaction surplus on date 2 is the same as date 1 in the absence of subversion.
It is obvious that, as the only heterogeneity among users is in their endowment, A;, the
planner would optimally follow a cutoff strategy, in which users with A; > Aj;,, join the

platform. Recognizing this, (17) reduces to

W = sup eA+%((1—nc)2+n3)T;1q) ((1 ) 7;1/2 4 ﬂ) P <77c751/2 4 ﬂ)

Az, —1/2 -1/2
A— Ay,
— kP <—_1/2 ) ,

Te Te
Te

where the first term is the total surplus U derived in Proposition 10.
Notice that the derivative of W with respect to Ay is

— A—A* _ A—A*
W (—A;V) o[ (U =n)7 e 22500) o (nore? + 25k )
T a4y /2 (1= 20) @ (nr P+ 2

36



Notice that U > k® (Aifl/zv) , otherwise the total social surplus is negative. Thus,

Te

_A* _ A—A* — A—A
V2 gw ) b (,—%) B ) ((1 — )74 TE_I/ZV> B ) (ncfs 2 Ts_l/ve!) —0
U d4y g (%) o ((1 —n) T+ ‘iﬁ’f‘/%v) o (770721/2 + ‘iﬁf‘/zv) 7

€

because the hazard function for the normal distribution, =2 g increasing in z, which

(=2)’
o p(ners? 2k ) o((1-n)re'*—2f) o(==Fs)
implies that both m and — (78 are (weakly) greater than e
—1/2
Ag e aw

Ty, < 0, it follows that the optimal Aj;, is the corner solution A}, = —oo, which

implies full participation on the platform.
Suppose A is such that eAta(mne)*wnd)ret #, then our assumption that U > x® (%)
T

€

is satisfied to justify full participation on the platform. It follows that the planner can imple-

ment the first-best equilibrium by using a revenue-neutral scheme of subsidizing the marginal

user with transaction fees collected from heavy users, that is, charging all users 0U; that are
refunded as equal transfers of JU/® (%) back to all users. As long as the fee § is
sufficiently high to ensure §U/® <Aiﬁ2‘/> > k, all users would participate on the platform.

Te

If Ata (o)’ +nd)re? k, then U < k, and the platform should shutter as the social

surplus is negative.

B.2 Proof of Proposition 2

The expected utility of user ¢, who chooses to join the platform, to transacting with another

user in each round is half of the following:
E[U; |Z;, A;, matching with user j] = e )4 E [ |T,]

which is monotonically increasing with the user’s own endowment A;. Note that £ [e”cAi | L-}
is independent of A; but dependent on the strategies used by other users. It then follows
that user 7 will follow a cutoff strategy that is monotonic in its own type A4;.

Suppose that every user follows a cutoff strategy with a threshold of AZ. Then, in each
round of transaction, the expected utility of user ¢ from transacting with another user on

the platform is half of the following:

—-1/2

AE
E[U|T)] = e(-nAitna+inre’ g (w;l/? - u) ‘ (18)
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B.2.1 Equilibrium at t =2

We first examine the equilibrium at ¢ = 2. In the absence of subversion, the owner charges

a transaction fee o to complete the transactions of users. Let

ZE:\/T_E(AE—A).

Note that the expected fraction of users that participate in the platform is

E U_Z X; (Z;) d® (s)) \L} = (%) = (—z").

€

The owner’s profit at ¢t = 2 is %5U , where U is the total trade surplus across the two periods,

conditional on no subversion
U = eAts(=n)®+n2)r' g ~1/2 _ B\ ((1 — -1/2 _ _E 19
=€ (7707—5 z ) (( nc) Ts < ) : ( )

If the owner takes the subversive action, it earns revenue y® ( —zF ) . Consequently, the owner

takes the subversive action whenever
1

and refrains from it otherwise. Consequently, the owner subverts at ¢ = 2 whenever the
average transaction surplus among users 6U/® (—zE ) is sufficiently small. This subversion
condition represents an incentive constraint for the platform owner in choosing its fees at
t = 1, which in turn affects user participation. This condition is eventually determined by
the platform fundamental A. Thus, we denote the owner’s subversion policy at ¢ = 2 by
s(A) € {0,1}. As we will show later, the owner will ultimately choose subversion if the

platform fundamental A falls below a certain level.

B.2.2 Optimal Fees at t =1

We now analyze the equilibrium at t = 1. We first examine each user’s participation choice
and the owner’s choices of entry and transaction fees by taking the value of A and the owner’s
subversion policy s as given.

Each user receives two rounds of transaction surplus, after the variable fee ¢, if there is
no subversion at ¢ = 2 and only one round of transaction surplus, and —v otherwise. Given
the expression for [UM + U | 1i, A = AE ] from (18), the participation constraint for the

marginal user with the cutoff endowment AZ is
1 . .
<1 - §5> (1 —8) et Al (nr'?=2") =k 4+ s +c (21)
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The left-hand side is hump-shaped in z” while the right-hand side has a fixed level at either
k + c or k + v + c. The right-hand side is positive since ¢ > —ax. This equation has zero
or two solutions; when it has two solutions, one is a high cutoff and the other is low. Since
user participation and platform revenue are always higher in the low cutoff equilibrium, the
platform owner will always coordinate users on the low cutoff equilibrium.

We can then apply the Implicit Function Theorem to recognize that

0zF 1

- = _ <0 22
oA = T e ) < )
Ne) Te q’(WCT;l/Q—ZE)
0zF 1 1
= >0 23
00 1-6 12 ¢(77J§1/2—ZE> ) (23)
(I=mn)7e " — (7 E)
0¥ B 1
oc (1—Ls) (1 — §) eltnalrs PePrasiner' g (m;” — zE)
1
> 0.

o (nrs/?-2")

(1—nc)761/2—m

The denominator of (22) is positive because it is on the left side of the hump. It then follows

that

0zF /06 1 - -
8;“%0 = (1 - 55) (=m0 P2 At (212 = 2")

1 .
We now consider the owner’s objective at t = 1 in choosing its optimal fees:

(0,c) € argsup V,
{6,c}

where its total profit is
1 E 1 E
V=300 +c® (—2") 4 max 50U, 7@ (=2") ¢

The first-order condition for ¢ is

A% 1

10U
556? — C (—ZE) +

0 max {%5U, ~d (—ZE)} 0zF
0zF
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The first-order condition for ¢ is

oV 1.0U Omax {16U,v® (—2F)} | 027
a0~ P gm0 o
v 1_1
= O (—2F)+ B 8z(E 8225)[]
a9 dc
— () - & (25)

E[Ui |L.,AZ~=AE}’

where we have substituted (24) in the last step. Note that the utility of the marginal user
E\U; | Z;, A; = AE} is lower than that of the average user. Thus,

oV 5
%<<I>(—z )—1<0.

The owner is constrained in its choice of ¢ and has to choose the lower bound at ¢ = —ak.

Given this optimal ¢, equation (21) reduces to

-1

(1= 5/2) (1= 6) U 5Pl (5 7212 2By = (1)t ys, (26)

which identifies A% , the smaller root of the above equation when it exists. Comparing the
two cases when s = 0 and s = 1 for a given level of A and J, the effective cost to users of
joining the platform is higher, leading to a higher participation threshold z¥. Consequently,
the owner must charge a smaller § to attract the same participation when subversion is
anticipated. Notice from (21) that 0 < 1 since the right-hand side is always non-negative;

users would never pay a cost for zero or negative benefit.

The first-order condition for § when there is no subversion, given our expression for agf
and ¢ = —ak, becomes
U E
(-qus—tpErase(=h) (27)
—1/2 ¢><T)c‘"s_ / *ZE)
(L =1ne)7e " = (i o)
and, substituting for aaz—%, we arrive at
gt ) )
Ne) Te ¢(UCT§1/2—ZE> U
0= 28
(1—7.) 12 ¢((1—nc)721/2—z1‘3) (28)
Ne) Te @((I*T]C)Tg_lﬂ*ZE)
When there is subversion, s = 1, then instead
~1/2 ¢ 7757'5_1/2—2E 2(y—ak)p(—2F
(1 - nc) Te /2 _ ‘I’ETI 7_5_1/2ZE>) - U( )
§= - 29
I (e L (29)
(1—n)7" +

‘13((1—770)7';1/2—215)
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Since v > ak, by comparing the third term in the numerators of both expressions, it is
straightforward to see that ¢ is higher when there is no subversion for the same A and z%.
In the next two subsections, we characterize the regions of the platform fundamental A,
for which there is and there is no subversion under the optimal fees. We will also consider
the possibility of the owner choosing a high fee level § at t = 1 as a strategy to force no

subversion at t = 2.

B.2.3 The No-Subversion Equilibrium at t =1

We now analyze the equilibrium at ¢ = 1 when the owner chooses no subversion s = 0 at
t = 2. To avoid confusion, let 2% ¢ be the equilibrium without subversion and z%, be the
equilibrium with subversion. We now characterize the domain of A for which a no-subversion
equilibrium exists.

Substituting for § in (28), when there is no subversion, the condition for 2§ in (26)

becomes

(1m0 o) | oot o) o)

—1/2 —1/2
¢<(1_HC)TE —zf,s) (I)(nCTE —zﬁs) Y e(lfnc)fgl/zzfrerAJr%??zT?<I> (77 Y2 LE )
(1—n)7: " + A D 2 o v
T T e (0 )
= (1-a)k. (30)
The left-hand side of (30) is hump-shaped in 2% . To see this, first note that, as 25, — —o0,
NS NS

the left-hand side goes to 0. As 254 — 00, since e(177)7 1/225s+A+%’73751<b <776¢§1/2 - Zﬁs) -

0, by L’Hospital’s rule and the Sandwich theorem, the left-hand side tends to

. _ -1/2_E 1,2 -1 _
LHS —  lim 2e(7m)7e TenstAtsmr" g (.72 1/2 —2Ns)

zE —o0
ok (—2Eg) ed—mIme V2R g—L-n.)?re!
(= n) 70 (1= )7 = 2Bg) + 0 (1= no) m = 28
arg (1= n) =" = 2K)
Fsmoe (L= 720 (1= mat? = 2B ) + 0 (1= m) 7272 - 2By

—1/2
(1 _nc) Te /2 Z]%S

= lim ak 5
2N g—00 ZNS
= —akK

As such, the left-hand side of (30) has finite limits in both tails. We next realize that the
optimal § is a (weakly) decreasing function of 2%, a < 0 since the marginal user has a

lower endowment, so that 1 — 0 is (weakly) increasing 1n 2k . Consequently, as a product of
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a hump-shaped U and (weakly) increasing function 1 — ¢, the left-hand side is hump-shaped
in z§¢. In addition, since § > 0, it follows that the left-hand side also has a finite upper
bound. As such, there are either two or zero solutions to (30). When there are two solutions,
the platform owner will always choose the low cutoff solution as it maximizes his revenue.
Notice next that increasing A raises the entire curve on the left-hand side of (30) since
% has no direct dependence on A. Since, in the low cutoff equilibrium, an upward shift in
the left-hand side curve lowers the value of 2% that intersects (1 — s) k, we have
dzg

1A <0,

E
in the low cutoff equilibrium, where d;xs is the total derivative of 2§ with respect to A.
Next, when the owner is deciding to subvert, the decision is determined by whether %(5U

is greater or less than y® (—z5¢ (4)) . Notice that

ilo —5U
dA B\ @ (=2,

1.d(6U) o (—2Ns) d=fs
SU dA @ (—2Ey) dA

—-1/2 —-1/2
1ds o ¢ (UcTa /2 Zﬁs) . ¢ ((1 —n)r - Zﬁs) ¢ (—28g) | dzks
(SdA ) <nc7_€—1/2 . Zﬁ5> P <(1 . 77@) 7_5—1/2 . Zﬁs) [0} (—Z]%S) dA .
where dﬁs is again the total derivative of 2% ¢ with respect to A. Because the hazard function
e /2—ZE
for the normal distribution, i((;_z)), is increasing in z, this implies that both H
NeTe ~ —2NS
1- 75_1/272E —2E P
and ¢<( te) —7 NS) are (weakly) greater than “5(—1,;5) This, and recalling that% <0
<I>((1fnc)7'5 7211?,5) (I>(7ZNS)
imply that
d o ou - 1dé
dA %\ B (=) 5 dA
Since

Lds 05,1 95 9
SdA — DA 50:E, 9A

_ amqﬁ(—zf,s)

B i 1 0§ 02k
a _1j2 b(nereP-2B arp(—zyg 00zfg OA
(1=n)7 " =
c) e (1)(7767?1/2_2165) U
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one has that

¢’<"CT5_1/2’ZES)

(1—n)re? = =i 5\ B
d log( oU ) - ®(ner P —28s) +l 85 922,
dA P (—259) (1—n,)70 —12 ¢(77J21/2—253) arg(—=E) § 02k, 0A
¢ ®(nr 22K ) U
1o 9:f
50:E, 9A

E

-1/2 ¢("CTE_1/2*ZNS)
o k)

< 0. Since, in addition & N 0 <0, it follows that fg 3211\45 > (. Therefore,
NS

since (1 —n,) 7e > 0 in the low cutoff equilibrium. As argued above,

Ozyg

dlo 5—U >0
dA B\ D (=B ) 7

i —5U >0
dA \ @ (—2%s) '

which implies

Because there is no subversion when —2%— > 27, and subversion when —2Z% ~ < 27,
@(—ZNS) (b(_ZNS)
it follows, since % is increasing in A, that there exists a critical level A* such that a
TFANS

no-subversion equilibrium exists if A > AF_ where the unique threshold A% is defined by

6 (AF) U (AF)
® (—2ys (AF))

This threshold represents the lowest A for which the owner maximizes his total revenue

= 2. (31)

without subversion.

B.2.4 The Subversion Equilibrium at t =1

We now analyze the equilibrium at ¢ = 1 when the owner chooses subversion s =1 at t = 2.

In this case, the condition for 2%, from (26) becomes

(]5((1_776)7';1/2_25\/) l ¢(nc75 /2_Z§V) (’Y—a’f)‘ﬁ(_zgv)
P

N[ —=

((1_%)7—;1/2—,25‘/) 2 <I><7] Te /2_ng> v 6(1 Ne)Te 1z ZEV+A+2770T€ '
_ ~1/2 ((1 e’ *ZSI?V)
(L=ne)re "+ o((1-no)r'?—2E,)

P (TICTQI/Q - ng) = (1 - Oé) K+ Y, (32)

where the % arises since all ¢ = 2 transaction surplus is destroyed by the subversion. Similar

0 (30), as 25 ¢ — —o0, then the left-hand side tends to 0, while, as 254 — oo, the left-hand
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side tends to v — ak. As such, the left-hand side is initially increasing in 2%;,. This equation
may have multiple solutions. As before, when this happens, the owner will choose the lowest
cutoff, as it gives the highest user participation and revenue. Also similar to (30), an increase
in A raises the left-hand side curve, which lowers the equilibrium 2%, in the lowest cutoff

equilibrium. Consequently,
dz
dA
which again is the total derivative of 2% with respect to A. In addition, since an increase

< 0,

in zE ¢ lowers the endowment of the marginal agent, it follows that 9 <0.

Bzf,s
We next establish the monotonicity of % in A when 0 > 0. By similar arguments
T*NS

to the no-subversion equilibrium,

A (U
dA S\ @ (—2Ey)

1 ds o <77C7'g_1/2 - ng) ¢ <(1 —n)re P ng) ¢ (=25 \ dz&

= 1450 “172 * ~172 o (—2k dﬁs
P (77075 - ZéEV) ® ((1 — 1) Te T = ng) (Zzsv)
1+ ld—d
5dA’
Since
1dd g0 1 96 8251/
S = 4=
0dA 0A (53ng 0A
2(y—ak)p 7ZEV
) il 9] 195 928,
2B _ __E §O0zE, 0A
1_ ;1/2 B d)(Tlc e SV) 20y 0‘“)¢( st) SV
( 77c) T ¢<n075—1/2fzgv) U

it follows that

1/2 d>(17c75 —st>
- (1=m)7e ®(nere P28, ) 1 0](; 025,
(1 _p )7_5—1/2 B ¢(77Ji/ —ZEv) _ 2(v—an)¢(—zgv) 5823v 0A
c ¢’(7IC7'5 / _ZEV> U
1 96 025,
5025, 0A

dzﬁ
dA

i —5U >0
dA \ @ (—z5,) '
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As argued above, 832 < 0. Since
SV

£ < 0, it follows that

95 0z&y
5L, oA = 0. Therefore,



Consequently, there exists a critical AZ such that subversion occurs for A < AZ where AZ,

*C)

satisfies
oU (45)

(25, (D) "

Suppose now that for a given level of A, both a subversion and a no-subversion equilibrium

exist, that is, solutions to both (30) and (32) exist. In the equilibrium without subversion

10 (2Ks) U (2K 5) -
2 (kg

while in the equilibrium with subversion

S 15 (z5,) U (25,)
=29 (—2§)

which implies that
() U () | (BN U ()
®(-zys) T P(-z5y)

is monotonically decreasing in z, it follows that 25 < 2%, and user partici-

§(2)U(2)
P(—2)

pation is higher in the equilibrium without subversion. It then follows that

Since

) (zf,s) U (zf,s) + & (—zﬁs) y—P (—zﬁs) oK

§ (z5v) U (25) + @ (—=28y) (v — ar).

6 (2ns) U (2ng) — @ (—28s) x>
>

As such, when both equilibria exist, the no-subversion equilibrium generates a higher profit
for the owner. As such, the owner will choose not to subvert even when subverting is a
sustainable action. Consequently, the cutoff A is the relevant cutoff for separating the
equilibria with and without subversion.

Next, note that the left-hand side of (32), which we define as LH S (zgv) , is hump-shaped

in z%,. Thus, it achieves its maximum at an interior point z (A) = sup, LHS (2). As this

peak is increasing in A, it follows that there exists a critical AZ, such that
LHS (z(AL)) =(1—a)r+1. (33)

Thus, an equilibrium with subversion exists when A > A% and does not exist otherwise.

One may be concerned that the region [AE AP ] may be an empty set for a certain value

of ~. Suppose that this is the case. That is, as A decreases from oo to 0, the equilibrium
shifts from a no-subversion equilibrium to no equilibrium at AX. As the owner is willing to

subsidize participation as long as there is a positive profit, it must be
V (AF) = 0U — ar® (—zyg) =0,

45



which implies that U = ax® (—zf,s) . Because v > ak, we have

%5U = %am@ (—28s) <7 (—zNg) -

It follows that the owner is better off by taking the subversive action in this case. Thus, a

subversion equilibrium exists. Thus, the region [AE

k% )

AE] cannot be empty.

B.2.5 Forcing Equilibrium at t =1

One may argue that the owner may internalize his lack of commitment by treating the
subversion condition as an incentive constraint. That is, the owner can avoid subverting the
platform by imposing a constraint to prevent the subversion condition in (20) from being
satisfied at t = 2. We now examine this possibility by constraining the owner’s choice of §

at ¢t = 1 such that % > 2 (i.e., the owner will not choose subversion at ¢ = 2). This
2'y<I>(sz)
— -

Suppose that when this constraint is not imposed, there is a subversion equilibrium

condition imposes a lower bound on §: § > § =

with dgy as the transaction fee and 2%, as the participation cutoff, and that when this
constraint is imposed, there is a different forcing equilibrium with ¢ as the transaction fee
and zf,.., as the participation cutoff. It is important to note that ¢ is always in the
owner’s choice set. As such, it must give a lower profit to the owner than dgy,. That is,
V (9, Zonrcing) < V (dsv,2E,), which implies that the forcing equilibrium is dominated by
the subversion equilibrium if both exist and are different.

Furthermore, if a forcing equilibrium with ¢ exists and if no subversion equilibrium exists,
then the owner would choose d even without the constraint. Taken together, there is no need

to separately consider the forcing equilibrium.

B.2.6 Equilibrium Uniqueness

As we discussed at the beginning of this proof, it is optimal for each user to adopt a cutoff
strategy because his expected utility from joining the platform is monotonically increasing
with his own good endowment. The uniqueness of the equilibrium follows directly from the
platform owner’s choice of the lowest cutoff and thus highest profit equilibrium, if there are

multiple equilibria that are feasible.

B.3 Proof of Proposition 4

We first examine the decision of a user to purchase the token. The expected utility of user

17, who chooses to join the platform at t = 1 and then transact with another user at ¢t = 1
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and t = 2, is
1
E U |Z;, A;, matching with user j| = 56(1*’7")AiE [e”"Aj \L] ,

which is monotonically increasing with the user’s own endowment A;. Note that £ [e”e“‘f | L}
is independent of A; but dependent on the strategies used by other users. It then follows
that user ¢ will adopt a cutoff strategy that is monotonic in his own type A;.

Suppose that every user uses a cutoff strategy with a threshold of AT Then, the expected
utility of user i at ¢t € {1,2} is

1 —1 .
B Usd|T] = et mdstnedtinitrt (3 ro/2 - /e (A7 - 4)).

Since each user’s endowment is the same in both periods, each user receives E [U;|Z] =
E U1+ U;2|Z] in total.

If a potential user does not join the platform, he saves the participation and token costs,
k + P. Consequently, we require that the expected utility of users from joining the platform
at t = 1 exceeds xk+ P. Consider a user with the critical endowment A; = AT His indifference

condition to joining the platform is

-1

E |:Ui,1 + ULQ‘I, Az — AT] — e(I*TIC)TE /2ZT+A+%77§7'5_1¢ (7’]67—(:1/2 o ZT) =K+ P7 (34)

where 27 = /7 <AT — A) .
Note, by the implicit function theorem, that

0zT 1
c - >0

OP _ CTs_l/zsz — _ _
((1 — ) —ZE"‘—W i) T o Y (R
NeTe —z

since the denominator is positive in the low cutoff equilibrium. As before, we assume that,
if there are two solutions for 27, the developer will coordinate users on the low cutoff (high
price) equilibrium, as opposed to the high cutoff (low price) equilibrium, since both user
participation and developer profit are higher in this equilibrium.

For any other user whose endowment satisfies A; > flT, notice that

_ A— AT
EUiy+ Uin|Z,] = elmdineAtinir="g (w;”ﬂ + T/z)
€

_ —1/2 ;7 1.2 -1 _ A — AT
> ellme)me AT AT g (mn V24 >

= k4 P,
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and consequently it is optimal for users to follow a cutoff strategy in which users with
A; > AT join and users with A; < AT do not.
Since A; = A+ ¢;, it then follows that a fraction ® (—, /T <AT - A)) of the users enter

the platform, and a fraction ® (, /T <AT — A)) choose not to participate. It is the integral
over the idiosyncratic endowment of users ¢; that determines the fraction of potential users

on the platform. The developer consequently maximizes
" = po (—2"),

which is the revenue from the sale of tokens, specifically, the price P multiplied by the
quantity (—zT) . The first-order condition with respect to the price, P, is

®(—z") — Po (=2")

@f =0if P>0
OP | <0ifP=0 "~

Substituting with 927 an interior solution for the token price, when it exists, is given by

oP >
—-1/2 T
) —zT QS(UCTE -z )
po— 2 (e T
P (7767'5_/ —ZT>

-O (nchl/Q — zT) > 0.

—1

1
e(l_nc)TE

e

Notice that the hazard rate ¢ (—zT) /P (—zT) is increasing in z7. As such, P decreases from

oo to 0, at which point the non-negativity constraint imposes a critical z7 such that

¢ (7707-5_1/2 - 2T>

) (7707';1/2 — ET)

above which the token price is fixed at a corner solution of 0. This corner corresponds to the

T?”ﬂww%%fé(nT?”—nF>
. .

- (1 - nc) 7—5_1/27

peak of the hump of e~

Equating the two representations for P, we arrive at

—-1/2 T>
_T Te T —2 L N
1 o ( < ) (1-17 )7_1/2 _ ¢ <77c e(1=mc)7e /2274 A+ dn?re
¢ (—2") ©c o (77ch1/2 - zT)
® (7= 2T) =&, (35)

which identifies 27 < zT. The left-hand side of (35) is increasing from —oco to z7, with a
peak at z'', while the RHS is fixed at x. Suppose

—1/2.1 1.2 —1
1-n.)T 2+ A+ sniT —-1/2 ST
el1=me)7e 2’76(13(77676/—2)2/45.
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Then, there exists a cutoff equilibrium with the cutoff given by (35). If instead

_ —-1/2_1 1,2 —1 _ _
e(imnere DA g () 772 2T <

then the LHS of (35) never intersects the RHS, and consequently, there is no equilibrium.
Note that the LHS of (35) is monotonically increasing in the platform fundamental A.

As such, there exists a critical AL, such that
_1/2_ —
T P (L)AL 4 (g 12 ST (AT)) = g (36)

There exists an equilibrium with a non-negative profit for the developer if A > AL and such

an equilibrium does not exist otherwise.

B.4 Proof of Proposition 6

We first consider the revenue-ranking across the equity and utility token-based schemes given
the platform fundamental A. Recall that when there is no subversion, from Proposition 5,
developer profit is higher under the equity-based scheme, IT1¥ (A) > 11" (A) . From Proposi-
tion 2, subversion occurs for A < AE, where A¥ is given by (31). Therefore, if A > AF the

developer’s profit is higher on the equity platform.
E

* )

Suppose A < A, so that there is subversion on the platform. If the degree of data
abuse, that is, -, is sufficiently high, then from Proposition 5, there exists an Az () such
that I17 (A) > T1¥ (A) for A < A7 (), and IT¥ (A) > T (A) otherwise (this is just the dual
to the statement that for a given A, there exists is a v (A) such that the statement holds).

In addition, from Proposition 5, user participation is (weakly) higher under the token-
based scheme for A < Ar (7). This implies that the critical A below which the platform
breaks down is also lower under the token-based platform. Consequently, for A > Az (v),
the developer’s profit is higher under the equity-based scheme compared to the token-based
scheme, and is lower otherwise.

Consider now the prior belief of the developer over A. The difference in expected profit

of the platform under both arrangements is
E I -1"] = B [(II" = I1%) Ljasar(y) + B [(IT7 = I1%) Tpacaren] |
from which follows that

B[ -1"] = Pr(A2Ar(7) E[I" ~T°|A > Az ()]
+Pr(A<Ar(7)E " —1A < Ar (7)]

where E [II" —II|A > Ar (v)] < 0, since E [II" —II|A < A7 (7)] > 0. Consequently, the

first term is negative while the second is positive.
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We next recognize that Ar (), and consequently the probability Pr (A < Az (7)) is in-
creasing in -, because the more severe the temptation is to subvert the platform, the more
difficult it is to operate without exploiting user data at t = 2. In addition, from Proposition
5, the owner’s profit, conditional on subversion, is decreasing in 7.

Therefore if the prior belief, G (A), puts sufficient weight on low A realizations, for
which Pr (A < Ar (y)) is sufficiently large, then E [II"] > FE [II”] . In contrast, if it puts
sufficient weight on high A realizations, for which Pr (A < Ay ()) is sufficiently small, then
E [HT} <FE [HE] . Furthermore, the set of measures for which £ [HT} ) [HE] is (weakly)
increasing in 7.

Consequently, for two prior distributions, G (4) and G (A), if G > G (in a first-order
stochastic dominance sense), then if the developer adopts the token-based scheme under G,
it will also adopt under G. Furthermore, the set of priors for which the developer will choose
the token-based scheme is (weakly) increasing in ~.

In the special case of a normal prior with mean A and fixed precision 74, it follows from
standard arguments that the developer’s expected profit from the platform is a function of
only A and 74, and is increasing in A. Given our partition of the state space of A with Ay (v),
there exists a prior mean, A°, such that the developer chooses the equity-based scheme if
A > A¢(v) and the token-based scheme otherwise.

B.5 Proof of Proposition 7

We first conjecture that the token holders never subvert the platform and then confirm this

conjecture at the end of the proof.

B.5.1 The No-Subversion Equilibrium

Let us conjecture that users follow a cutoff strategy to join the platform at ¢t = 1if A; > Apr,
and that users will vote by majority for 100% transaction fees at t = 2. Analogous to (34),

the indifference condition for the marginal user to join the platform at ¢ = 1 takes the form

57U
N+ & (—ET)’

-1

(1 — 5T) 6(17’,7(3)7-6

/ZZET+A+%77£T;1® (7707;1/2 _ ZET) — k4 P— (37)

where 257 = /7. (AET — A) and U is the total transaction surplus given in (19). We

recognize from (19) that this total transaction surplus, U, is monotonically increasing in

user participation (i.e., a lower APT or 257).

We define
U

N+ & (—2FT)’

per = P — 07
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which is the effective cost for a user to join the platform by paying the token price and then

receiving the dividend payout. Then, we can rewrite (37) as
(1= b) etnme Pt (V2 BT — gy, (38)
and the objective of the developer in (9) as

7 = max per® (—ZET) + 07U — xN, (39)

or,peT N

subject to the indifference condition (38) of the marginal user.

From (39), it is apparent that the size of the developer’s stake is irrelevant for the fraction
of transaction fees the developer receives because it always recovers all transaction fees
through the token price, P. As such, keeping a stake of NV only incurs a proportional cost
XN, which is minimized at N = 0; as such, the developer will choose to hold 0 tokens or no
stake in the platform.

Notice now that (39) is essentially the same problem as that faced by the developer on
the equity platform, (4), in the case of no subversion and with pgr analogous to c¢. From
analogous calculations to those underlying (25), the optimal choice of pgr is the maximum
possible subsidy, that is, pgr = —k, in which case all users join and zf?7 = —oo and
U = A2 (=m0’ +m2)r g a1l users participate, then it is trivial to see from (39) that the
optimal transaction fee is 67 = 1, or 100% transaction fees.

With the equity platform, the subsidy ¢ could not be lower than —ax because of oppor-
tunistic individuals. Here, because the actual price users pay when they all participate when
5y = 1is P = eAta(ne)’+md)re® o per, the developer can choose pgr = —k provided that
P =eATa(@m® ) s 0 or A > logk — (@ —n)?+n?) 721 if P <0, in contrast,
then the developer’s profit, [I¥7 = P, is negative, in which case the developer would not
operate the platform. Choosing a zero stake, N = 0, also maximizes the value of dividends
in the token price P, which helps facilitate subsidizing the platform through a token price
discount.

Consequently, if A > AP =logr — 4 ((1 - n,)* + n?) 7.1, then the optimal policy of
the developer is to take a zero stake, N = 0, charge 100% transaction fees, and a token price

2 —1
A+ (A=n)?+n2)ret _ Consequently,

equal to the total social surplus of the platform, P = e
users follow a cutoff strategy at t = 1 as conjectured, albeit a trivial one in which all users
participate (i.e., A; > —00).

We now return to our assumption that users will vote by majority for 100% transaction
fees at t = 2. It is straightforward to see that users at ¢t = 2 will also follow a cutoff policy in
voting for transaction fees. Those with relatively high endowments, A;, will not want their en-

dowment taxed d7U; 5 (A;) to receive a smaller dividend, o7 sz Ui2¢ <\/T_€ (A— Al)) di, and
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consequently vote for zero transaction fees. In contrast, those with low endowments would
vote for the net subsidy the dividend provides. Consequently, those whose endowment is
such that 4; > AL, will vote for zero transaction fees while those with A; < AL will vote

for a transaction fee such that the marginal user is indifferent, or
I3 Uizt (Ve (A — A)) di

N+ (7 (A= Apr))
from which follows that, substituting with (18), (19), and N = 0,
exp ((1=1n,) Aly) = B [exp (1 - n,) 45)

which uniquely determines the voting cutoff A}ET It is then trivial to see that the bloc

Uia (A}ET) =0r + (1 =67) Uiz (AIET) ,

A; > AET] ; (40)

that votes for transaction fees will vote to maintain 100% transaction fees, or 7 = 1. By
Jensen’s Inequality, (40) implies that A}ET > F {Ai

for maintaining 100% transaction fees always passes by majority.

A; > A ET} , and consequently the vote

If instead A < ALP, then the developer cannot achieve the first-best equilibrium, and
not all users participate. Notice that, when A = AL the developer earns zero profit, that
is, II¥7 = P = 0. As the profit on the platform, by the Envelope Theorem, is increasing in
the platform fundamental, A, it follows that the developer’s profit is (weakly) negative when
A < AFB and the developer should shutter the platform.

Taken together, when the developer operates the platform, it achieves the first-best equi-
librium and extracts the full social surplus, and consequently obtaining the maximum rev-

enue, from the platform.

B.5.2 The Subversion Equilibrium

We now return to the issue of subversion by the controlling individual or group at ¢t = 2. We
first consider the case in which the developer does not retain a block of tokens and instead
users own all of the tokens. It is easy to see that in this case none of the users would vote
to take the subversive action because the action hurts every user by v and cannot generate
a higher payoff to compensate the user.

Then, we consider the case that the developer retains a block of tokens. It is clear that all
users will vote against subverting the platform because they lose not only half their dividend
from transaction fees but also the per-user cost of subversion, «; as such, the developer must
have at least a 50% stake to successfully subvert the platform.

Notice that the developer will subvert the platform at ¢ = 2 if it has a stake of at least
50% and if the dividend per token is higher with subversion than from transaction fees

10 (—25) U
N+®(=zED) = N+@(=25)
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where 25 = (/7. (2153; — A) is the normalized cutoff with subversion, which reduces to
whether v is larger than the average transaction fee
55V U
Y2
® (—2§7)
Analogous to (37), the marginal user’s indifference condition with rational expectations, in

anticipation of the subversion at ¢t = 2, is given by

]. —-1/2 U—|— @
(1 63 gotonre A (a2t o) =y P oo R CAD)
SV
(41)

where the key differences are the cost to each user from subversion 7 and the modified

dividend, which is the revenue from subversion at ¢ = 2. We define

_5SV2U+’YCI)( )

SV _
=P
Per = +7 N+ ® (—ZET)
Then (41) can be rewritten as
1 /
(L= 63") gelt e DAL (70— 2B = ket pY (42)

and the objective of the developer (9) when there is subversion is
5, = max ppn® (=257 ) + §SV U XNV, (43)
St.p N
subject to the indifference condition of the marginal user, (42).

Comparing (42) to (38), it is clear that users require more subsidization (a lower fixed
fee p3Y. than ppr) and a lower transaction fee (lower 63 than d7) to achieve the same
level of participation because users only receive half their transaction benefit when there is
subversion. In addition, the developer’s profit (43) is strictly lower than (39) for the fixed
fee (p3Y. = ppr) and transaction fee (67" = d7). This is because users require a discount to
the token price that completely offsets the revenue extracted from subversion. As such, the
developer earns less revenue for a given level of participation in the presence of subversion
and would prefer not to subvert. It can commit to this by retaining a stake N smaller than
50% of outstanding tokens. As the optimal stake without subversion is zero, the developer

will choose N = 0 to pre-commit to not subverting the platform at ¢ = 2.

B.6 Proof of Proposition 8
B.6.1 The Developer

We again assume users follow a cutoff participation strategy and that the cutoff endowment

of the marginal investor is A’IET The developer takes the optimal policies of the investor as
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given while internalizing the indifference condition for the marginal investor’s participation,

which is the analogue of (34):

p — %5TU+%<]. —S[> 5TU+S]’}/(I) (—ZIET) ks
B n+ N+ & (—zFT) ]7

—-1/2 1

(=) (1= ) et T g (a2 fT)

where the last term is the marginal user’s transaction benefit. This equation implies a

mapping between the token price and the marginal user 2F7. We define

%§TU -+ (1 — 8[) %5TU + 8[’}/(1) (—Z}ET)

P =
n+ N+ ®(—zFT)

+p7" = s, (45)

where pFT is a residual component unrelated to the token cash flow. As the developer sets
the token price, one may interpret p¥? as the markup charged by the developer. Then, (44)
implies that p¥? is the marginal user’s transaction benefit net of the participation cost:

-1

piT = (1—or) (1- %) eI AT AR T G (V2 ETY s (46)
Thus, the objective of the developer reduces to

I¥" = max pf” (n+ @ (—zgg)) + 5T1U + (1 —sy) 5T1U —syyn— xN,  (47)
67,N,pFT 2 2

taking n and s; as given. In particular, n is given by (46). Recall from the proof of
Proposition 7 that the developer’s revenue is strictly lower when there is subversion, that
is, s; = 1. By similar arguments to those in that proof, the developer retains a zero stake,
N = 0, to avoid the proportional cost, YN, and to pre-commit not to subvert the platform
itself.

Similar to the proof of Proposition 4, we can apply the implicit function theorem to (46)

to find that
dzIET

dpFT”

d;g = (1= B[ A, = 427

where E |U|Z;, A; = AIET] is the total transaction surplus of the marginal user, and express

the first order condition for the optimal choice of p¥T as

U/® (—=F7
o U g Cipps—an (48)
@ (=z") E [U|Ii, A = A}ET]
and for d as
<1—2)U+ <1_ﬂ>5 ﬂ_pETQS(_ZET) dzp" 0 (49)
2 2 ) T ET T ! by



Without the investor (i.e., n = 0), because U/® (—zfT) > E [U\L, A= A}ET] the developer
would choose the maximum subsidy and, as in Proposition 7, the developer would achieve the
first-best outcome. The presence of the investor even without subversion, however, precludes
the first-best subsidy, because the developer does not want to subsidize the investor (a less
negative pFT), and this reduces user participation. In addition, because p¥T is less negative

ET
and d;gT > 0, from (49) it also lowers the optimal transaction fee, §7. Because of the lower o1

and user participation and a positive n, the average platform dividend 67U/ (n + ® (—zFT))
is also lower. As a result, the developer’s revenue, the token price from (45), and user
participation are all lower in the presence of the investor. As subversion further reduces
developer revenue and user participation, these issues are exacerbated when the investor

subverts the platform.

B.6.2 The Investor

The investor takes the token price, which the developer sets, as given. Working backward, if
n > ® (—zfT), the investor has a large enough stake to subvert the platform at ¢ = 2, and
will do so if the dividend per token under subversion is higher than with transaction fees, or
s; =1 when v® (—zfT) > 16,U.

We now consider the optimal stake of the investor, n, at t = 1. From the FOC of (10) for

n when N = 0, the investor’s optimal stake is

n - 500U 4+ (1 — s1) 500U + s;7® (—2F7)
=

S -1, (= if
Y- PG (—2FT) , (= ifn>0), (50)

where zFT = /7. (AIET — A), and U is the total transaction surplus given in (19). Suppose

n = 0. Then substituting with (45), (50) becomes

ET
n S17Y — Pr .
— >y /14+=—— 1 (= ifn>0).
@(—ZIET)—\/+ P (= ifn>0)

As s;y > 0 and the optimal pFT is negative from (48) when n = 0, it follows that
\/ 1+ % > 1, and n > 0. Consequently, it must be the case that n > 0.
It then follows that the optimal policy of the investor is unique and, because the investor’s

program is concave in n, the investor earns a positive profit from buying tokens.

B.6.3 Subversion

Suppose that there is subversion by the investor. This requires that n > & (—sz) and
~® (—z[ET) > %5TU so that s; = 1. Then, from (50) this imposes that

1 orU
P<—T—+%,

8 (=) (51
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and substituting in (51) with our functional form for P, this implies

%5TU + ’Yq) (—ZFT)

1 orU
ET T g
—_ < — -
n+ ®(—zF7) e Y 8P (—zFT) + 4’
which, because n > ® (—2zF7), is satisfied if
3 1 U

prt <5y —

18D () )

Substituting p¥? with (46) and the definition of F [U 1Z;, A; = AFT| into (52), we arrive at

the sufficient condition:

. 3 1 opU
1= 6r) B UL, A; = AFT] < Sy+2n— o 53
By the envelope theorem, average transaction fees 3 <6TZT> are increasing in the platform
2

fundamental, A, from which follows v® (—2F") > 167U is satisfied when A is sufficiently
low. Similarly, the left-hand side of (53) is increasing in A while the right-hand side is
decreasing in A; the condition is therefore slackened when A is low.

It follows that subversion occurs when the platform fundamental, A, is sufficiently weak.
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Online Appendix of "Decentralization Through Tokenization"
Michael Sockin and Wei Xiong

In this online appendix, we provide proofs of propositions that are omitted from the main

paper.
C Additional Proofs to Propositions

C.1 Proof of Proposition 3

First, we establish that the cutoff for the marginal user, zZ,, is decreasing with + in the

subversion equilibrium. Applying the implicit function theorem to (32), we have that

¢(-=E ~1/2 —1 _

( Usv)e(lfﬂc)ﬂs ng+A+%7lng <I><77CT€ 1/27Z§JV> 1
—1/2 -
c € —

dzgv <I>((1*71c)7's 1/27251‘/)

- dLHS ’
dry LS
SV
where LHS is the left-hand side of (32). From the proof of Proposition 2, IS is positive

Zsv
in the lowest cutoff equilibrium. Furthermore, with some manipulation, one has that
7707;1/2 - ZEV)
-1

—1/2

o((-no)rs'?—28,)
CI)((l_nc),r;l/Z_ng)
,ZE B !
¢<(1i5)765172)zgv) et=ne)re P2y ~3(1-no)*re
) | —1
—1/2 ¢((1_”0)T;1/2—zgv>
(1 - nc) Te + q><(1_77c)7';1/2—z§v)

o((-nore 228, )

I VoI
B <I><(1 n) ¢<(1 g;/)_w _ ) —1<0.
—1/2 Tfe)Te  TEsv
(1 - 77c) Te + @((17776)75_1/2*55/)

—2E -1/2 1 -1
Me(lfnc)fs z§V+A+§n27—E (I)(

(1—n)re"? +

Consequently, it follows that % > 0.

Because 2%, is increasing in v, it follows that the participation constraint for the marginal
user is tightening in 7. As such, from (33), it follows that the critical AZ, at which breakdown
occurs with subversion is also increasing in 7.

Second, owner profit in the subversion equilibrium being decreasing in ~ follows from the
envelope condition that

v [1_0U o

0zE
|2 % — (v — ak) ¢ (—z5v) (;yv +® (—z5,) -




Applying the implicit function theorem to (26), it follows that

025, 1 1
0 T (g 2 )

@ (WCT;1/2 _ng>

. 0zF
and, by using (23), we can express 5~ as

= > 0.
oy v 06
Substituting this expression into %, we arrive at
av 1.0U 0zk,1—6
R e P . _E SV - v d
d’}/ 2 az‘g‘v (fy a,‘q})qﬁ ( ZSV) 86 ~ + ( ZSV)

Substituting now the first-order necessary condition for the optimal choice of ¢ from (23)

1nto , it follows that

dVv 1
fyd —’yq)( st) 2(1—5)(].

Note that for all users that join the platform, it must be the case that

(1 — 8) edmeddetneAtanire ' (n 172 - 2B)) > (1—a) i+,

DN | —

which by integrating both sides against the population density of users, ¢ (\/T_6 (A; — A))

for A; > AE,,, we arrive at

ST > (L-a)s+7)®(~2F). (54)
and therefore
av E
fyd— <P (—z2hy) (A=) +7) @ (—25) = —(1—a)k® (—2z§,) <0.

Therefore, % < 0.

Finally, note that total social surplus with subversion is given by
since all surplus at ¢t = 2 is destroyed by subversion. It is straightforward to verify that

2.dU, 2 (—:B)o(—f) o) o(W-m)rt” 25

U dzgv U ) <—ng) d <T]C7-5_1/2 - ng) d ((1 - 7]0) 7_5—1/2 . ng) .
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25@(—,25‘/)

When the social surplus is non-negative, it follows that 7

< 1, and consequently

2ty (k) o(nr ) o(0-mrtt o)
Udzg, @ (-25,) ¢ (UCTE_W B ng) o ((1 )2 ng) ;

o(=z)
' P(—x)?

when the social surplus is positive, it is increasing in user participation.
Note now from (54) that

since the hazard function for the normal distribution

is increasing in z. Consequently,

761)( zSV)§ (1-6)U— (1—04)/<L(I>( zSV)

N | —

from which it follows that
1
V:§5U+(’y—om)®( z§y) < U—K@( z5y)

so that the owner’s total profit is (weakly) less than the social surplus from the initial period.
Consequently, subversion destroys the owner’s profit at ¢ = 2 and delivers, at best, the total
surplus at date 1. Furthermore, if the social surplus is negative, then V' < 0. Consequently,

if the platform operates, it must be the case that Uy > 0, and therefore the social surplus is

E
decreasing in zE,. As d;i" > 0, it follows that the social surplus is also decreasing in 7.

C.2 Proof of Proposition 5

Our comparison of the two different platform funding schemes will eventually simplify to
the observation that the token-based scheme represents a constrained revenue optimization
(only a fixed fee) compared to the equity-based scheme. We begin with the first part of the
proposition.

We begin with the case of no subversion under the equity-based scheme and compare user
participation. Suppose that A is sufficiently high so that there is no subversion, A > A We
begin with user participation. We first recognize, from Proposition 2, that we can express

(26) when there is no subversion as
e1=me)Te V2B At it o (77c Te 172 _ ZE) =K+Dp,

where
(1—a)k
=—"——K
P="1"5
is the implicit token price of participation on the platform. From Proposition 4, (8) reveals

that

T A g (S T) = g P
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Now consider a perturbation of the owner’s profit on the token platform, I17, with respect

to the participation cutoff 27 :

L
¢ (—=2T) d="

O (T B ¢ (mra P — 2T
N 0 ((—jT)) (=n.)7 - P EncTsl/Q _ zT>>

_ —-1/2 T 1.2 -1 _
e BT At g (712 T _ P,

which at the equity-based scheme cutoff z¥ where P = p reduces to

™ 1—-0 dv’
H (Z ) (I —a)ke(—2T) d2T o=
¢ (—2") ~1/2 _ ¢ (770751/2 B ZT) a—9

= "= + ,
s T (nret?=2r) ) 1-e
where 0 is given by Proposition 2. Substituting with the FOC for §, (27), we recognize that

5(4%%W”ﬂ 4@w*9m¢7)+awbﬂ>

o=f_ o Al @m””ﬂiﬂlmlﬁU <0
— _ P(N.Te —z
(1-a) <(1—m)751/2— ¢(Z—/_E)>
because § > 0, we arrive at
ot ()
HEn) = S (ammgm -

d (7767';1/2 - zT>

@(nchl/z—zT) ‘I’((l—nc)T;1/2—zY) U

1z .
e

When H > 0, then 27 > 2P, and participation is higher under the equity-based scheme,
while when H < 0, then 27 < 2z, and participation is higher under the token-based scheme.
The first term of H is positive in the low cutoff equilibrium and strictly decreasing from
(00,0) for P > 0, while the third term is negative and decreasing in 27. The LHS is then
strictly decreasing in z¥ from oo to a negative (potentially improper) limit, and there exists
a unique z** such that H = 0. Furthermore, by the implicit function theorem, 0H/0A > 0
since d, and consequently, the third term in H is decreasing in A, fixing 27, that

dz*  O0H/0A

iA = “amjor Y
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Since the equilibrium 2% in Proposition 2 is decreasing in A, while 2*** is increasing in A, it
follows that there exists a critical A*** such that, for A > A**, zF < 2** and consequently
H > 0. As such, when A > A**, 2F < 2T and participation is higher under the equity-based
scheme. In contrast, if A < A**, then z¥ > 2** and 2 > 27, so that participation is
higher under the token-based scheme.

Therefore, when A is sufficiently high, A > max {A*E , A***} , user participation is higher
under the equity-based scheme.

We next consider developer profit. Under the equity-based scheme when there is no

subversion, the owner maximizes

¥ = sup 06U + c® (—zE) ,
d,c
where U is the total transaction surplus. In contrast, under the token-based scheme the

owner optimizes
7 = sup P® (—zT) .
P

Because the equity-based scheme can always choose 6 = 0 and ¢ = P, it follows, by re-
vealed preference, that the developer’s profit must be (weakly) higher under the equity-based
scheme. This inequality is strict once we recognize that the token price is equal to the trans-
action surplus of the marginal user minus the participation cost, while revenue scales with
the total transaction surplus through the variable fee, ¢.

Finally, we consider social surplus. Social surplus under the equity-based scheme without

subversion and the token-based scheme are both given by
Up=U—krd(—2),

where z is 2% under the equity-based scheme and z” under the token-based scheme. It is

straightforward to see that

L, we(x)e(-z)  O(nroz) e(0-n)rt )

Ud: U @(-2) g (7767_;1/2 B Z) o <<1 )M Z)

< J—
< 0,

since Uy > 0 implies that U > k& (—ZS ) and the hazard function of the normal distribution

d(=x) : : . .
¢((7f3)) is increasing in z.




Note that Uy > 0 under the equity-based scheme or else
0>U—k®(—2) > U — k® (—2) =117,

and owner profits would be negative, which cannot be optimal because the owner can always
choose not to launch the platform.

Similarly, integrating the participation constraint for users, (34), we also have that
U>(k+P)®(=2") > rd (=2"),

as required. Consequently, Uy > 0 and dd% < 0.

Because % < 0, the platform with higher participation has a larger social surplus. It
then follows that, for A > max {Af , A***} , the equity-based scheme also leads to a larger
social surplus.

We now turn to the second part of the proposition. Notice that for A < max {Af , A***} ,
the token-based scheme has higher user participation than the equity-based scheme without
subversion. As subversion only lowers user participation from Proposition 3, it follows that
user participation is higher with the token-based scheme for A < max {Af, A***} .

With regard to social surplus, we recall from the arguments above that social surplus
is increasing in user participation when the surplus is non-negative. From Proposition 3,
social surplus is nonnegative when there is subversion, and from above it is non-negative on
the token platform. As such, for A < max {Af ,A***} , social surplus is higher under the
token-based scheme because user participation is higher than under the equity-based scheme.

Finally, we consider developer profits. Notice that the developer’s profit is always higher
with the equity than the token-based scheme in the absence of subversion. We therefore con-
sider the case of subversion. From Proposition 3, developer profit is decreasing in . Further,
the subversion threshold AZ is increasing in v because being able to extract more from ex-
ploiting users makes subverting the platform more attractive. Consequently, for sufficiently
large v (that is, v > 7* (4)), A < AE and developer profit is higher under the token-based

scheme.

C.3 Proof of Proposition 9
C.3.1 Equilibrium Without Strategic Attacks

We first consider the equilibrium when there is no strategic attack at t = 2. Recall that U is
the total transaction surplus on the platform.

We begin with the continuation problem of validators who earn value, V},, which solves

srje; | €1 Zj’;éj €

V), = sup {#5@]‘(] (ATC (5T)> - 56;},
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where again U (ATC ((5T)) = f;{;c Uid (ﬁ (A — Are (5T)>) di and ér is given in (14).
The FOCs for the optimal fee and effort of each validator, 01 ; and e;, respectively, satisfy

i 0 U(ATc(éT)) — 0,

U (ATC <6T)> + 6_7‘ + Z]’#g ej/ 6T7j 8(5T

214 &
<€j + Zj’;éj 6j/>

With some manipulation, we obtain

; 0 N ori — 0
% U (Aro (7)) =T —¢ = 0.

52,0 (Are (61)) + o
20T, ( ( )> ej+ ey 00T €+ L €

e;j S 0
¢+ 2y ey 001

€; ~
<5T — m(ST,j) U <ATC' (5T)) —f (ej + Z €j/) = 0.

J'#i

U (ATC (5T)) n U (ATC (5T)) _—

Similar to the case of utility tokens with token price P, the cutoff Az is again based on

the indifference condition of the marginal user
(1 - 5T) E |:UZ|I, Az = ATC] =K+ P,
although now there are transaction fees paid to validators. In a symmetric equilibrium,
dr; = 07 and e; = e, and it follows that
M

5T = - N ) (55)
% log U (ATC (5T))

A 107U (ATC (5T))
M? ¢ '

Notice that as 67 — 1, Ape (07) — oo (no user participation) because users get zero
benefit from the platform. As a result, the denominator of dr in (55) diverges to —oo, which
would imply that §7 — 0. As such, d7 has an interior solution, ér € (0,1).

The continuation utility of all validators is then

or ~
Vi =v; (M) = WU (ATC (5T)) ; (57)
where v; (M) is a function of the number of validators M. From the outer optimization of
(15), validators join the platform as long as V; > n, from which follows that the number of
validators M solves

M : max{m :v; (m) > n}. (58)



As v; (m), given o7 from (55), is decreasing in M, it follows that there is an interior choice

of M.
From (56), the total effort supplied by the M — 1 validators is

iV 1)2 5rU (ATC (5T))
M ¢ ‘

Provided that the Hessian of the optimization program for validators is globally negative def-

E*:(M—l)e:< (59)

inite at a symmetric equilibrium, the optimal policies recovered from the FOCs are sufficient
and constitute a symmetric Nash equilibrium.

Finally, we consider the incentives for the rogue validator to deviate from honest vali-
dating and engage in a strategic attack. Taking the strategies of the other M — 1 validators
as given, the rogue validator does not find it profitable to attack the blockchain if the net

revenue from the attack is less than the net benefit from honest validating, v; (M), or

10 (v (A= Age)) — € —1)e < 30 (Are (51) (60)
Given (59), we can rewrite (60) as
7 < %%E |:Ui (A) |4; > Arc (5T)} ) (61)

where %E [Ui (Ay)
action fee %%E [Ui (A;)

2
(M—1)241
M

follows that the right-hand side of (61) is increasing in A. Consequently, by continuity, there

A; > ATC} is the average transaction fee. Notice that the average trans-

A > ATC} is increasing in the platform fundamental, A. Simi-

larly, because is increasing in M for M > 2 and M is, in turn, increasing in A, it
exists a critical level of the platform fundamental, A%, such that the rogue validator does
not have an incentive to deviate and attack the blockchain if A > A%...

As such, if A > A%, it is a Cournot-Nash equilibrium for all validators to choose their
optimal policies according to (55), (56), and (58), and the rogue validator does attack the
blockchain.

C.3.2 Equilibrium With Strategic Attacks

We now construct a Nash equilibrium with attack, which may occur when A < A%.~. In this
equilibrium, the rogue validator attacks, and, if the attack is successful, the other M — 1
validate to collect transaction fees only at t = 1. We will search for an equilibrium in which
the attacking validator and the honest validators follow mixed strategies over a potential
continuum of effort levels and transaction fees. Let the user cutoff in this equilibrium be

ATCS, for which we will later derive the identifying indifference condition.
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For a given level of transaction fee drg charged by all honest validators, let 1—7, (e, | d75)
be the CDF that the rogue validator exerts effort less than or equal to e, = ijll e;r, with
support e, € [e,, €, . Similarly, let 1—m7p, (e | d7g) be the CDF that all honest validators exert
a symmetric effort less than or equal to e with support e, € [e),, €,] .We will derive the effort
intervals and show that all honest validators indeed choose the same level of transaction fee,
0rs, and find it optimal to follow the coordinated effort level.

We proceed with the derivation of the equilibrium in four steps.

Step 1: Optimal Trasaction Fees and Effort of Honest Validators

When the rogue validator engages in a strategic attack, it does not participate in honest
validation of transactions at either date. We again begin with the continuation problem of
validators who earn value, Vj:

1 1-—-m, €; A !
e o L (54152 et (s t0m) 0} -]

07,5,€;

where 1 — 1, = 1 —m, (Zj\gl ej/> is the probability the strategic attack fails, given the
total effort of the honest validators Zj\gl ejr. The FOCs for the optimal transaction fee and

effort, dr; and e;, respectively, are then

e 0 dlog m,
= I+ —=—0 ] A - 2
. 2 — Ta €
0 = 5 <5Ts ToT S 5T,J) U <ATCS (drs) ) <€] + %; ejr )
10m, A
2 a ej(STJU <ATC'S (5TS)> s (63)

where U (ATCS) is the total transaction surplus when the user cutoff is ATCS. As the rogue
validator mixes over a continuum of efforts with an atomistic probability on the interior of
7a (€), 74 (€) is differentiable so that a small change in effort by one honest validator does
not change whether a strategic attack is successful. Imposing symmetry, that is, dr; = drg
and e; = e, we can then rewrite the FOCs (62) and (63) as

1 0

L+ = qors (a&m

) 1 om,
1ogU(ATC<5TS)>—2_7T 65725) = 0, (64)

——e

2—nm, M -2 1 Om,
2 M-1 2 oOe

) SrsU (ATC (5TS)) —¢(M—1)e = 0. (65)

In addition, we require that honest validators are indifferent about mixing over different

effort levels, (§7;,€;) . Imposing symmetry among honest validators gives that V;* (§7g,€) =

9



Vi, = vy, (A) for a certain function vy, (A), which is independent of their effort:

2—m, O A
Vhs <5T5‘7 6) == 9 MT_S 1 U (ATC’S <5TS)> - fe = Up, (A) . (66)
This holds true if 7, satisfies
2

Mg =2 —

~ ((M - 1) Uh, (A) + gea) ) (67)
drsU (ATCS (5Ts))

where again e, = (M — 1) e for the rogue validator to overrun the honest validators.
Let us conjecture that 8‘957;‘; = 0, so that 7, = 7, (€,) . Then d7sU (ATCS (5TS)> is already

optimized with respect to d7 ; from the first order condition, and consequently it follows that

Omg —

o =0 by the envelope theorem. The optimal dps = d7; from (64) is consequently the

same as in the case without a strategic attack (when e; = e)
M -1
% lOg U <ATC (5TS))

ors = —

Y

regardless of the effort that either honest validators or the rogue validator exert, which

confirms the conjecture.

Imposing symmetry (i.e., 07, = 07 and e; = e) and substituting (67) into (65) lead to

2—7 €; 1 Orm "
N ops — ——d——br | = 539505 | U (Are (51)) =€ [ e+ 3 ey
< 2 (TS €+ D s e TJ) 23, TJ) ( el T)> §<6J+ €j>

J'#5
= (M —2)u,(4),

which implies that honest validators are indifferent to any level of effort if v, (A) = 0.
Consequently, if v, (A) = 0 in (67), then

28eq
orsU (ATCS (5Ts)>

Mg = 2 —

) (68)
and honest validators are indifferent to mixing over any level of effort.
We next derive the support of honest validator effort. Notice that if 7, = 0, then

validators prevent a strategic attack with probability 1, so honest validators do not need to

supply higher effort. Imposing 7, > 0 delivers the upper bound on rogue validator effort:

orsU (ATCS (5TS))
: .

eagéa:

10



Similarly, because m, < 1, this imposes the lower limit on rogue validator effort:

orsU <ATCS (5Ts)> 1
€q = €y = = S€q.
2 2

Taken together, honest validators earn continuation utility V;° = 0, and the rogue val-
idator mixes between effort levels e, € [e,, €,] with CDF 1 — 7, (e,) .
Step 2: The Rogue Validator

The rogue validator maximizes the objective

ve=sup (1-m (57 ) ) 7@ (v (4= dires 629))) - e

€a

€a

M—1
exert collective effort less than e,.

where 1 — 7, ( ) is the probability that the attacks succeeds, that is, honest validators

For the attacking validator to be indifferent to mixing, we require that its net profit be
the same for all effort levels, that is, V (e,) = V' (€}) = v, (A), or

<1 — T (Mei 1)) v P <\/T_E (A — Arcs (5TS)>) —&eq
_ (1 — <M€é 1)) v® <\/T—E (A — Arcs (5Ts)>> — &e,,

from which it follows that

Th (]\/[eél> — Th (z\/fil) _ 1

By taking the limit as ¢’ — e, we obtain
dmp(e) (M —1)
de vP <\/7'—e (A - ATCS (5Ts)))
which, because V* (e,) = v, (A), has a solution:
va (A) + (M —1)e
v P (\/T_e <A - ATC’S (5Ts>>> |

For the rogue validator to be willing to mix with these probabilities, given 7, (¢), then
playing e, = (M — 1) e must be the best response. Notice that the FONC for the optimal

me) =1— (69)

e, 18

IR g (7 (4 dres (500)) ) ~ =€ -6 =0
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which confirms that exerting effort e, is also a best-response when honest validators mix
with probability function 7, (e) .

Notice from our solution for 7, (e,) that the rogue validator will never supply effort

above €,. As such, honest validators will never supply effort above €, = %, and that
7y (€n) = 0. Imposing 7, (€,) = 0 in (69) implies that
Vg (A) = 7@ (\/T_e (A — Arcs (5Ts))> — 0psU (ATCS (5TS)> , (70)
and substituting (70) into (69), (69) reduces to
orsU (ATCS (5TS)> —§(M —1)e
™ (€) = . (71)
v P <\/T_e (A — Arcs (5TS))>
As the minimum effort the rogue validator will exert is %éa, it follows that e, = % Méjl, and

5TSU(ATCS(5TS)>
290 (/7 (A=Arcs(ors)))
Given the mixing conditions and (70), the continuation utility for the rogue validator is

there will be a masspoint at e, with mq (¢,) =

V5 =~d <\/T_6 <A — Ares (5TS)>> —opsU <ATCS (5Ts)> , (72)

which is non-negative assuming that a strategic attack at any level is expected to be prof-
itable. Consequently, the rogue validator earns continuation utility V°, and honest validators
mix between effort levels e;, € [%éh, éh} with CDF 1 — 7, (e).

Step 3: The Number of Miners and Indifferent Condition of Marginal Users

In deciding whether to join the platform as a validator, each potential validator faces
two possibilities: with probability A, one of the validators becomes rogue and induces a risk
of a strategic attack with the honest validators receiving a continuation utility of V}, = 0,
while the rogue validator receiving V.* given in (72); with probability 1 — A, there is no rogue
validator and the equilibrium is the same as derived in Case 1 with all validators receiving
Vi, given in (57). The requirement that the expected continuation utility from validating

exceed the fixed cost of joining the platform then imposes
M s max {m : w; (m) = 7}
where given Vj, and V,° in (66) and (72), respectively,
wy(m) = (1= ) Vi + AV, (73)

which determines the number of validators that initially join the platform.
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We next derive the indifference condition of the marginal user that determines the partic-
ipation cutoff Apcg. Our characterization of the mixed strategy attack equilibrium implies

an unconditional probability of a successful attack pg that is given by

ps = mle)t [ (011 a0~ m(e)

€h

orsU <AT(JS (5Ts))
290 (7 (A= Ares (6r)) )
2% (1 M) o eprone
94 <\/T—e (A — Ares (5Ts))) /eh : drsU <ATCS (5TS)>
orsU (ATCS (5TS))
19 (/7 (A= Aros (6r5) ) )

Notice that pg € (0, 1) provided that selling user data is more profitable than total transac-

+

3
1 (74)

tion fees.
Given that users anticipate the mixing behavior of the validators, the indifference condi-

tion of the marginal user is then given by

2 — «
(]_ — 5TS) 2pSE UZ|I, Az = ATC’ =K+ psy+ P. (75)

Step 4: Optimality and Feasibility of a Strategic Attack

We next establish conditions under which a strategic attack by the rogue validator is
more profitable than deviating and being an honest validator, that is, V5 > V;*', where
V%" is the continuation utility if there are instead M honest validators, taking the optimal
policies of the other M — 1 validators as given. The deviating rogue validator solves for a

given level of effort supplied by the M — 1 honest validators:

€q

V5" (e) = sup {e gy 1)65T’aU (ATC( ’TS)> — §ea},

5T,a’ea

taking as given the symmetric effort and transaction fees, e and drg, of the other M — 1
validators. In the above, §7¢ is the actual transaction fee given that the rogue validator
may choose a different one from the other M — 1 validators, and d7, and e, are the best
responses of the rogue validator when the honest validators play (drg, €) . From the objective,
the rogue validator internalizes that there is zero probability of a strategic attack. Users now
join following a cutoff strategy with cutoff endowment Arc (0/g) , as they are competitive

and anticipate the deviation by the rogue validator.
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With some manipulation, the FOCs for the optimal transaction fee 47, and effort e,

imply that
5 o+ (M —1)e 1
Ta — N , )
Ca ﬁlogU (ATC( TS))
1, ~ , 1
Cq = g 5TSU (ATC (5TS)> + - (M - ]') e.

5 -
86T5U (ATC ( ITS))
Substituting these optimal policies into the maximized objective function and taking expec-

tations over the effort of the other honest validators, it follows that

VS = €M -1) (th @)+ [ a1 -, <e>>) — 85U (Arc (679))

= <5TSU <ATCS (5TS)>>2 &2 (M —1)? o P
40 (7 (A= Arcs (619))) e (v7e (4= Ages (0r9))) / e~ 850 (Are (3rs))
(5rsU (Are (6529)))

- g )) - 5/TSU (ATC( ,TS)> )

7@ (7 (A= Aros (31s)

where we recognize that the mixing CDF 1 — 7, (e) and the maximum effort level €, are

their equilibrium values. It then follows that
Vo=V = 40 <\/7Te (A — Arcs (5TS))> —dpsU (ATCS (5TS))
5 <5TSU (ATC ((5TS)>)2

+0sU (Are (9s)) — o W P (76)

For (76) to be non-negative implies that

575U (Arc (97s))
vo> (11— - orsE [Ui (4;)
orsU (ATC (5TS)>

A; > Ares (5Ts)] )2 :

A; > Apes (5TS)] (77)

+% (rsE Ui (4)

Notice that the total transaction fees are higher when the rogue validator deviates, or
o U <AT0 (5}5)) > opsU (ATC (5TS)> , because there is no strategic attack and because

more users join the platform in anticipation of no attack (i.e., Arcs (0rs) > Arcs (0ps)).-

85U (Arc ()

575U (Arc(drs))
)

v > & <5TSE [Ui (A)

This implies that 1 < . As a result, it is sufficient that

A > Arcs (Ors) } ) i ;
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or

5
v > \/;5TSE |:Ui (A;)

for (77) to be satisfied.

In addition, feasibility of a strategic attack equilibrium requires that ps € (0,1), or else

A; > Arcs (5Ts)] , (78)

the equilibrium is degenerate. That pg > 0 is trivial. Given our expression for pg from (74),

this also imposes that

3
V2 Zl(sTSE |:Ui (As)

A; = Arcs (9rs) | (79)

Because \/g > 3 it follows that it is sufficient that (77) is satisfied for (79) to be satisfied.
Consequently, (77) is the binding constraint.

As the right-hand side of (77) is the average transaction fee, which is increasing in A by
the envelope theorem, it follows that a mixed strategic attack equilibrium exists when A is
sufficiently low. By continuity, there exists a critical A, A}.g, such that a mixing strategic
attack equilibrium exists if A < A%,¢. It then follows that the platform is susceptible to an

attack when A is low and the platform is sufficiently weak.
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