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ABSTRACT

This paper explores the realities of disclosure risks in the current big data landscape, examining 
implications for individuals, society, and the evolving ethical landscape. One these realities is 
pervasive use of dark patterns in data collection.  Dark patterns  are user interfaces crafted to trick 
users into doing things against their self-interest such as compromising their privacy. This 
has sparked significant ethical and legal debates on balancing confidentiality & privacy 
obligations with the need for precise research data. Thus, this paper seeks to shed light on the legal 
and ethical dilemmas of these disclosure risks arising from the intersection of data privacy, 
statistical data usage, and the employment of dark patterns, such as the possible insufficiency 
of existing data protection measures and their possible obsolesce in the age of big data.
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1. Introduction:

In 2012, Steve Lohr of the New York Times welcomed the general public to the age of Big Data (Lohr 2012). 

He touted many of the advances and changes, that we barely notice today, such as the rapid gathering of 

information by social networks and their processing of said information in new ways to gain increasingly 

valuable insights. Lohr did not mention that some  of this gathering of data may be harmful such as 

emergence of dark patterns for the massive collection of personal information. Prior to the emergence of 

big data into the public eye, Solove already pointed out that we leaves traces of information whatever we 

do and wherever we go (Solove 2004). The emergence of big data, means that it is more likely that these 

information traces will be collected, shared, processed and in a sense monetized, which makes preserving 

privacy much harder.  

2. Literature Review

2.1  Dark Patterns 

Harry Brignull coined the term dark patterns in 2010.   He defined  dark patterns as “A Dark Pattern is a 

manipulative or deceptive trick in software that gets users to complete an action that they would not 

otherwise have done, if they had understood it or had a choice at the time. For example if you have a 

button that functions as a “Yes” when clicked, but through the use of placement, colour and trick wording, 

it appears to say “No”, then many users are going to be caught out.”  Mathur et. al. (2021) in their review 

of literature on dark patterns have identified at least 19 different definitions of dark patterns. Beyond, 

these definitions and conceptual frameworks, the main purpose of a dark pattern is to manipulate people 

to pay for something they otherwise would not purchase or surrender personal information they would 

otherwise keep confidential (Luguri & Strahilevitz, 2021). For this paper, we focus on the surrender of 

personal information.  

Kelly & Burkell (2023) have found that privacy dark patterns prevent users from making conscious, 

informed decisions about the management of their personal data which in turn exposes them to risks and 



harms. A large-scale experiment conducted by on census-weighted samples of American adults showed 

that mild dark patterns more than doubled the percentage of consumers who signed up for a dubious 

identity theft protection service, and aggressive dark patterns nearly quadrupled the percentage of 

consumers signing up (Luguri & Strahilevitz 2021).  

Numerous other studies have shown the effectiveness of dark patterns in manipulating individuals into 

surrendering their personal information such as  the  study concluded that dark patterns and privacy 

intrusive defaults, would nudge users of Facebook and Google, and to a lesser degree Windows 10, toward 

the least privacy friendly options to an unethical degree (Forbrukerrådet, 2018a).  Utz et. al. (2019) in their 

analysis of a random sample of 1,000 Consent Management Platforms (CMPs) found  that at least 57.4% 

used dark patterns to nudge users to select privacy-unfriendly options, and that 95.8% provide either no 

consent choice or confirmation only. Nouwens et. al, (2020) also found less than 12% of the design and 

text of the CMPs used by the top 10,000 websites in the UK to be compliant with EU law. Tahaei et. al 

(2022) showed that 77% of free apps have an ad library, which in turn allows advertisers to collect and 

track user data across a wide variety of applications. The defaults configurations of these ad networks are 

set to maximize data collection and may have dark patterns (Mhaidli et. al. 2019). In fact, a review of 4 

popular ad networks showed the use of dark patterns to nudge developers to choose personalized ads 

and share more data, rather than giving developers a chance to make informed choices (Tahaei and Vaniea 

2021). Di Geronimo et. al. (2020) found that 95% of 240 popular mobile applications contained one or 

more dark patterns and, on average. Popular applications contained an average 7.4 dark patterns. Finally, 

Hidaka et. al. (2023) found that 93% of 200 popular Japanese mobile applications contained one or more 

dark patterns.  

Dark patterns pervasiveness and impacts may be still understated. There has been little attention paid to 

their presence on the internet of things (IOT) as most of the studies on dark patterns have focused on 



websites and applications. Kowalczyk et. al. (2023) found at least 3 unique dark patterns in all 57 Internet-

of-Things (IoT) devices studied and on each IoT devices contained an average of over 25 dark patterns.  

The pervasiveness of these dark patterns is illustrated by a recent study conducted by Marti et. al. (2024), 

which that each volunteer had an average of 2,230 companies sharing their data with Facebook and some 

volunteers had over 7,000 companies providing their data. The relationship between dark patterns and 

disclosure risks needs to be closely examined given the prevalence of large private databases containing 

personal information coupled with growing sophistication of algorithms to match those databases to data 

released by the government and research institutions (Hotz et. al. 2022).  

2.2 Disclosure Risks  

Disclosure refers to identification which is the association of a known individual with a particular 

microdata record or attribution which is the association of information in a micro-dataset with a particular 

individual. Although disclosure may seem difficult for an isolated dataset with supposedly “anonymized” 

data, re-identification can be performed by linking public records such as voter registration records, with 

de-identified data (Dwork et. al. 2017). In a highly cited study, Rocher et. al. (2019) found that 99.98% of 

Americans would be correctly re-identified in any dataset using 15 demographic attributes. These 

demographic attributes are contained in thousands, possibly tens of thousands of databases, many of 

which can be easily purchased or leased.  

Previous disclosure avoid measures relied on protecting data with noise by imagining what ‘sensitive’ 

values an attacker would want to target, attack methods and databases that would reasonably be used 

(Oberski & Kreuter 2020). Groshen & Goroff (2023) have pointed out that many previously adequate 

disclosure avoidance procedures now leave people at risk for re-identification due to the ease of finding 

personal information due to the internet. 

There are numerous studies that have re-identified in whole or in part, supposedly anonymous data sets 

ranging from the  New York Times revelation of the identity of AOL user no. 4417749 to Narayanan & 



Shmatikov (2008) using a de-anonymization methodology for sparse micro-data to successfully identify 

the known Netflix users in a dataset publicly released by Netflix.  Even datasets with strong anonymization 

measures are not immune. Abowd et. al. (2023) using only published data, found that an attacker could 

verify all records in 70% of all census blocks, equivalent to 97 million people for U.S. 2010 census. 

3. The Ethical and Legal Frameworks  

Hasan et. al (2020) have pointed out that privacy and protection of data is one the biggest critical issue of 

big data services. In addition to any legal obligations to do so, many researcher routinely promise 

anonymity to subjects who participate in studies or surveys (Heffetz & Ligett). These promise of anonymity 

hold immense value to respondents, as a survey by Hotz & Slanchev (2017) showed that 79.5% of 

respondents cited confidence in researchers to keep responses and information private” as the most 

important determinant for their participation in a hypothetical study.  

As a recognition of disclosure risks, datasets may be so extensively altered to limit disclosure risks (e.g. 

noise added), subject to onerous conditions for release or simply data may not be released at all 

(Muralidhar & Palk 2020; Hotz et. al. 2022; and Groshen & Goroff 2023). These conditions or limitations, 

constrict the spread of the data and presumably prevent valuable innovations or insights from occurring, 

thus begging the question, why did we bother collecting the data at all, if we are not going to use it for 

societal progress (Oberski & Kreuter 2020). Thus, a close look at the interaction between current and 

proposed regulations on dark patterns and disclosure risks is in order. 

3.1 Minimization of Disclosure Risks 

The United Nations General Assembly adopted the Fundamental Principles of Official Statistics in January 

2014. Principle 6 of which states: “Individual data collected by statistical agencies for statistical 

compilation, whether they refer to natural or legal persons, are to be strictly confidential and used 

exclusively for statistical purposes.” To minimize disclosure risks for confidential data, a variety of 

obligations can be imposed on a researcher such as the requirement for special sworn status by the US 



Census Bureau under Title 13, Section 23 of the U.S. Code. Ruggles et. al. (2018) critiques the process for 

this confidential access stating that among others, that most research topics ineligible since they are 

approved only if they benefit the Census Bureau, and the process is time-consuming and costlier than 

using public use data.  

The European Union (EU) also imposes a legal obligation on European Statistical System members to 

protect confidential data as contained in Chapter V of Commission Regulation (EC) No 223/2009 on 

European statistics.  Like the US Evidence Act, the EU has also implemented the European Data 

Governance Act (EU DGA). The EU DGA is a key pillar of the European Strategy for Data. A key feature of 

the EU DGA is the concept of data altruism, which is intended to allow easier sharing data based on their 

consent for purposes of general interest by individuals and businesses. Data altruism organizations will be 

monitored and supervised by the authorities competent for the registration of altruism organizations, 

established by each member EU state. 

These obligations to keep personal information confidential run in parallel to the various laws to protect 

personal information and privacy rights. Oberski & Kreuter (2020) enumerated several examples of 

legislative measures to increase the protection of personal information such as the 2018 European 

General Data Protection Regulation (GDPR), the 2017 Japanese Amended Act on the Protection of 

Personal Information the 2020 Brazilian General Data Protection Law and the 2020 California Consumer 

Privacy Act (CCPA), among others. The list is growing and the United States which already has an arguably 

robust patchwork for the protection of personal information, is looking into enacting a comprehensive 

Federal law on data protection or the American Privacy Rights Act.   

Philips et. al. (2017) notes that the recognition of the likelihood of reidentification, due in part to big data, 

has raised calls for the criminal penalties for unauthorized re-identification of anonymized information. 

At least two jurisdictions that impose criminal penalties on the re-identification of anonymized 

information. Section 48F of the Singapore’s Personal Data Protection Act 2012 criminalizes the 



unauthorized re-identification of anonymized information. Similarly, Section 171 of the United Kingdom’s 

Data Protection Act 2018 makes it an offence for a person knowingly or recklessly to re-identify 

information that is de-identified personal data without the consent of the controller responsible for de-

identifying the personal data. 

3.2 Regulation of Dark Patterns 

Dark patterns have been recognized as a distinct concept for over a decade, but it is only recently that 

legislation has been passed to regulate them. The Organisation for Economic Co-operation and 

Development (OECD) in its paper on dark commercial patterns (OECD 2022) doubts if market forces can 

address dark patterns alone and points out that at times the markets incentivize their use. In the U.S.A., 

states such as California regulate dark patterns. Section 1798.140.l of California Consumer Privacy Act 

(CCPA) defines dark patterns as a “user interface designed or manipulated with the substantial effect of 

subverting or impairing user autonomy, decision making, or choice, as further defined by regulation.” The 

Connecticut Data Privacy Act, the Colorado Privacy Act, and the Vermont Data Privacy Act  also regulate 

dark patterns. Prior to specific legislation enacted to combat dark patterns, the FTC has used the Federal 

Trade Commission Act, 15 U.S.C. § 57a(a)(1)(b) prohibiting unfair or deceptive trade practices, as the basis 

for penalizing entities that make use of dark patterns. The FTC’s September 2022 report, Bringing Dark 

Patterns to Light, details many of these cases.1 

In the EU, dark patterns are not specifically mentioned in the GDPR. However they may still  violate the 

fairness and transparency principle in article 5(1)(a), the accountability principle in article.5(2), data 

protection by design and default in article 25, the requirement to provide transparent privacy notices to 

data subjects  in  articles 12(1), 13 & 14), and the data subject rights in articles 15 to 22 of the GDPR. In 

2023,  the European Data Protection Board (“EDPB”) adopted Guidelines 03/2022 on Deceptive Design 

 
1 https://www.ftc.gov/reports/bringing-dark-patterns-light 



Patterns in Social Media Platform Interfaces: How to Recognise and Avoid Them. The EDPB Guidelines 

03/2022 only provide recommendations and guidance for the design of the interfaces of social media 

platforms, thus limiting both its scope and enforceability.  

The recent EU Digital Services Act (EU DSA) which recently came into effect last 17 February  2024, adds 

to the regulatory framework for dark patterns. The EU DSA covers all intermediary services that offer their 

services to users based in the EU, including online platforms such as app stores, collaborative economy 

platforms, and social media platforms. Article 25 of the EU DSA stipulates that providers must not design 

online platforms in a deceitful manner that would impair recipients’ ability to make free and informed 

decisions such as promoting certain user choices over others; repeated requests to the recipient to make 

a choice which has already been made; and termination of the service being made more difficult than 

initial subscription or sign-up. 

EU regulators have already been acting even prior to the implementations of the EU DSA and the EDPB 

Guidelines on Dark Patterns. In C-252/21 Meta Platforms Ireland and Others v. Bundeskartellamt, 

the Court of Justice of the EU found that to sign up for Facebook, users have to consent to a user-

agreement that allows the Facebook to track their movements across the web by using off-Facebook data 

or online data outside Facebook.2 The CJEU also found that there is no mechanism to separately consent 

for the processing of data within the Facebook social network and for the off-Facebook data. Due to the 

absence of these separate consent mechanisms, the consent of users to the processing of off-Facebook 

data must be presumed not to be freely given. This is a form of bundled consent, and while the CJEU did 

not specifically mention dark patterns or deceptive design patterns in its decision, regulators in the UK 

have labelled it as a harmful online choice architecture practice.3  

 
2 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62021CJ0252 
3 https://www.drcf.org.uk/__data/assets/pdf_file/0024/266226/Harmful-Design-in-Digital-Markets-ICO-CMA-
joint-position-paper.pdf 



Similarly, France’s Commission Nationale de l’Informatique et des Libertés (CNIL) imposed a fine of 

€60,000,000 on Facebook4 and  €150,000,000 on Google5 for making it more difficult for internet users to 

refuse cookies than to accept them. Tiktok was also fined by the CNIL for implementing advertising 

identifiers sans consent and for insufficiently informative cookie banners.6 CNIL penalized Voodoo for still 

processing personal information despite user refusal, information linked to the browsing habits for 

advertising purposes in contradiction with what it indicates in the information screen it displays.7  Ireland’s 

Data Protection Commission also found that TikTok used dark patterns such as Preselection, Visual 

Interference, and Forced Action, resulting in a reprimand and fine of €345,000,000.8 

While, most extensively studied in the United States and the Europe Union, regulators are noticing dark 

patterns worldwide. India has recently enacted guidelines prohibiting dark patterns. China has enacted 

the Personal Information Protection Law of the People’s Republic of China which prohibits big data 

swindling among other dark patterns. The Australian Competition and Consumer Commission issued the 

Digital Platforms Inquiry which tackled dark patterns among other issues.9 Even the Philippine National 

Privacy Commission has issued guidelines on deceptive design patterns. 

Despite the more comprehensive scope of EU law as compared with the United States, complaints by the 

FTC best illustrate how dark patterns increase disclosure risks in a relatively straight forward manner. An 

application or website uses dark patterns such as deceptive omissions or deceptive presentations to 

manipulate its users into sharing a large amount of personal information, this personal information is then 

sold or shared to data brokers. As the means used to gather this information was a dark pattern, the 

 
4 https://www.cnil.fr/sites/cnil/files/atoms/files/deliberation_of_the_restricted_committee_no._san-2021-
024_of_31_december_2021_concerning_facebook_ireland_limited.pdf 
5 https://www.cnil.fr/en/closure-injunction-issued-against-google 
6 https://www.cnil.fr/en/cookies-cnil-fines-tiktok-5-million-euros 
7 https://www.cnil.fr/en/mobile-games-closure-injunction-issued-against-voodoo 
8 https://www.edpb.europa.eu/system/files/2023-09/final_decision_tiktok_in-21-9-1_-
_redacted_8_september_2023.pdf 
9 https://www.accc.gov.au/system/files/Digital platform services inquiry.pdf 



manipulated individual often has little or no idea that they were a victim of this manipulation, and their 

data is being spread far and wide. Notable examples are the FTC complaints against GoldenShores 

Technologies, LLC,10 PaymentsMD,11 and  X-Mode Social.12 In the EU, for example, the CNIL has also fined 

other companies for failing to properly secure consent or other legitimate basis for processing personal 

information, such as Foriou,13 and Hubside.Store.14 

3.3 Sale of Personal Data and Data Brokers 

The sale and exchange of data is global in scope, yet laws and regulations on the sale of personal data and 

data brokers vary widely if there are any specific laws at all in each jurisdiction. In the EU, the GDPR is very 

limited on provisions regarding the selling and trade of personal data. Generally, consent and explicit 

consent may be used as the legal basis for said sales. However, Ruschemeier (2023) argues that most data 

brokers are not compliant with the GDPR, due to the fundamental problems of obtaining informed 

consent in digital environments and the need to balance this against the legitimate interest as a basis for 

the lawful processing of personal data. In the United States, there is no federal regulation that 

comprehensively regulates the sale of personal data. Muralidhar & Palk (2020) previously highlighted the 

unusual discrepancy between strong privacy obligations for the government and nearly nonexistent 

privacy obligations for the data brokers in the United States. Nonetheless, regulations have come into 

force as California, Nevada, Virginia, Colorado, Connecticut, and Utah have laws that specifically regulate 

the sale of personal data mostly giving consumers the right to opt out of said sale and even sharing in the 

case of California. 

 To illustrate how this regulation of personal data sales works, section 1798.120 of the California Privacy 

Rights Act (CPRA) which amended the CCPA, expanded California users’ right to opt-out expands to the 

10 https://www.ftc.gov/sites/default/files/documents/cases/131205goldenshorescmpt.pdf 
11 https://www.ftc.gov/system/files/documents/cases/141201paymentsmdcmpt.pdf 
12 https://www.ftc.gov/system/files/ftc_gov/pdf/X-Mode-D%26O.pdf 
13 https://www.cnil.fr/en/commercial-prospecting-foriou-fined-eu310000 
14 https://www.cnil.fr/en/commercial-prospecting-hubsidestore-fined-eu525000 



“sharing” as well as the “selling” of their personal information. Section 1798.135 of the CPRA enumerates 

methods for limiting the sale, sharing, and use of personal information and use of sensitive personal 

information. In the EU, data brokers are not regulated differently from other personal information 

controllers. In the US, states such as Vermont, Nevada, Texas, Oregon  and California have specific 

regulations on data brokers. This may change soon as Bureau of Consumer Financial Protection requested 

the public for Information Regarding Data Brokers and Other Business Practices Involving the Collection 

and Sale of Consumer Information last March 2023. 

Despite these rules, Sherman et. al. (2021) found that U.S. data brokerage industry gathers data on 

virtually every American, by scraping public records, embedding code into mobile apps, and purchasing 

customers data from various companies. Sometimes, companies purchase data directly from each other 

as shown in the recent Federal Trade Commission (FTC) filings against various data brokers such as 

Kochava.15  

Even companies that claim not to sell personal data are reported to engage in the bartering of said data 

for a valuable consideration such as increased engagement on a platform.16 This distinction between 

selling and bartering would probably not assuage the concerns of many about the spread and use of their 

data by companies with whom there is no contract or even a contact.  Such is the scope of the data 

gathered by these brokers that Muralidhar & Palk (2020) claim that it is harder it is to request such data 

from the government than it is to purchase detailed data about a population from data brokers. The 

collection of excessive amounts of personal information from users for so-called secondary uses such as 

selling the data as a commodity, has been well documented by researchers (Spiekermann et. al. 2015; 

Muralidhar & Palk 2020; Schauer & Schnurr 2023; and Ichihashi 2020).  

15 https://www.ftc.gov/legal-library/browse/cases-proceedings/ftc-v-kochava-inc; The amended complaint against Kochava illustrates what can 
be described as dark patterns however the FTC uses the broader term “unfair or deceptive acts or practices in or affecting commerce”.  
16 See https://apiacademy.co/2018/06/how-the-facebook-api-led-to-the-cambridge-analytica-fiasco/; See also 
https://www.dli.tech.cornell.edu/post/facebook-and-google-are-the-new-data-brokers; See also  

https://www.ftc.gov/legal-library/browse/cases-proceedings/ftc-v-kochava-inc
https://apiacademy.co/2018/06/how-the-facebook-api-led-to-the-cambridge-analytica-fiasco/
https://www.dli.tech.cornell.edu/post/facebook-and-google-are-the-new-data-brokers


Data brokers such as DB to Data, a Philippine based data broker openly sell call and email lists online.17 

DB to Data offers Philippine call lists with prices ranging from USD 150.00 for a list of 10,000.00 to USD 

4,000.00 for a list of 3,000,000.00. The lists include the names, cellphone numbers, address, relationship 

status, age and work. Lists are also openly available for other countries including the Germany (USD 

6,000.00 for a list of 6,000.000.00) and United States (USD 50,000.00 for a list of 90,000,000.00). Special 

categories such as Binance (USD 4,000.00 for a list of 3,000,000.00) and Chinese Overseas British (USD 

6,000.00 for a list of 100,000.00) are also available. There does not seem to be any restrictions on the 

purchase of the data. There is also no ready explanation as to the source of this data except that it has 

been verified by both a human and a computer. DB to Data is by no means unique. 

Buymailmarketinglists.com,18. AllEmailList,19 DBShop,20and probably other companies offer comparable 

products with a similar lack of restrictions on purchase. 

The prices and variety of the microdata available from these presumably legitimate companies is dwarfed 

by the microdata that is available for sale on social media networks. Facebook Groups such as “USA, UK, 

AUS, CAN, Email Data Buy Sell for Tech Support”21, “High Ticket Closers and Setters (JOB 

OPPORTUNITIES),22 “E-mail Blasting Data-Buyers and Sellers”23 are among the numerous venues where 

the sale of microdata can take place. One online seller in these groups offered email lists with 450,000,000 

entries on individuals based in the United States for the price of USD 1,500.00 and email lists of 10,000,000 

 
17 Per the Philippine National Privacy Commission, there is no record of DB to Data being registered as a personal information controller which 
is required by Philippine law for entities processing the sensitive personal information of more than 1,000 individuals.  
18 This is a Sri Lanka based broker, it offers a list of over 500,000 individuals in the Philippines for USD 89. See 
https://www.buyemailmarketinglists.com/  
19 The Philippine database for sale by AllEmailList is alleged to be update monthly and contains no usage limitations. See 
https://www.allemaillist.com/philippines-cell-mobile-phone-number-list-database.html 
20 Includes Philippine data per province. No prices indicated. See https://dbshop.in/database/states/philippines/173 
21 Over 2,100 members, see https://www.facebook.com/share/hpNRfAz5P7AxPjQ9/?mibextid=A7sQZp 
22 Over 42,000 members, see https://www.facebook.com/share/FePtfvt2kend4dzW/?mibextid=A7sQZp 
23 Over 4,700 members, see https://www.facebook.com/share/qen3HbUKdzGRiPCa/?mibextid=A7sQZp 

https://www.buyemailmarketinglists.com/


Filipinos for USD 400.00.24  The number of sellers in these groups dwarfs the 540 data brokers that are 

registered in both or either California and Vermont, as of 2021, as required by their respective state laws.25   

Data brokers appearing in Google searches and Facebook are only 2 of the very many possible channels 

for which individual data is bought and sold. These are just the small-fry, in 2020, Axciom, one of the 

biggest data brokers, declared that is has “the largest depth and breadth of demographic segmentation 

and predictive data, identifying over 260 million US consumer portraits.”.26 Axciom claims that it has the 

“largest catalog of over 12,000 global data attributes specifically focused on providing personalized 

experiences."27 Axciom’s data is sourced among others from “other commercial entities where consumers 

have been provided notice of how their data will be used, and offered a choice about whether or not to 

allow those uses.”28  

Simply put, for the price of a few dollars, one can possibly re-identify a person out of a government 

released data set. For the price of a few hundred dollars, one can possibly link all the information in said 

dataset with additional information, producing a very in-depth profile of all individuals.  

Those re-identified in publicly available de-identified data sets have also suffered actual harm. In 2021, a 

newsletter covering the Catholic Church used 24 months' worth of commercially available records of app 

signal data covering portions of 2018, 2019, and 2020, which included records of Grindr usage and 

locations where the app was used, to identify and reveal the sexual orientation of a high ranking member 

of the clergy, who later resigned.29  Thus, the concerns of preserving privacy and anonymity in the big 

data context raised by Heffetz and Ligett (2013), a decade ago, still remain given that there is a risk of 

more harm due to both the often-sensitive content and the vastly larger numbers of people affected. 

 
24 Person will not be named due to possible privacy implications. However, from the profile, it is unclear if this is an individual or a group 
working together as a data brokerage.  
25 https://privacyrights.org/resources/registered-data-brokers-united-states-2021 
26 https://business.linkedin.com/content/dam/me/business/en-us/amp/marketing-solutions/images/lms-partner/partner-dedicated-
acxiom/pdf/top-data-and-models-for-digital-by-industry-vertical-flyer.pdf 
27 https://www.acxiom.com/customer-data/ 
28 https://www.acxiom.com/wp-content/uploads/2013/09/Acxiom-Marketing-Products.pdf 
29 The Pillar, “Pillar Investigates: USCCB gen sec Burrill resigns after sexual misconduct allegations” 21 July 2021, available at 
https://www.pillarcatholic.com/p/pillar-investigates-usccb-gen-sec 



4. Regulatory Gaps and Possible Solutions 

Ruohonen & Mickelsson (2023) have voiced the concern that state‑of‑the‑art privacy‑preserving methods 

mentioned in the EU DGA cannot prevent de‑anonymization and re‑identification by efficient algorithms 

for de‑anonymization and re‑identification of data subjects. Moreover, the  efficiency of these algorithms 

seems to be increasing with advances in machine learning and artificial intelligence. Oberski & Kreuter 

(2020) state that the regulatory goal should be ensuring the widest number of data custodians reduce 

such risks to the lowest possible degree, while still retaining the utility of sharing data. Oberski & Kreuter 

(2020) have proposed that de-identification policy should be like cybersecurity policy, since perfect, 

impregnable security is impossible, it follows that de-identification and data security policy  should 

minimize the risk of breaches and other failures down to acceptably low levels. They have pointed out 

that sharing even a de-identified dataset involves a non-zero chance of re-identifying or learning 

something new about people within a de-identified dataset. Closing the regulatory gaps regarding dark 

patterns would contribute to this regulatory goal. Disclosure risks could be significantly reduced if 

individuals knew where their personal data was going, who was using it, and what purposes it was being 

used for. Equally important would be the ability to easily control one’s personal data without being the 

subject of manipulation via dark patterns. This is easier said than done as research conducted by Di 

Geronimo et. al. (2020) shows that 55% of users did not spot malicious designs in applications containing 

dark patterns, 20% were unsure, and the remaining 25% found a malicious design.  

Dark patterns sharpen the criticism of the current notice and consent  based framework for the protection 

of privacy (Cate & Mayer-Schönberger 2013, Hull 2014, Nehf 2019, and Nouwens et. al, 2020). It has been 

close to a decade since the NITDRP (2016) stated that it is unfair to place the burden individuals with 

understanding all the legal, privacy, or ethical implications the of sharing data that being used in new and 

unanticipated ways in the big data era. Better and systematic regulation of dark patterns would help in 



reducing disclosure risk for the simple reason that individuals would be able to exercise more control on 

the spread of their personal information.  

Many surveys show people have a strong distaste for the sale of their data and given the openness of the 

sale of these data sets, it would be fair to conclude that a sizable portion was sourced using dark 

patterns.30 Absent more detailed studies on the prevalence of data sets assembled by privacy infringing 

dark patterns, commercially data sets that can be purchased with little or no limitations, are a reasonable 

proxy for illustrating disclosure risks  in relation to the prevalence of dark patterns.   

Regulatory action has been sparse at best, even cursory searches show the vast amount of personal 

information for sale, a lot of appears to have been gathered by dark patterns. There seems to be a whack-

a-mole application of regulations since for every action taken against companies and brokers for using 

dark patterns such as PaymentsMD, there are numerous other entities such as Life360,31 Anomaly Six,32 

and Safeguard,33 whose similar actions have been reported in media but do not seem to have merited 

investigation let alone enforcement from regulators.  

30 See a 2018 survey conducted on behalf of the Australian Competition and Consumer Commission showed that 
86% of respondents consider sharing information with unknown third parties to be a misuse of personal information 
(https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20Consumer%20views%20and%20behavio
urs%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf); See also A 2019 survey conducted on 
behalf of the United Kingdom Information Commissioner’s Office (UK ICO) which showed that 67% of respondents 
found it unacceptable for their details to be sold to or shared with other organizations (https://ico.org.uk/media/for-
organisations/documents/2618466/ico-data-brokers-research-presentation-2903191.pdf); A 2023 survey by Pew 
Research showed that 67% respondents say they understand little to nothing about what companies are doing with 
their personal data. 81% of these respondents claim that they are very or somewhat concerned about how 
companies are using the data they collect about them. 77% of these respondents also claimed to have little or no 
trust that companies will admit mistakes and take responsibility when they misuse or compromise data. 76% of these 
respondents also claimed to have little or no trust that social media companies will not sell users’ personal data to 
others without their consent. 84% were very worried or somewhat worried that companies selling your information 
to others without you knowing.( https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-
privacy/) 
31 https://theintercept.com/2022/04/22/anomaly-six-phone-tracking-zignal-surveillance-cia-nsa/ 
32 https://themarkup.org/privacy/2021/12/06/the-popular-family-safety-app-life360-is-selling-precise-location-
data-on-its-tens-of-millions-of-user 
33 https://www.eff.org/deeplinks/2022/05/safegraphs-disingenuous-claims-about-location-data-mask-dangerous-
industry 

https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf
https://www.accc.gov.au/system/files/ACCC%20consumer%20survey%20Consumer%20views%20and%20behaviours%20on%20digital%20platforms%2C%20Roy%20Morgan%20Research.pdf
https://ico.org.uk/media/for-organisations/documents/2618466/ico-data-brokers-research-presentation-2903191.pdf
https://ico.org.uk/media/for-organisations/documents/2618466/ico-data-brokers-research-presentation-2903191.pdf
https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy/
https://www.pewresearch.org/internet/2023/10/18/how-americans-view-data-privacy/


Companies using dark patterns seem to be incentivized by the market to do so (OECD 2022 & Runge et. 

al. 2023). Thus, even if there were more comprehensive regulations, push back from companies and data 

brokers that have thrived in the current big data landscape is expected. It is one thing for a research team 

to declare the existence of a dark pattern. It is an altogether different animal for a regulator to determine 

its existence and implement corrective measures. Understanding that new laws or regulatory frameworks 

are needed is different from marshaling the power to enact them, let alone the will to adequately enforce 

them. This is best demonstrated by the light enforcement found by Mahoney (2020) of the Do Not Sell 

provisions of the CCPA by registered data brokers in California. More troubling was that this study showed 

some brokers seemingly resorted to dark patterns to get consumers not to exercise their right not to have 

their data sold (Mahoney 2020). 

Given the non-rival nature of personal information, even the current regulations do not seem to be a 

viable solution to all the personal data that was already gathered due to dark patterns. Assuming that it 

can be proven that the personal data was sourced due to a dark pattern, it seems untenable for regulators 

to going after every buyer of this personal data. Many of these buyers relied on the current lack of 

regulation and would probably be considered to have acted in good faith in arms-length commercial 

transactions. The dark pattern sourced data in these datasets were allowed to build up over years with 

scant regulation. It would be wishful thinking that a few laws and occasional regulatory action would 

instantly remove them from circulation. Nonetheless, data owners need to know where and how much 

dark pattern sourced data there is, as there is a risk that it could dirty their otherwise clean de-identified 

data sets. Knowing how much dark pattern sourced data is out there is especially important for research 

where current protection methods such as differential privacy are not appropriate such as demographers, 

redistricting analysts or immigration (Ruggles et. al. 2019, and Groshen &Goroff 2022).  

From the perspective of individuals, Hotz et. al. (2022) posit that the individual will care a great deal about 

small increases in the disclosure risk if the probability of disclosure is already high but may not be bothered 



by even a large relative increase in risk from data release if the probability of disclosure remains low in 

absolute terms after release. Laws such as the EU DSA mandate detailed transparency and privacy 

reporting of VLOPs and VLOSEs with third party audits. The California Delete Act also mandates more 

transparency from data brokers regarding the sale of personal information. These reports in addition to 

regulatory sweeps  should give data owners and individuals a better idea of where their data is going and 

appropriate steps to take if these data flows are contrary to their best interests. Hopefully this would keep 

the probability of disclosure low in absolute terms. Ultimately these mandated reports can show policy 

makers the best possible use of limited regulatory resources, and individuals if they are at a substantial 

risk of being re-identified.   

Going beyond closing regulatory gaps relative to dark patterns, it might be best to frame the balancing of 

the utility of sharing data with researchers and the privacy rights of individuals within the context of the 

Belmont Principle of beneficence.34  Beneficence is an obligation: (1) to  do no harm and (2) maximize 

possible benefits and minimize possible harms. Integrating the principle of beneficence to a potential 

remodeling de-identification law and policy to minimize the risk of breaches and other failures down to 

acceptably low levels, should give individuals redress in case of privacy breaches due to re-identification 

in released datasets. It can be argued it is much harder to achieve beneficence due to individuals lack of 

awareness of privacy risks due to unregulated or lightly regulated dark patterns in the context of big data.  

In this regard, while much of the research has focused on minimization of disclosure risks, government 

agencies and research institutions can explore minimization or rectification of the harms in cases in cases 

that result in unwarranted disclosure of personal information. This could be similar to how subjects in 

medical research are referred to treatment centers after the conclusion of research participation can help 

avoid unintended harm.  

 
34 https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html 



Questions on how best to deal with dark patterns and their accompanying aggravation of disclosure risks 

will vary from country to country. Nonetheless,  researchers and policy makers have a clear duty to 

continue to explore and publicly discuss how to approach these questions in the spirit of transparency 

and the furtherance of beneficence. Scientific and economic research must not be unduly hindered even 

if we have yet to find the perfect answers to these questions. We may never find perfect answers rather 

we can hopefully adopt workable solutions that are most appropriate for their age and context, but most 

importantly, . Technological progress and societal norms are by their very nature dynamic, and thus 

discussions on balancing these competing needs must be done on a regular basis.  

5. Conclusion

This exploratory study highlights the pervasiveness of dark patterns and its effect on disclosure risks. Dark 

patterns are by no means the only factor in the ongoing debate between protecting privacy and utilizing 

datasets in the age of big data, but they should still be considered in view of their prevalence and scant 

regulation. Understanding the gaps in the regulations of these dark patterns should be a key subject for 

researchers and policy makers as such knowledge will enable society at large better utilize the enormous 

and varied data sets that fuel big data.  
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