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ABSTRACT

This article examines how blockchain technology can facilitate innovation by streamlining the
licensing process of intellectual property (IP). In the traditional world, there can be tension between
inventors and developers when it comes to licensing IP before a patent is granted. Developers need
more information about the IP in order to estimate its value, while inventors are hesitant to disclose
too much information for fear that developers will use it to develop and commercialize the IP
without licensing it. The blockchain's ability to create a transparent and secure record of the
inventing process can alleviate these concerns. On the one hand, blockchain's traceability helps
protect IP from infringement, encouraging inventors to disclose more information about their high-
value IP. On the other hand, developers have more incentive to license IP rather than infringe on it
because of the risk of punishment. The size of the community maintaining the blockchain is a
crucial factor in ensuring the validity of the blockchain. A community that is too large or too small
would not be able to reach equilibrium. These findings provide insights into how blockchain can be
used to improve the economics and marketing of IP.
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1. INTRODUCTION

The development of COVID-19 vaccines puts the spotlight on the tension between intellectual
property (IP) protection and timely sharing of inventions (Nature, 2020; Shores, 2020; The Washington
Post, 2021). IP is non-exclusive and non-rival (Bhattacharya and Guriev, 2006; Boldrin and Levine,
2002). It is therefore impossible to protect its value once information regarding the IP is shared. IP laws,
the prevailing form of IP protection, seek to provide incentives for innovation through ex-post grant of
monopoly rights. However, with the average patent grant lag of 28 months (Popp et al., 2004), law
protection can be too time-consuming for incremental contributions to a collaborative project such as
vaccine development or for maximizing the welfare gains from technological idea trading (Gans et al.,
2008). Blockchain technology has been proposed as a new solution to balance IP protection, innovation
cultivation, and information dissemination in marketing and advertising activities (van der Waal et al.,
2020; Peres et al. 2022; Joo et al. 2023).

Blockchain is a distributed ledger running on devices of a community of record keepers
(Tapscott and Tapscott, 2016). It relies on decentralized consensus of record keepers rather than
centralized records maintained by authoritative institutions to prove activities around anything of value
such as ownership or transactions of money, titles, deeds, or creative work (Cong and He, 2019). The
time lag for adding or verifying records in a blockchain system ranges from seconds to hours, which is
a negligible delay compared with the 28-month lag of obtaining patent protection. Due to its potential
to serve as a timely, immutable, and scalable public ledger, blockchain technology has been considered
as a potentially more accessible and efficient solution to represent the latest state of IP creation and
ownership (van der Waal et al., 2020). Such capacity has already been extensively utilized in IP
ownership identification by leading digital media, art, and luxury companies to combat IP infringements
(Blockchain Bitcoin News, 2021; Forbes, 2017; LVMH, 2021; SiliconANGLE, 2020) and even to have
NFT-based virtual luxury (Bao, et. al., 2024). The trusted and timely authorization capabilities of
blockchain have also attracted significant attention in the medical industry. Blockchain has been applied
to enhance the efficiency of vaccine and drug development and distribution (Sonoco, 2020; Chaban,

2021; Trehan et al., 2020).



Nevertheless, as a community- and algorithm-based system, blockchain is subject to the impact
of record keeper behaviors and the threat of security breaches. Such behavioral and technological
concerns can have significant implications for the potential of blockchain systems to fully substitute for
or effectively complement prevailing forms of IP protection. The objective of our study is to use
theoretical modeling to gain a systematic understanding of the promise and limitations of blockchain in
balancing IP protection and timely development and transfer of innovations. Our model integrates the
bargaining process entailed in IP transfers and strategic behaviors involved in the decentralized
consensus in blockchain. It therefore helps to fill the research gap regarding the causality between the
non-exclusive, non-rival nature of IPs and community- and algorithm-based blockchain systems.

Our analysis begins with a baseline model of IP transfer and protection in the traditional world (see
Section 3.1). Model analysis indicates that IP protection in the traditional world does not have a Pareto-
optimal solution for the two parties involved in IP transfer: a research entity that creates the invention
and a developer firm that commercializes the invention. Timely transfer of IP depends on a few key
parameters, including the probability for the developer firm to successfully commercialize the IP
without licensing, the proportion of research entities with high-value inventions in a market, the value
gap between the high- and low-value inventions, and the value loss due to delayed IP transfer. The basic
model analysis concretizes the tension between IP protection and timely transfer by fleshing out cost-
benefit tradeoffs from the research or developer firm’s perspective.

We then consider IP protection and transfer with the mediation of a blockchain system. In Section
3.2, our analyses show that a blockchain system with perfect consensus brings a Pareto-optimal solution
for research and developer firms involved in an IP transfer. It therefore has the potential to expedite IP
transfer without compromising IP protection. This idealized blockchain model formalizes the rationale
for IP-intensive industries to invest in blockchain applications.

We then make the more realistic assumption of imperfect consensus in blockchain and incorporate
outside security threats (see Section 4). In such a model setup, IP transfer becomes a multi-party game
among the research and developer firms, blockchain record keepers, and outside hackers. The Pareto-
optimal solution for the idealized blockchain model no longer applies. Achieving favorable IP transfer
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outcomes requires firms to consider blockchain-specific factors such as the accuracy of a firm’s
estimation of consensus quality and the size of the blockchain record keeper community. Furthermore,
our model analysis formalizes the cost-benefit tradeoffs from a record keeper’s or hacker’s perspective
and shows how these tradeoffs influence the research or developer firm’s decisions about blockchain-
based IP transfers.

Through these model analyses, we gain a systematic understanding of the traditional and
blockchain-specific tensions between IP protection and timely IP transfer. Our study therefore provides
some theoretical clarity into the benefits and caveats of using blockchain for IP economics. It lays
foundations for guiding applications and potential regulatory policies. We discuss the most recent
blockchain applications by IPwe (PRNewswire, 2021) and the Nigerian government (PRNewswire,
2022) in the context of our theoretical predictions. We further relate to the marketing applications of
blockchains (Ding and Wang, 2023; Peres et. al., 2023; Marthews and Tucker, 2023). Our model
propositions provide direct theoretical prescriptions and guidance to stakeholders in cautiously
managing their IPs with blockchains.

2. LITERATURE REVIEW

2.1 IP Transfer and Protection:

The realization of economic and welfare gains from IPs often requires the transfer of an
invention (we use IP and invention interchangeably hereafter) from a research/innovative entity
(individual or firm, we use entity and firm interchangeably hereafter) to a developer firm (Teece, 1986;
Arora et al., 2001; Gans et al., 2008). The prevalence of IP transfer is driven by two forces. First, the
separation of research and developer firms and thereby the need for IP transfer can bring cost reductions
associated with enhanced specialization (Arora et al., 2001; Mowery, 1983; Williamson, 1991). Second,
the sequential nature of innovation requires the sharing of basic, preliminary inventions with subsequent
developers. Scotchmer (1991, p. 24) notes, “most innovators stand on the shoulders of giants, and never
more so than in the current evolution of high technologies, where almost all technical progress builds

on a foundation provided by earlier innovators.” Such sequential innovation is exemplified by



pharmaceutical research and development. It is estimated that a quarter to 40% of the revenues of major
pharmaceutical companies are accounted for by in-licensed products (Bhattacharya and Guriev, 2006).

The prevalent practice of IP transfer gives rise to the concern about IP protection. A key concern
is that innovation entails considerable uncertainties and information asymmetry (Baysinger et. al., 1991;
Jia et. al. 2019, Shavell and Van Y. 2001). As intangible assets, IPs are essentially ideas or information
that can be duplicated and disseminated at a minimal cost. Therefore, once a research firm discloses
some information about an invention to a developer firm, the developer firm can immediately gain
values from the shared information. This so-called non-exclusive nature of [P lowers the research firm’s
bargaining power in IP transfer and ultimately hurts the research firm’s incentive for innovation.
Meanwhile, the research firm can disclose the same information about an invention to many developer
firms and obtain economic gains from the same IP multiple times. This non-rival nature of IP
compromises a developer firm’s incentive to commercialize an invention (Bhattacharya and Guriev,
2006; Boldrin and Levine, 2002; Forbes, 2015). Overall, the non-exclusive and non-rival nature of IP
causes a conflict of interest: the developer firm would prefer to verify the quality of an invention before
paying for it, which requires the research firm to disclose information about the invention as far as
possible; yet the more invention-related information is disclosed by the research firm, the less incentive
the developer firm would have to pay for the invention (Arrow, 1962).

To date, the conflict of interest is mainly reconciled by IP protection provided by authoritative
institutions in the forms of patents, trademarks, or copyrights (Lev 2001). A research firm needs to
apply for formal IP protection for its inventions. Once the IP protection is granted, a developer firm is
required to pay for the use of the invention and the research firm is prevented from selling the same IP
multiple times. However, the reliance on a central institution creates a bottleneck effect, which
manifests as extensive delays from the IP application to the grant of IP protection. The delay is
especially prominent for patents. For example, Popp et al. (2004) find that the average patent grant lag
(inclusive of provisional applications and patent continuance) is 28 months, with a standard deviation

of 20 months.



The time delay associated with institution-based IP protection erodes the innovation incentives of
both research and developer firms. On the research firm’s side, recent research shows that some
inventors forgo IP protection in order to avoid the detrimental effect of time delay on their performance
(Romer 2002; Wen et al., 2016; Zhang 2018). Such decisions can ultimately compromise the research
firm’s gain from innovation (Bechtold and Hoffler 2011). For example, the proposal to waive IP
protection of COVID vaccines has caused concerns that the waiver will dissuade pharmaceutical
companies from creating cutting-edge technologies in the future (The Washington Post, 2021; WTO,
2021). On the developer firm’s side, the delay affects their decisions on when to require an IP transfer.
This strategic trade-off is highlighted in Gans et. al. (2008). With an empirical data set, Gans and
colleagues find that the timing of licensing—a common form of IP transfer—is significantly associated
with the timing of patent allowance. Such delay is only justifiable for inventions with sufficient market
potential. For incremental inventions that are not immediately marketable but are crucial to sequential
innovations, the time delay of patents becomes a significant barrier to innovation.

In sum, research to date has identified the tension between institution-based IP protection and
timely sharing of inventions as a key barrier to effective realization of the economic and welfare gains
of IPs (e.g., Arora et al., 2001; Gittelman and Kogut, 2003; Gans et al., 2008). Authoritative institutions
become a bottleneck in information sharing between researcher and developer firms and in the transfer
of inventions that are foundational to further development (such as the development of COVID-19
vaccines). Blockchain has been proposed as a new solution to balance IP protection, innovation

cultivation, and information dissemination (van der Waal et al., 2020).

2.2 Blockchain Technology and Applications

A blockchain system preserves and verifies records by decentralized consensus among distributed
record keepers (Tapscott and Tapscott, 2016). The decentralized consensus can be programmed to
trigger the execution of actions such as sending a payment from one account to another (Cong and He,
2019). Smart contracts are a common type of application to realize such programmable decentralized
consensus in blockchain (Bartoletti and Pompianu, 2017). They can be consistently executed by a
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network of mutually distrusting nodes owned by distributed record keepers, without the arbitration of a
trusted central authority. In this distributed and trustless way, smart contracts can automatically store
records and certify the provenance of records such as IP ownership.

The technical capabilities of blockchain have inspired a stream of studies to depict potential
applications of the technology (Abadi and Brunnermeier, 2018; Batista et al., 2021; Xu et. al., 2017;
Yaga et. al., 2018; Yiannas, 2018). For example, Cong and He (2019) develop a theoretical model to
explicate the implications of the decentralized consensus and smart contracts in a blockchain system to
industry organization and competition. Their model analysis indicates the potential for blockchain to
mitigate information asymmetry and improve social welfare and consumer surplus. Our paper further
incorporates the specificity of IP and licensing properties and concerns. Chod et al. (2020) argue that
blockchain technology can make monitoring mechanisms more efficient than traditional methods. With
a signaling game model, they show that the adoption of blockchain makes it possible for a firm to signal
through its inventory, which is more cost-efficient than signaling through loan requests. Firms can
therefore secure favorable financing terms at lower signaling costs. Yermack (2017) treats blockchain
as a novel technology to a classic problem of trading and tracking the ownership of financial assets.
They argue that the transparency of ownership offered by blockchain will change corporate governance
in many ways. Chod and Lyandres (2021) examine the financing of entrepreneurial ventures with an
initial coin offering, which is an application of blockchain technology. Building on these but also
recognizing the differences in IP and traditional financial products, our study addresses the role of
blockchain in securing trust and reputation in a bargaining model of IP, and contributes to this emerging
literature on market concentration and regulation in the blockchain industry (e.g., Ferreira, Li, and
Nikolowa, 2019; Cong, He, and Li, 2020; Alsabah and Capponi, 2020; Lehar and Parlour, 2020;
Amiram et al., 2022; Cong et. al., 2022).

With respect to IP protection, the unreliability of the current IP system is shown as the number
of intellectual property disputes increases year by year — from about 5,000 infringements to 40,000 in
2017 (Yang et. al. 2019). Blockchain has given clear advantages in the field of IP. The immutability of
the data being entered ensures high-level security. This is because information is stored using hash
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pointers, which are linked from one block to another, forming a chain. It would be difficult to change
any data without being noticed in this decentralized system, since digital copyright infringement can be
traced much more effectively. Blockchain technologies allow anyone who claims to secure the rights
to an IP object to do this, thus the registered IP objects become publicly available and significantly
accelerated. This solves the problem with the current convention as the process of verifying and
approving inventions is slow-paced.

A few papers have commented on the potential of blockchain to relieve the tension between IP
protection and timely sharing of inventions. For example, Catalini and Gans (2016) develop a
theoretical model to show how blockchain can reduce the cost of verification and networking.
Subsequently, they envision blockchain-based IP registration and content licensing. In their vision,
payments for the use and remix of IPs or digital content can be tracked in a granular and transparent
way by all market participants, especially parties with conflicting interests (such as the research and
developer firms involved in IP transfer). Following a similar logic, blockchain has been suggested as a
cost-effective way to protect IPs in the fashion industry such as fashion designs and trademarks (Burstall
and Clark, 2017). The urgent need to develop COVID-19 vaccines motivates further attention to the
applications of blockchain to IP protection. Scientists see significant potential of blockchain in
overcoming barriers in vaccine development such as time-consuming procedures for clarifying
ownership and difficulties in tracing invention sharing (van der Waal et al., 2020). While Catalini and
Gans (2016) envision full transparency and trackability, our model dissects into the payoffs and tensions
among the different parties that are often present in the real marketplace, and analyzes the tradeoffs
between values from successful IP transfer by releasing early to increase the chances of early
agreements and risks of information leakage if no agreement is reached before IP protection. Ferreira
et al. (2023) analyze the interactions between blockchain governance and the market structure of the
industries in the blockchain ecosystem. They focus on the ‘proof-of-work system’, while we consider a
broader set of blockchain functionalities. Elegant as these models are, they may not be directly suitable

for analyzing nuanced [P-related topics.



While the research to date has emphasized the significant potential of the technical capabilities of
blockchain in solving some long-enduring issues, it explicitly or implicitly cautions us against
behavioral issues driven by the diverse interests of the parties involved in a blockchain system.
Specifically, the distribution of information among a community of record keepers can instigate
strategic behaviors such as misreporting or collusion among utility-driven record keepers (Cong and He
2019). Such strategic behaviors in turn can lower the quality of the consensus. Moreover, when insiders
of a blockchain system collude to create false records via selfish-mining (Eyal and Sirer 2013) or long-
range attack (Deirmentzoglou et al. 2019), the quality of consensus becomes uncertain to parties relying
on the authenticity of records for their business such as research and developer firms involved in an [P
transfer. The uncertainty in the quality of consensus can impair the promise of blockchain and ultimately
harm the incentive of IP generation and transfer. In addition to behavioral issues from inside a
blockchain system, the transparency of smart contracts and internet-based blockchain systems can invite
security attacks from the outside (KannengieBer et al. 2020). The strategic behaviors of hackers become
a new concern.

To date, there lacks a formal examination of the implications of these behavioral issues to IP
generation, protection, and transfer. To fill this knowledge gap, we construct a model in which a
representative research firm interacts with a representative developer firm. We investigate how the
potential benefits and behavioral concerns of a blockchain system influence the research entity’s
decision on whether and when to disclose information about an invention and transfer the invention to
the developer firm. Such a decision process underlies much of the marketing problems in the real world,
ranging from musicians’ choices of venues and means of distributing their creative works to artists’
commercialization strategies and safeguards. The deficiency in formal modeling of blockchain-based
IP management in the marketing literature calls for research to fill this void. We can relate our model
to the emerging studies on conjectured applications in marketing, such as NFT. NFT stands for "Non-
Fungible Token." It is a type of digital asset that represents ownership or proof of authenticity of a
unique item or piece of content using blockchain technology. Unlike cryptocurrencies such as Bitcoin
or Ethereum, which are fungible (meaning one unit is interchangeable with another), each NFT is
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distinct and cannot be exchanged on a one-to-one basis. NFTs have gained popularity in digital art,
collectibles, virtual real estate, and even music, allowing creators to sell and collectors to buy unique
digital items with verified ownership and scarcity. The blockchain ensures transparency and
authenticity, as ownership records are stored publicly and cannot be altered.

Colicev (2023) explores how non-fungible tokens (NFTs) can create value for brands by
leveraging scarcity, authenticity, and direct engagement with consumers. The paper highlights NFTs
as a tool for enhancing brand loyalty, fostering unique consumer experiences, and unlocking new
revenue streams through digital collectibles and branded virtual assets. A recent working paper by
Ding and Wang (2023) investigates how emotional similarity between images and accompanying
audio impacts sales of NFT products. They find that greater emotional congruence between visual and
auditory elements enhances consumer engagement and increases the likelihood of NFT product sales,
suggesting a strategic approach to optimizing multimedia content for digital collectibles. Malik,
Appel, and Luo (2023) review the current application of blockchain technology in creative industries,
emphasizing its potential to enhance transparency, reduce intermediaries, and enable new revenue
models such as NFTs. The paper identifies research opportunities in areas like blockchain scalability,
regulatory frameworks, and the integration of smart contracts to further innovate within creative

sectors. These provide some practical applications and real-world context for our theoretical model.

Joo et. al. (2023) discuss features of distributed ledgers that could help improve brand safety,
consumer privacy, and transparency in digital advertising. There is a clear demand in marketing for
understanding the usage and limitations of blockchains, as overviewed in Peres et. al. (2023), and our
research sheds light on an important role of blockchain in new products and the commercialization
and marketing of them thereof. It also lends natural leverage of blockchain in product authenticity and
safety, which is one of the key future directions highlighted in Peres et. al. (2023), by securing

intellectual property, as well as privacy (Marthews and Tucker, 2023).
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Most of the current literature on blockchain in marketing remains speculative and descriptive
based on technical facts of blockchains. We provide one of the very first theoretical study based on

rigorous game-theory models.

3. MODEL
Blockchain could ease concerns of trust in a marketplace with strangers and facilitate the marketing
of intellectual property. For example, aspiring musicians who release their music online could benefit
from NFT, a form of blockchain system as reviewed in the previous section, so that they could be more
certain of receiving credits and payoffs should more popular musicians choose to sample their work.
Visual artists who produce work that could be used by brands or publishers could be more open to
publishing their work online using such a system, as it could ensure they are credited and compensated.
Be it creative individuals or professional entities engaging in research and development, one would
benefit from a tractable framework that could provide guidance to both the research and developer sides
of the IP transaction. van der Waal (2020) conceptualizes an R&D blockchain infrastructure in the
context of epidemics, and we follow their efforts to formalize the key elements. We develop a game-
theoretical model to formalize the strategic interaction between a research/innovative individual or firm
(R) and a potential developer firm (D) within the context of intellectual property (IP) transfer. Both
agents are risk-neutral. R produces inventions, categorized into two types: high-value, high-investment-
cost (i = H), and low-value, low-investment-cost (i = L). High-value inventions are considered unique,
not transferred to other developers, while low-value inventions are relatively common. This distinction
captures the non-rivalrous nature of intellectual properties. The proportion of high-value invention is
p, 0 < p < 1. Denoting the value of invention i as v; (with vy > v;) and the investment cost as c;
(with ¢y > c;), R bears the investment cost with no immediate returns until the invention is transferred
to D for commercialization. Appendix B tabulates the list of symbols in our model with explanations.
As previously discussed, the non-exclusive and non-rivalrous nature of intellectual property (IP)
introduces a fundamental conflict of interest during the invention transfer process. Developer firm D

seeks to assess the value of the invention, ensuring its distinctiveness from those previously transferred
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by R to D’s competitors. This assessment necessitates R’s comprehensive disclosure of information
about the invention. However, a paradox emerges — the more information R discloses, the weaker D’s
incentive to compensate for the invention (Arrow, 1962; Bhattacharya and Guriev, 2006). In essence,
the invention, or IP, represents non-exclusive information; once shared, D gains immediate knowledge
of the invention.

The attainment of IP protection takes T periods. Whether the invention is of high or low value
is unknown to D until some information about the invention is disclosed. D can either sign an IP transfer
agreement with R in the pre-protection phase t = 0, or in the post-protection phase t = T. Att = 0, R
can choose to disclose or withhold information about the value of the invention.

On the one hand, if R discloses information about the invention, it heightens the probability of
the two firms reaching an agreement at an early stage, concluding the game upon successful IP transfer.
Conversely, failure to reach an agreement before the grant of IP protection results in partial information
leakage about the invention. Subsequently, D can utilize the leaked information to potentially
commercialize the invention with a success rate u € [0,1]. If D succeeds, the game concludes. If not,
D has the option to make an offer at t = T when the IP protection is granted, marking the game’s end
regardless of reaching an IP transfer agreement. Figure 1 illustrates the IP transfer game, capturing the
inherent tension between IP protection and timely invention transfer, alongside the underlying conflict
of interests between R and D. In the following sections, we analyze traditional solutions to mitigate this

tension and explore potential solutions and concerns introduced by blockchain technology.

Agreement D succeeds R doesn’t
reached accept
R discloses D uses the leaked D makes
information information to an offer
or not develop to R
; Y i >
t=0 ! Agreement D fails (=T ! R accepts
1

not reached |

Figure 1. IP Transfer Game Timeline
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3.1 Traditional world

Our literature review shows that patents and licensing agreements verified by authoritative
institutions are the main solutions to facilitate IP transfer in the traditional world (i.e., the world without
blockchain). We analyze the optimal decisions regarding information disclosure and licensing
agreements of the researcher (R) and developer firm (D) to gain a baseline understanding of tradeoffs
in IP transfer, IP protection, and timely development of inventions.

We examine licensing agreements where the researcher (R) transfers potential intellectual property
(IP) to the developer firm (D) for a flat fee F, the value of which is contingent on the bargaining power
of both entities. The bargaining process is structured using a widely employed form in the literature
(Nash 1950; Binmore et al., 1986; Osborne and Rubinstein 1994), (ADU)* (ARU)'~% where 0 < a <
1 represents the bargaining power of D, and ADU and ARU denote the respective gains of D and R when
one option is chosen over the other. We utilize the Cobb-Douglas form for simplicity in calculations,
with robustness maintained across various forms of bargaining processes.

We use superscripts ‘d” and ‘w’ to respectively denote the research firm’s disclosing and
withholding information. If R chooses to withhold information at t = 0 and the licensing agreement is
executed at t = 0, then the expected value of the invention is (pvy + (1 — p)v,). The expected utility
of D is expressed as: DUy; = pvy + (1 —p)v, — Fyi, i = H, L. Similarly, the expected utility of R is
given by: RUy; = Fy; — ¢;, i = H, L. In the scenario where the licensing agreement is signed at t =T,
the valuation of a high-value invention is 67 vy, and of a low-value invention is §7 v, . Correspondingly,
the expected utility of D becomes: DUy; = §Tv; — Ff, i = H, L. Here, 87 serves as a discount factor
at time T to account for the cost of delayed IP transfer. A higher value of 87 implies a greater
preservation of the value of the invention over time. R’s corresponding expected utility is formulated
as: RUy; = Ffi — ¢, i = H, L.

If R opts to disclose information at t = 0, and the licensing agreement is executed at t = 0, then
the expected utility of D is given by: DU$ = v; — F{, i = H, L. Correspondingly, the expected utility

of R is formulated as: RUJ; = F& — ¢;,i = H, L.
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In cases where the agreement is not reached at t = 0, there is a probability u that D can
successfully commercialize the invention by exploiting the leaked information without licensing. If D
fails, with the probability (1 — ), D can still make an offer at t = T, and the scenario is the same as
when R withholds information because whether an invention is of high or low value is common
knowledge at t = T. It is important to note that in the traditional world, it is challenging for a research
firm to prove the disclosure and unauthorized use of IP-related information and obtain compensation
promptly. Therefore, we assume that compensation is 0 in the traditional world to simplify the model
analysis (the results remain valid when we relax this assumption).

This model setup implies that R with a high-value invention can disclose information to signal the
value of its invention in order to get a better licensing fee when signing the agreement at t = 0. If R
withholds information, another research firm with a low-value invention can potentially pool with R to
get a higher licensing fee. Disclosing information, on the other hand, would reveal the low value of this
other firm’s invention and lower its licensing fee.

To gain a clear view of the interests of R and D, we summarize the licensing fees, utilities of R and
D, respectively, corresponding to various decision scenarios in Lemma 1.

Lemma 1. The licensing fees and utilities of Firms R and D corresponding to various decision
scenarios are displayed in Table 1.

Table 1. Licensing fees and utilities of the developer firm in different cases

(w,0) (w,T) (d,0) d,T)
Fu | G-@@u+Q-pu) | G-t | CoWE Gy,
H
F, 1-a)pvy+(1-pv) | A-a)§'y, (1-a)v, (1-a)§"y,
DUy alpvy + (1 —p)vy) adTvy (a +u—aw)vy adTvy
DU, alpvy + (1 —p)vy) adTv, avy adTv,

Note: RU; = F; —¢;,i = H, L.

In Table 1, we denote R’s choice to disclose or withhold information about the invention as d and
w, respectively. T and 0 respectively indicates whether a licensing agreement is reached att = T or

t = 0. Four cases result from the combination of the decisions of R and D: (w, 0), (w,T), (d,0), (d, T).
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The first two rows in Table 1 correspond to the licensing fees for research firm i, denoted as
F; (i =H,L). DU; (i = H, L) indicates D’s utility from signing an agreement with the research firm i.
A comparison of the utilities of R and D in the various decision scenarios leads to Proposition 1.

Proposition 1' There exist three thresholds: u; = O_I{Eﬂ, w; =1-=67, and por =
H

§Tvy -
S PO such that:
VH—VL

(a) When u = pq and p = por, Ry prefers to withhold information and reach an agreement with
the developer firm at t = 0 to pool with Ry, and the flat fee is Fy = (1 — a)(pvy + (1 —p)v)
(pooling equilibrium),;

(b) When u < min{py, 17}, Ry, prefers to disclose information to separate with Ry . Both firms sign
an IP transfer agreement at t = 0 (separating equilibrium type I);

(c) When u = u, and p < por, Ry, prefers to sign an agreement with the developer firm att =T
to separate with R, who signs att = 0. The corresponding licensing fees are displayed in Table 1
(separating equilibrium type 11).

Proposition 1 highlights that the research firm’s choice to disclose information about the invention
is contingent upon a complex interplay of factors, including the developer firm’s success rate (y) in
using the disclosed information for invention development, the proportion of research firms with high-
value inventions (p) in a market, the value gap between the high- and low-value inventions (vyg — v;),
and the discount factor (87). Furthermore, u also reflects the level of protection afforded to the
intellectual properties.

If the degree of IP protection is sufficiently high, it is easy for the research firm to prove its
ownership of the invention and obtain compensation from D. Correspondingly, the developer firm is
less likely to use the disclosed information to develop and commercialize the invention. However, in
reality, it is usually difficult for a research firm to prove its ownership of an invention and to receive

protection before a patent is granted. This is because information disclosure from the research to the

! Please see the proofs of Propositions 1 to 5, and Corollaries 1 and 2 in Appendix A.
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developer firm is often untraceable, or the record of information disclosure is not verifiable (Anton and
Yao 2004). This creates significant challenges in the intellectual property (IP) and innovation transfer
processes across various industries due to several practical limitations: the lack of robust record-keeping
mechanisms (Gupta and Kumar, 2020), the complexity of trade secrets (Hall et al., 2014), and the
potential costs and unpredictable outcomes of lawsuits (Rimmer, 2019). These factors can discourage
research firms from pursuing legal actions.

These predictions align with empirical evidence from a study of 1,612 licensing agreements,
indicating that industries placing greater importance on IP rights exhibit a higher frequency of licensing,
as a percentage of all alliances, particularly for “prospective” (to-be-developed) technologies (Anand
and Khanna 2000). In sectors with traditionally weak IP protection (i.e., a high u), firms tend to opt for
non-licensing alliances like joint ventures (Oxley 1999), venture capital funding (Gans, et. al. 2000),
and other alliance forms (Arora, et. al. 2001, Hall and Ziedonis 2001).

The proportion of firms with high-value inventions among all research firms (p) indicates the
degree of trust that a developer firm can have for research firms in the market. Arrow (1974, c.1, p.23)
emphasized trust as “an important lubricant of a social system,” as it is impossible to fully contract upon
all possible states of nature. If the “trust” is sufficiently high (i.e., a high proportion of research firms
provide high-value inventions), it is unnecessary for the research firm to disclose information to reach
an agreement at ¢ = 0. Both the research and the developer firms have more incentives to sign before
the patent is granted. While if the “trust” level is low, the research firm with a high-value invention
needs to disclose as much information as possible to signal the superior value of its invention, increasing
the risk of leaking information without reaching an agreement, thus discouraging the research firm from
disclosing information.

The incentive for Ry to separate from R; grows as the value gap between high- and low-value
inventions (vy — v, ) increases and the cost of waiting to license later decreases (i.¢., the discount factor
8T increases). A larger value gap means that a high-value invention is worth a much higher transfer
fee than a low-value invention, and the potential loss for Ry is greater in a pooling equilibrium.

Similarly, when the discount factor is bigger, the cost of waiting to license att = T is lower. This
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motivates Ry to sign the agreement at t = T to separate from R;. However, the discount factor is highly
correlated with the length of the period T, with a longer T leading to a smaller discount factor. Therefore,
a prolonged period for obtaining patents elevates the research firm’s incentive to sign an IP transfer
agreement at the beginning of the period (t = 0).

The research firm with a low-value invention (R;) may benefit from the pooling equilibrium by
signing an agreement at t = 0 with its invention being perceived at a higher value. R;, however, always
loses from the discount factor at t = T. In addition, the value of the invention is verified att = T.
Therefore, the optimal strategy for R; is to sign an agreement at t = 0.

Corollary 1. The developer firm always benefits when a research firm discloses information
about the invention at t = 0.

Corollary 1 conveys the intuition that the research firm R’s decision to withhold information about
the invention puts developer firm D on the disadvantageous side of the information asymmetry due to
the non-rival nature of IP. This is because D cannot distinguish the value of the invention. However,
when R discloses information about the invention, D has a choice to decline the agreement with R and
commercialize the invention on its own. This puts D on the advantageous side of the information
asymmetry due to the non-exclusive nature of IP.

In summary, IP protection and transfer in the traditional world does not have a universal and
Pareto-optimal solution for the two main parties, namely the research and developer firms. There is a
strong tendency for research firms with high-value inventions to delay IP transfer and withhold
information about the invention. Only under certain rare conditions such as a high degree of trust in the

market, [P transfer delay can be mitigated without impairing the research firm’s interest.

3.2 World with Blockchain

Blockchain technology, as highlighted by Cong and He (2019), relies on decentralized consensus
for validating records, presenting a promising avenue for streamlining intellectual property (IP) transfer
while safeguarding IP rights. However, the engagement of a community of record-keepers in the

blockchain ecosystem introduces a novel challenge: the intricate relationship between decentralized
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consensus and information distribution (Cong and He, 2019). The dissemination of information to a
network of inherently distrustful record keepers poses the risk of system manipulation by these
participants. Without meticulous oversight, a blockchain-based solution for IP protection and transfer
may inadvertently trade old challenges for new ones. For example, in the Non-Fungible Token (NFT)
market, the absence of IP record censorship has given rise to unprecedented issues such as content
piracy and infringement (Forbes, 2022a; Fortune, 2021). Furthermore, instances of insider misconduct,
exemplified by the alleged insider trading involving a former manager at OpenSea, a prominent NFT
marketplace, have heightened concerns among stakeholders (The National Law Review, 2022). It is
imperative to discern the conditions under which both the new tension introduced by blockchain and
the pre-existing tension related to IP protection can be effectively mitigated.

Building on the theoretical framework proposed by Cong and He (2019), our analysis centers on
a blockchain protocol that interacts with K homogenous potential keepers to validate records
associated with specific transactions or activities. These activities may include scenarios such as the
disclosure of information about a new invention by a research firm, the retrieval of disclosed
information by a developer firm, or the facilitation of payment transfers. To model the occurrence of a
transaction or activity, we introduce a binary variable @ (where @ € {0,1}), which takes the value 1 if
the transaction or activity occurs and 0 otherwise. The decentralized consensus outcome within the
blockchain is represented by Z, which is similarly binary (Z € {0,1}), with 1 indicating a state of
perfect consensus. To evaluate the reliability of this consensus in the context of contracting, we
measure its quality as —Var(@ — Z), where a lower variance indicates a higher degree of alignment
between the true state of the activity and the consensus outcome.

When engaged, each keeper k € K = {1,2, -, K} submits an individual report, J,, where y
takes values in {0,1}. The set of all reports, denoted as y = {J; }xex, encapsulates the collective input
provided by keepers. For illustrative purpose, we focus on a scenario in which the decentralized
consensus on a transaction or activity, denoted as Z(y), is computed as:

ey — (1 withprobability Y, wiJi
20 { 0 otherwise.
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where w;, > 0 represents the weight assigned to the k-th keeper’s input, ensuring that YX_, w, = 1,
and wy, = 0 as K — oo, reflecting a diminishing influence of any single participant in the consensus
process. This framework provides a foundation for analyzing the reliability and robustness of
decentralized consensus mechanisms in contractual settings, with implications for both economic
efficiency and legal enforceability.

Each risk-neutral keeper strategically submits a report, denoted as yj,, with the objective of
maximizing their normalized utility function U(yy; y),

UQi;y) = by 12(y) — @] = hilyx — | (1)

where b, and h;, are positive, bounded above zero for all k. by, represents the benefit accrued to record
keeper k when an untruthful consensus is reached, while hj denotes the cost associated with
misreporting. Recognized as a significant source of information quality threats (Gartner 2020), users or
insiders within a blockchain system may intentionally exploit imperfect consensus to enhance their
individual utility. Notably, the 51% attack or majority attack stands out as a well-documented insider
threat, wherein certain insiders control more than 51% of blockchain nodes, thereby gaining the ability
to disrupt transactions and manipulate records. An illustrative example occurred in August 2021 when
Crypto Bitcoin SV, then ranked as the 44th largest cryptocurrency globally, fell victim to a 51% attack,
resulting in approximately a 4% decline in the value of Bitcoin SV within 24 hours of the attack
(Bloomberg, 2021). It is crucial for firms to carefully weigh the benefits and costs associated with
misreporting when contemplating such actions.

We denote the imperfect consensus derived from the finite set of keepers as a probability ¢,
representing the accuracy in recording IP-related actions, such as the disclosure of IP-related
information. Building on the previous analysis, the probability ¢ is defined as the sum of the weights
of the truthful record keepers, ¢ = Y pex W < 1, where K* = {k € K: byw, < h;} is the subset of
truthful record keepers.

Lemma 2. The consensus quality ¢ = —I P exhibiting improvement with the expansion of K.
“h
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For more general by, and h, satisfying conditions specified in Equation (1), the consensus becomes
perfect, i.e., ¢ = 1 as K — oo. The impact of the perfect consensus on the research firm’s IP transfer
decisions provides an idealized scenario of using blockchain for IP protection and transfer.

A smart contract encoded in the blockchain system can automatically verify the information
disclosure and information retrieval records in the blockchain system and transfer compensation
payment C from the developer firm to the research firm in the case that the developer firm uses the
disclosed information to commercialize the invention. We assume the penalty for IP infringement is
severe enough to deter the developer firm from unauthorized use of IP-related information. i.e., C > vy.
On the other hand, the cost of participating in the blockchain is ¢, and that ¢, is low enough to ensure
the participation of the firms when the consensus in the blockchain is truthful.

A blockchain system can benefit Ry by preventing the disclosed information from being misused
by the developer firm. It therefore incentivizes Ry to disclose information at t = 0 to separate from
firms with low-value inventions. The expected utility of Ry when it discloses information is:

RUED = upC + (1 — WF¥ — cy — co if an agreement is not reached at t = 0
F& —cpy —cq if an agreement is reached att =0

s.t. F& — cq = max{F¥;, F}%;}
where the superscripts ‘d’ and ‘b’ respectively represent Ry disclosing and withholding information
within the blockchain system. t = 0,T and the difference in the IP transfer fees is the incentive
compatibility condition (ICC) for Ry in that Ry’s expected utility from disclosing information to
separate from firms with low-value inventions (R;) should be higher than its expected utility from
withholding information to pool with R; .
The expected utility for the developer firm (D) is:

b i ; -
DU, = {u(vH —9C)+ (1 — w(6™vy — FPy) if an agreement is not reached at t = 0

vy — F&y if an agreement is reached att =0
st u(vy — @C) + (1 — )(8™vy — Fpy) < vy — Foy
where t = 0, T, and the difference in the IP transfer fees is the ICC for D not to misuse the disclosed

information of Ry.
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Solving the utility maximization problem, we obtain that F¥y = (1 — @) (1 — u + a7 vy +

[(1-6Ta)u—(1-6T)|vy Co pvu+(1—p)v,—(1—-p+adTp)vy Co } =

Cuep), and ¢ = max{ uc (1-a)uc’ uc (1-a)uc
To have some insights, we first consider the case when K — oo, where the consensus is perfect.
Proposition 2 (Perfect consensus). When K — oo, the research firm with a high-value invention

would disclose information to signal the value of its invention in order to reach an agreement att = 0.

Recall that the research firm with a low-value invention always prefers to sign an agreement at t = 0.

Hence, with the mediation of a blockchain system, the two-party IP-transfer game becomes monitored

by a system of multiple parties abiding by consensus, and all the agreements would be signed at t = 0.

For high-value inventions, the flat fee is FYy = (1 — a)vy; while for low-value inventions, the flat fee

is Ff, = (1 — a)v,. The mediation of a blockchain system enables the actions related to an IP to be

traced as time-stamped records. Consequently, the research firm with a high-value invention has more
incentive to disclose information about their new invention to signal its true value, as the invention
ownership and information disclosure are recorded in the blockchain. Meanwhile, knowing the penalty
for infringing the research firm’s IP, the developer firm is more likely to sign an agreement with the
research firm when it makes a credible commitment. Therefore, the research firm can now disclose
information about the invention to signal its true value without concern about the leakage of information.
Proposition 2 gives us the theoretical insights into the growing trend for IP-intensive industries
to invest in blockchain applications (PRNewswire, 2021). Essentially, a blockchain system with perfect
consensus diminishes the dilemma of research firms regarding information disclosure. It also prevents
the developer firm from attempting to commercialize an invention using the disclosed information. The
two-party game between the research firm and developer firm therefore has a Pareto optimal solution:
rapid IP transfer without the risk of IP infringement.
In reality, the number of record keepers of a blockchain system is finite. Consequently, the quality
of consensus in blockchain is likely to be compromised in real-world applications. The relaxation of

the perfect consensus assumption requires us to rethink the benefits of blockchain for IP transfer, the
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decisions of the research or developer firms, and the impact of behavioral factors within and outside the
blockchain system.

Proposition 3 (Imperfect consensus). There exist two quality thresholds of consensus in a

(1-a)vy
C

Co
c(1-8)

. When the quality of consensus is below §, no research firm

blockchain, ¢ = and § =

will join the blockchain; In the medium quality of consensus range $ < @ < @, all research firms will
join the blockchain if the success rate of the developer firm in commercializing the IP is moderate;
When the quality of consensus is above @, all research firms will join the blockchain if the success rate

of the developer firm in commercializing the IP is high. As shown in Figure 2.
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Panel b. With Blockchain
Figure 2. Equilibria under Different Conditions
Areal & Area IV. separating equilibrium: R;, discloses information, both firms sign an agreement at
time t = 0;
Area II. separating equilibrium: Ry signs at t = 0, while Ry signsatt =T}
Area III. pooling equilibrium: Ry, withholds information, both firms sign an agreement at t = 0.

Proposition 3 indicates that when the quality of consensus of the blockchain is low, the developer
firm lacks the incentive to participate in the blockchain. The quality of the consensus determines the
authenticity of the records in blockchain. A low-quality consensus (@ < @) implies potential
misreporting of information within the blockchain, including IP ownership and transfer actions,
reducing the research firm's ability to seek compensation in cases of developer firm misuse of disclosed
information. Consequently, this diminishes the research firm’s motivation to disclose information prior
to patent approval.

In cases where the consensus quality is moderate, the developer firm would opt to join the
blockchain when the success rate of utilizing leaked information for commercialization is also moderate.
The rationale behind this decision is that with a very low success rate, the benefits of blockchain
adoption are minimal, and the additional costs are unwarranted. However, with a high success rate, the
consensus quality of the blockchain may not sufficiently offset potential losses from information
leakage, leading the research firm to prefer information concealment. Conversely, with a high consensus
quality, the research firm would choose blockchain adoption as long as the success rate of utilizing

leaked information for commercialization remains high.

3.2 Unobservable Quality of Consensus

From a firm’s perspective, the quality of decentralized consensus in blockchain can be
unobservable. Record keepers, especially those trying to game the system, can exploit vulnerabilities in
blockchain nodes to hide their misreporting behaviors (Deirmentzoglou et al. 2019; Eyal and Sirer

2013). Accordingly, we consider that neither the developer firm D nor the research firm/entity R, can
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observe @, the quality of decentralized consensus of the blockchain system. Instead, they only have an
estimation of it, which is defined as E (@) = ¢ + €. E(¢) is formed either from a firm’s own inspection
or from word-of-mouth. € measures the discrepancy between the estimated and the actual qualities of
the consensus.

When the firms overestimate the quality of the blockchain records, the expected utility of Ry, from
disclosing information is:

ulp +e)C+ (1 — WFfy — cy — ¢y if an agreement is not reached att =0
F§ —cy — ¢ if an agreement is reached att =0

RUY = |
s.t. Fgyy — ¢o = max{Fyy, F,"'}
where j = 0, T, and the difference in the IP transfer fees is the ICC of Ry, in that Rj,’s expected utility
from disclosing information should be higher than the expected utility from withholding information.

The expected utility for D is:

u(y — (@ +6e)C)+ (1 —w(8Tvy — FY) if an agreement is reached att = 0
vy — F¥, if an agreement is not reached att = 0

puj = |
st u(uy —@C) + (1 — W (8Tvy — Fry) < vy — Fily

where j = 0,T, and the difference in the IP transfer fees is the ICC for D not to misuse the disclosed
information about the high-value invention.

From solving the utility maximization problem, we obtain that Fgy = (1 —a)((1 —pu+
adTuw)vy + Culp + €)), Ry’s expected utility from signing an IP transfer agreement at t = 0 is:

RUY =1 —a)((1—p+ a8Twvy + Culp + €)) — cy — co.
Ru’s expected utility from signing att = T is:

RUFy = u(p+e)C+ (1 — w1 - a)§ vy — cy — co.

[(1-86Ta)u—(1-6T)|vy o pvy+(1-plv,—(1-p+adTw)vy Co } _

- —el=
where Q= max{ i (1—opuc  © uc (1-a)uc €

@Y. Therefore, we obtain the following proposition:
Proposition 4: When RUY,; > max{RU¥,, RUY;, RUY,}, i.e. ¢ = @Y, the research firm with a

high-value invention prefers to disclose information and reach the IP transfer agreement att = 0;
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otherwise, the research firm with high-value invention prefers to withhold information, and the
equilibrium is the same as that in the traditional world.

Further insights into firm decisions are gained through the following analysis of the cases where
Rix overestimates or underestimates the quality of decentralized consensus.

R, overestimate: E(¢@) > ¢,i.e.€ > 0

If Ry’s estimation of the quality of decentralized consensus is less than the threshold ¢V for
disclosing information and signing agreement at =0 (¢ < E(¢) < ¢Y,i.e.,0 < e < @ — ¢), Ry would
withhold information, and the equilibrium is the same as that in the traditional world. An over-
estimation of the quality of blockchain does not affect the equilibrium.

In the case that Ry’s estimation of the quality of consensus exceeds the threshold yet the threshold
is greater than the actual quality of consensus (¢ < @V < E(¢), i.e., € > @ — ¢ > 0), Ry would
disclose information and sign the agreement at t = 0 with its overestimation of the quality of the
consensus, i.e., the separating equilibrium is sustainable. However, if Ry knew the actual quality of the
consensus, it should withhold information and defer the signing of the agreement, i.e., the equilibrium
is the same as that in the traditional world. The overestimation of the quality of consensus therefore
changes Ry’s IP transfer decisions as well as the equilibrium. Ry may suffer utility loss due to the
overestimation. Moreover, Ry may change its long-term invention production strategy.

If Ry’s estimation of the quality of consensus is greater than the threshold yet the threshold is less
than the actual quality of consensus (U < ¢ < E(¢), i.e.,e >0 > @ — @), Ry prefers to disclose
information and signs the agreement at t = 0, i.e., the separating equilibrium is sustainable. The
overestimation of the quality of the consensus does not affect the equilibrium.

Rnunderestimates: E(@) < @, i.e.€ <0

If Ry’s underestimated quality of consensus is less than the threshold for disclosing information
and signing agreement at =0 (E(¢) < ¢ < ¢Y,i.e., e <0 < @ — @), Ry would withhold information,
and the equilibrium is the same as that in the traditional world. The underestimation of the quality of

consensus does not affect the equilibrium.
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If the threshold is between Ry’s estimated and actual quality of consensus (E (@) < ¢V < ¢, i.e.,
€ < @ — ¢ < 0), Ry prefers to withhold information according to the estimated quality of the consensus.
However, the actual quality of the consensus would warrant Ry,’s information disclosure and early IP
transfer decision, i.e., the equilibrium is the same as that in the traditional world under the estimated
quality, while the separating equilibrium is sustainable under the actual quality of the consensus. The
underestimation of the quality of the blockchain consensus therefore hurts the utility of both Ry, and D.

If Ry’s underestimated quality of consensus is greater than the threshold (@Y < E(¢) < o, i.e.,
@ — @ < e <0), Ry prefers to disclose information to separate with low-value inventions and sign the
agreement at ¢ = 0 under both estimated and actual qualities of the consensus. The underestimation of
the quality of the consensus has no impact on the equilibrium.

Insights from the above analysis can be summarized as follows:

Proposition 5. When the discrepancy between the estimated and actual quality of the consensus in
blockchain € satisfies € > $ — @ > 0, the research firm with a high-value invention will switch from
withholding to disclosing information in order to separate from the research firm with a low-value
invention and sign the IP transfer agreement at t = 0; while if, e < @ — @ < 0, the research firm with
a high-value invention will switch from disclosing to withholding information; otherwise, neither
overestimation nor underestimation has any effect on the equilibrium.

The intuition behind Proposition 5 is as follows: The quality of the consensus ¢, is crucial in
determining the authenticity and reliability of records within the blockchain. When the consensus
quality falls below the threshold @, it implies a higher likelihood of misreporting and inaccuracies in
the blockchain records, including those related to IP ownership and transfer actions. This diminished
trust in the blockchain's integrity undermines the research firm's confidence in using it as a secure
platform for IP transactions.

The quality of the decentralized consensus in blockchain indicates the possibility that R, can
successfully obtain compensation when the developer firm infringes its IP rights. When Ry
overestimates the quality of the consensus (E (@) > @), it would have more incentive to disclose

information and separate with low-value inventions. However, the developer firm may prefer to use the
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disclosed information to develop and commercialize the invention if the possibility of being caught is
lower than Ry’s estimated possibility. Thus, overestimation hurts the utility of Ry. Meanwhile, if Ry
underestimates the quality of the consensus in blockchain (E (@) < @), it may be deterred to disclose
information to separate with low-value inventions. This hurts the utility of Ry as well. In summary, both
overestimation and underestimation of blockchain consensus quality can harm the interests of Ry, Only
when the quality of the decentralized consensus is either sufficiently high (¢ < E(¢) < ¢) or low
(E(p) < @ < @), the harmful effect of overestimation or underestimation is negligible.

A low-quality consensus (¢<{ ) poses several risks:

1. Misuse of Disclosed Information: Research firms cannot rely on the blockchain to accurately
verify and protect their disclosed information. This increases the risk that developer firms may
misuse this information without proper compensation or legal recourse.

2. Loss of Compensation: In cases of misuse, the research firm's ability to seek compensation is
significantly hindered. The blockchain's role in ensuring accountability and traceability is
compromised, making it an unreliable platform for high-value transactions.

3. Cost of Participation: The costs associated with participating in the blockchain, including
transaction fees and the effort required to maintain secure records, become unjustifiable if the
blockchain cannot guarantee the authenticity and security of these records.

Users or insiders of a blockchain system have been recognized as a main source of information
quality threats (Gartner 2020). Some record keepers can deliberately exploit imperfect consensus to
increase their individual utility. One well-known insider threat is the 51% attack or majority attack,
where certain insiders control more than 51% of the blockchain nodes, thereby enabling them to disrupt
transactions and manipulate records. In August 2021, Crypto Bitcoin SV, ranked as the 44th largest
cryptocurrency globally at that time, reported falling victim to a 51% attack, leading to a decline of
approximately 4% in the value of Bitcoin SV within 24 hours of the attack (Bloomberg, 2021).
However, such actions require careful consideration of firm decisions, weighing the benefits and costs

of misreporting.
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In Section 3.1, we have shown that in each period, a risk-neutral record keeper submits a report of
Y}, to maximize his normalized utility U(yy; y) (refer back to Equation 1). This model setup indicates
that the quality of an individual keeper’s report is dependent on the benefit from misreporting, the cost
of misreporting, and the weight of the keeper’s validating notes in the formation of decentralized
consensus. If the number of record keepers K is infinite, then w;, — 0 when K — oo. However, when K
is finite, we can divide the keepers into two subsets, one including keepers who report truthfully (we
denote this subset as “H”, who report as ¥;; = @ ), the other containing the keepers who misreport (we
denote them as “C”, who report as - = 1 — @). If the keepers attempt to cheat and change the
consensus, a large proportion of them need to collude to create their own branch of a blockchain and
make this branch chosen as the main branch by the fork resolution rule applied to the distributed ledger
(KannengieBer et al. 2020). Selfish-mining (Eyal and Sirer 2013) and long-range attack
(Deirmentzoglou et al. 2019) are examples of this type of collusion among record keepers. A commonly
used threshold for the proportion of record keepers to successfully collude is 50% of all record keepers
(Eyal and Sirer 2013). Accordingly, a successful majority attack of misreporting requires the proportion
of honest keepers to be less than 50% (w < 50%) . Therefore, the consensus is Z(y) =

%, . > 500 . _
{a) if w % where w is the proportion of the keepers who report truthfully.

1-o, if w<50%

To connect the above setup with firm decisions, we consider the reputation of a blockchain system

as a collective-level consequence of individual keeper behaviors. Blockchain reputation is indicated

by w, the proportion of the keepers who report truthfully. The reputation in turn influences firms’ choice
between a blockchain-based IP transfer solution and the IP protection in the traditional world.

To explicate the impact of blockchain reputation, we extend the game into infinite periods. The
record keepers are categorized into three types: honest (who always report truthfully), dishonest (who
always misreport), and strategic (who report truthfully or not according to the benefits they can obtain).
Their respective proportions are 7, f and y, and T + 8 + ¥ = 1. Recall that ¢ denotes the threshold

level of the quality of consensus for firms to benefit from a blockchain system. We assume that 7 <
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@ < 1+ y to ensure that research firms with a high-value invention will participate when all the
strategic keepers report truthfully, and exit when all the strategic keepers misreport.

Proposition 6. When the reputation of a blockchain system falls to ¢ < @, all research firms will
exit the blockchain system.

Consider the case when ¢ > @ in the t™ period. The utility of an individual keeper who never

misreports is: % +8 (%) + 52 (%) + = (1—C(()S')K'

While if the keepers misreport and successfully
change the consensus, the research firm will update its belief about the reputation of the blockchain
system. Thus, research firms with a high-value invention will exit in the next period. Meanwhile, when
the developer firm expects that the research firm with a high-value invention to exit, they will only pay
a low licensing fee (1 — T)v, — ¢, to the remaining low-value inventions. However, when firms with
a low-value invention choose to license through the traditional channel, they can get at least
(1 —-17v, > (1 — 1)v, — . Therefore, research firms with a low-value invention will also exit the
blockchain. Thus, for the keepers who misreport at the t™ period, they may gain extra in that period,
but lose all the potential gains in future periods. They need to balance between gaining from one-time
misreporting and gaining from continuous transaction payoffs from honestly reporting, i.e.

t
hily, — @] = KE‘;‘E 5 + F(w,K), where F(w, K) contains other costs such as the consumption of

electricity, equipment purchases, and maintenance costs. If the benefit of misreporting exceeds the cost,
then the strategic keepers will choose to misreport, and the blockchain reputation (the proportion of

honest keepers) will become $ = 7, and research firms of both types will exit the blockchain system.

4. Security threats outside a blockchain system

The section above highlights the impact of the size of the record keeper community on the quality
of consensus in blockchain. This size is not only based on the participation/withdrawal decision of
individual keepers, but also subject to the manipulation of external parties such as hackers. Data from
Check Point Research (CPR) shows that global attacks on blockchain networks increased by 38% in

2022 compared to the same period the previous year (News Desk, 2022; Check Point Research, 2023).
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Furthermore, blockchain analytics firm Chainalysis reported that hackers stole $3.8 billion in
cryptocurrency from platforms worldwide in 2022, up from $3.3 billion during the same period in 2021
(Korn, 2022; CNBC 2022). Hackers can take advantage of vulnerabilities in smart contracts or nodes
in a blockchain and tamper with the authenticity of IP-related records (Henry et al. 2018; Li et al. 2017;
Pun et al. 2021). Such security attacks can cause disutility to both research and developer firms. We
now include security threats imposed by hackers into the process of consensus formation modeled in
Section 3.2. The analysis in this section aims to deepen our understanding of the relationship between
externally manipulated record keeper community size and blockchain-based IP licensing process.

To gain insights into the impact of outside security attacks, we illustrate with a common method
for a hacker to attack blockchain, the so-called Eclipse attack (KannengieB3er et al. 2020). In an Eclipse
attack, hackers try to isolate selected nodes in a blockchain system and prevent them from obtaining a
true picture of activities in the system. This allows the hacker’s nodes to manipulate the current ledger
state and falsely report IP ownership, information disclosure, and other IP-related activities. This will
decrease the quality of the consensus and dissuade the firms from joining the blockchain system.

The problem for the hacker is to find out the optimal number of keepers (nodes) to isolate. We
denote the unit cost (such as equipment rentals, electricity consumption, etc.) of isolating selected nodes
(i.e., blocking some keepers from a true view of the ledger) as c,, and the number of keepers the hacker
isolates as M (0 < M < K). Without the hacker attack, the quality of consensus (¢(K)) is correlated
with the number of keepers in the blockchain system (K). When the hacker isolates M of the keepers,
the quality of consensus becomes @ (K — M). As ¢(K) increases with K, the quality of consensus
decreases when the hacker blocks some of the keepers, and the hacker may gain utility from the increase
of misreporting rate ((p (K)—@p(K—M )) We assume that the per-keeper value of the blockchain is
v,, S0 the potential gain of the hacker from the attack is: Kv, - [(1 —o(K — M)) - (1 - (p(K))]. That
is, the utility function of the hacker is: Kv, - [(1 — (K — M)) — (1 — ¢(K))] = M - ¢, . To solve the
utility maximization problem, we obtain the first order condition:

K-¢'(K—=M)vg—cg=0 2

where (K) = Yyek: Wi < 1 and K* = {k € K: bw < h;}.
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For firms hoping to join the blockchain system, the decrease in the quality of consensus from ¢ (K)
to @ (K — M) can dissuade them from joining. Figure 4 illustrates the changes with respect to K. In the
top panel of Figure 4, ¢'(K) is the probability density function of ¢ (K), which shows the marginal
increase of the quality of consensus (correct reporting rate). For arbitrary K’ € K, @ (K') denotes the
correct reporting rate when the number of keepers in the blockchain is K’, which is illustrated as the
area (A+B+D). More specifically, when the hacker isolates M of the keepers, the correct reporting rate
drops to @(K' — M), which is illustrated as the area (D). Therefore, the increase of misreporting rate is
((p(K NY—@K —M )), as the area (A+B) illustrates. Since the hacker’s revenue gain from each keeper

when misreporting is v, the total revenue the hacker can obtain is K'v, [@(K") — ¢(K' — M)].

(K A
AGOR § _\\ Total utility

@'(K)

A
p(K)

P(K)

Figure 3. Optimal size of the blockchain platform

Notes: We use the normal distribution of ¢(K) to draw this figure; the analysis is robust to both
unimodal and multimodal distributions.

The dotted line in the top panel of Figure 4 represents the standardized marginal cost of attacking

Mc,
Krvg

to increase the misreport rate, and denotes the standardized cost of isolating M of the keepers, as

the area (B+C) demonstrates, and the total cost the hacker has to pay is M c,. When the total revenue
of attacking exceeds the total cost (i.e., when Area A is greater than Area C), the hacker has enough

incentive to launch the attack. Otherwise, the attack will not take place. If K is so small that the marginal
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revenue never exceeds the marginal cost for the hacker to isolate any number of keepers, then the hacker
has no incentive to attack the blockchain system. We focus on the interesting situation where the attack
is not so costly that it may take place when the potential value of the blockchain system is large enough
(K is sufficiently large).

For the hacker, the optimal number of keepers to isolate (M) is the difference between 0, and o0,.
0, lies at the point where the marginal revenue of isolating a keeper equals the marginal cost of doing
so, as Equation (2) shows. If the marginal revenue exceeds the marginal cost, the hacker has sufficient
incentive to increase the number of keepers to isolate; otherwise, the hacker prefers to decrease the
number of keepers to isolate.

In the bottom panel, for an arbitrary K’, ¢ (K) increases with K. When the hacker isolated M* of
the keepers, the number of keepers in the blockchain becomes (K’ — M*), and the quality of consensus
drops from @ (K") to @ (K’ — M*). This indicates that ¢ (K' — M*) decreases with K when K surpasses
a certain value, as illustrated in the Figure. Back to Section 3.2, we have learned that firms prefer to
join the blockchain system only when ¢ (K) = @(K). Therefore, the firms have an incentive to join the
blockchain only when @ (K) = @(K) and ¢ (K' — M*) = @(K), indicating that there exist both a lower
bound and an upper bound of the size of the blockchain (the number of keepers). Thus, we can obtain
the following proposition:

Proposition 7. There exist both a lower bound and an upper bound for the optimal size of the
blockchain keeper community, denoted as K and K, only when K<K< K, the developer firm would
pay for a high-value invention and the research firm would disclose information about the invention
before the grant of the patent to maximize their profits.

When the size of the blockchain increases, the quality of the consensus increases. Meanwhile, the
incentive for hackers to attack the blockchain and tamper with IP-related records also increases,
resulting in a decrease in the quality of the consensus. Therefore, the blockchain system faces a tradeoff
between the expansion of the size and risk of hacking. When the size of the blockchain community (K)

is too small (K < K), the quality of consensus is so low that firms have no incentive to join the

blockchain system. On the other hand, when K > K, the decline in consensus quality due to hacking
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outweighs the increase in consensus quality from community expansion, making firms reluctant to join
the blockchain. Only when K is moderate (K < K < K), the increase in consensus quality due to the
keeper-community expansion is greater than the decrease in consensus quality due to the risk of hacking,
making it beneficial for firms to join the blockchain system. Then the blockchain system achieves an
equilibrium, as outlined in the final theoretical prediction below.

Corollary 2. When the size of the blockchain is moderate, K < K < K, with a sufficiently high
quality of consensus @(K) = @(K) and ¢ (K — M) = @(K), and a low risk of security attack, the
blockchain system achieves an equilibrium.

5. Repeated Game with Blockchain

The model analysis above is situated in a one-time IP transaction. In reality, a blockchain
application can be used in a series of IP transactions. The analysis in this section seeks to gain insights
into this realistic scenario by considering a repeated game with blockchain.

If researcher R with high-value invention discloses information and the developer firm does not

use the leaked information for commercialization, the research firm’s utility is: Fy(d, 0) + 6Fy(d, 0) +

__Fy(d,0) _ (1-a)

2
0 FH(d,O)+ -5 - Vy.

The developer firm’s profit is 1?—5 vy. If the developer firm uses

the leaked information to commercialize, they would converge to the traditional model.
If the developer firm D deviates from the equilibrium, they can secure a profit of uvy +

(1 — wadTvy at this stage but would obtain a profit as we describe in the benchmark scenario. The
developer firm's profit would be pvy + (1 — wad vy + 1%(sﬂD if it chooses to cooperate rather than
mimic the technology. The developer firm's decision to cooperate instead of mimicking the technology
occurs when %5 vy > uvy + (1 — wadTvy + :_6 mp. This condition can be further simplified as § >

(u+(1-wasHvy—avy
(u+(1-wasTyvy-np

The correlation shows that § increases with 7p. This implies that as the non-cooperative game's
profit for the developer firm D rises, their motivation to cooperate with the research entity R diminishes.

This is a straightforward observation. Hence, we can gauge the incentive for D to cooperate by
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contrasting its profits with and without blockchain. This outcome is summarized in the following
proposition.
Proposition 8. The blockchain incentivizes the developer firm to utilize leaked information for
commercialization rather than licensing when Uz < U < U5, and disincentivizes this behavior when
Uy < u < Uy

Proposition 8 suggests that blockchain can influence D's decision to collaborate with R by
leveraging the information disclosed by the latter for commercialization. Since R has an incentive to
adopt blockchain only under specific circumstances, as illustrated in Proposition 3, the impact of
blockchain only affects D's incentive in these regions. Interestingly, we find that the blockchain would
incentivize D not to cooperate when the success rate of using the leaked information to develop is
relatively low. In such instances, R would disclose its information regardless of blockchain adoption.
However, embracing blockchain could elevate the licensing fee, resulting in reduced profits for the
developer firm and increased incentive to deviate from cooperation. On the contrary, with a relatively
high success rate, blockchain would encourage D to collaborate. In this scenario, R would finalize the
agreement at time T without blockchain, but opt for blockchain at time 0, thereby enhancing D's profits

and fostering cooperation.

6. DISCUSSIONS AND CONCLUSION

Blockchain has captivated many people’s imagination in recent years. Management researchers
have investigated investor reactions to a firm’s disclosure of a potential foray into Blockchain
technology (Cheng et al. 2019), the benefit of blockchain in improving supply chain transparency (Chod
et al. 2020), and a blockchain-based decentralized clearing process (Csoka and Herings 2018).
Meanwhile, researchers have paid increasing attention to the caveats of blockchain (e.g., Cong and He
2019; Yeoh 2017). Our study adds to this emerging line of work and shows a few benefits and
challenges of blockchain in the domain of IP protection and transfer.

Building on a bargaining model (Nash 1950), we analyze the applications and implications of

blockchain in IP transactions. A set of theoretical predictions derived from our model emphasize the
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complex interplay among the well-known tension between IP protection and transfer, and the emerging
impact of blockchain keeper or hacker behaviors. A key insight from our theoretical propositions is that
new types of uncertainties can result from new parties involved in blockchain-based decentralized
consensus. Research or developer firms’ perception and assessment of these uncertainties in turn drive
their IP transfer decisions. Meanwhile, the widely-cited benefits of blockchain such as immutability
and disintermediation are subject to utility-driven behaviors of firms, record keepers, and outside

hackers. The insights from our model analysis are integrated into a conceptual framework in Figure 4.

Number of record
keepers in
blockchain
(Proposition 7)

T
Quality of consensus
in blockehain
(Propositions 2-6)
Proposition 8
+ * / \ - : +-
Agreement R doesn’t Agreement R doesn’t
reached D succeeds accept reached D succeeds accept
R discloses D uses the leaked D makes R discloses D uses the leaked D makes
information |  information to an offer information | information to an offer
o tion 1 ormot develop froR or not develop FrioR
P T - T * T
1 Agreement D fails 1 Raceepts ! Agreement D fails 1 R accepts
t=20 : not reached t=T : t=0 | not reached t=T :
| ) L J
I . .
Transaction 1 Transaction N

Figure 4: A conceptual framework based on our model analysis

As illustrated in Figure 4, by comparing Propositions 1, 2 and 3, we gain a basic understanding of
how a blockchain system brings the potential to revert the IP transfer decisions of research firms. These
propositions help to explain the increasing interests in blockchain of IP-intensive industries, such as
pharmaceutical, automotive, luxury and consumer goods industries (Clark 2018; Nature, 2020; van der
Waal et al., 2020). Essentially, an idealized application of blockchain can bring a Pareto optimal
solution to IP transfer from research to developer firms.

History is witnessing the brave implementation of our theoretical proposals. On April 20, 2021,
the company IPwe “announced plans to begin representing patents as non-fungible tokens (NFTs) or
digital assets by working with IBM to create the infrastructure for representing patents as NFTs and
storing the records on a blockchain network” (PRNewswire, 2021). The news releases an optimistic
view about the potential of blockchain to ease IP transfer and commercialization. Investors and

innovators are looking forward to this new form of liquidity to their IP asset class. In a most recent
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technology update, it is reported that among gainers, IBM rose 3.8% after disclosing plans to work with
privately held [Pwe to transform its patented technology and other digital assets into non-fungible
tokens (NFT) secured by the IBM blockchain network (MT Newswires, 2021). In addition, blockchain
adoption is experiencing remarkable growth in multiple industries, encompassing finance,
manufacturing, and entertainment sectors. Prominent finance corporate Visa and manufacturing leader
Dell, for example, are at the forefront of utilizing blockchain to improve patent and digital rights
management (Forbes, 2020; Mahony et al., 2023). Entertainment giants such as Marvel, Disney, and
Warner Bros. pioneer the authorizing and selling of digital content as NFTs on blockchains to resolve
the long-standing online streaming piracy issues (Forbes, 2022b; PRNewswire, 2023b; Zacks Equity
Research, 2023). Bonhams, head of digital art, said that “Through NFTs, we are able to crystalize unique
performances, and own and collect what would otherwise be intangible.” (Sherwood, 2021). Leveraging
blockchain technology, these firms could safely control content access, meticulously track content
rights, and efficiently ensure royalty collection.

Notably, consistent with our theoretical predictions, emerging markets with relatively lower levels
of traditional IP protection exhibit a propensity for more proactive exploration of blockchain
technologies. In African and Latin American markets, such as Nigeria, Colombia, and El Salvador,
governments have taken the lead in establishing national blockchain-based platforms for IP transfer and
entity information identification (AIBC, 2022). Particularly, the Nigeria national IP rights wallet project,
launched in 2022, stands as one of the largest crypto initiatives globally. This ambitious project aims to
facilitate the international commercialization of various forms of IP rights, including trademarks,
patents, and streaming, through blockchain-enabled agreements (PRNewswire, 2022).

Nevertheless, for firms considering blockchain-based IP protection and transfer, our study provides
a balanced view of the pros and cons of using blockchain. We emphasize the concerns about the quality
of decentralized consensus and causes of false records and misreporting, once we consider the strategic
behaviors of blockchain record keepers. Imperfect consensus may lead to infringement risks in new
forms, as seen in cases such as Hermés v. Rothschild and Nike v. StockX, where contentious NFT IP
records resulted in copyright lawsuits (Ferrill & Shaw, 2023; Peltz, 2023). Propositions 2 and 3 reveal
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three key contingencies in IP transfer decisions, namely the quality of decentralized consensus, the
value of the invention, and the degree of patent protection. These propositions taken together suggest
that blockchain is not a plug-and-play solution; instead, firms require knowledge about blockchain
technology and blockchain user behaviors in order to optimize their IP protection and transfer decisions.
Propositions 4, 5, and 6 reveal three key contingencies in IP transfer decisions, namely the quality of
decentralized consensus, the value of the invention, and the firm ability to accurately assess the quality
of the consensus. These propositions taken together suggest that blockchain is not a plug-and-play
solution; instead, firms require the knowledge about blockchain technology and blockchain user
behaviors in order to optimize their IP protection and transfer decisions.

Last but not least, Proposition 7 shows that the quality of decentralized consensus is not fully
determined by factors within a blockchain community. Outside hackers can exploit technical
vulnerabilities in a blockchain system to harm both research and developer firms’ interests. In 2022,
losses due to crypto hacking surged to $3.8 billion, notably surpassing the $3.3 billion recorded in 2021
(CNBC, 2023). For firms considering the utilization of blockchain for managing IP transfers, a thorough
evaluation of cyberattack risks is imperative. While casual intuition about blockchain advocates the
benefit of large blockchain communities, our model analysis shows potential concerns about the size of
the community.

Propositions 4 to 8 lead to the insights that a realistic application of blockchain is likely to generate
a multi-party game among firms, blockchain record keepers, and hackers. Finding optimal solutions in
such a game requires a holistic understanding of the economics of IP, the technology capabilities of
blockchain, and the utility-driven behaviors involved in a blockchain system. To this end, our
theoretical model takes an initial step towards this holistic understanding. Our model bridges the IP
literature and the emerging research about blockchain and crypto economics. It helps to define a new
parameter space of blockchain-based IP protection and transfer solutions.

Our model setup and analysis are subject to several limitations and thereby invite future work. The
theoretical nature of our study keeps the insights abstract. Future research can conduct empirical tests
to evaluate the external validity of our propositions. While acknowledging the importance of IP laws,
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we abstract away their interplay with blockchain to ensure the parsimony of our model. Future research
can expand the scope of our model to consider the substitution or complementarity between centralized
and decentralized approaches of IP protection.

Regarding the technology design of blockchain, our model abstracts away two key considerations
for real-world applications: the scalability of a blockchain application and the blockchain data origin
integrity. Both issues require on-chain or off-chain solutions, whose costs can influence the decisions
of the firms and record keepers. For example, a common solution to the scalability issue is to divide a
blockchain network into smaller networks, namely shards, and to manage the shards in parallel (Chen
et al., 2023). However, the increased difficulty in reaching a consensus across different shards can deter
research firms from using the blockchain. This calls for future research to extend our Proposition 3
regarding the effect of an imperfect consensus on research firm participation in blockchain. Regarding
data origin integrity, common solutions require intermediaries, such as an online marketplace owner, to
manage the data creation and verification (Alizila, 2020; Burstall and Clark, 2017; World Economic
Forum, 2020). The strategic behaviors of the intermediaries can complicate the decisions of research
and developer firms. Future research can examine the generalizability of our propositions to intellectual
properties embodied in physical materials such as a handbag design.

Blockchain represents the continuous trend to use emerging technologies to enable innovation.
Amidst hypes and misunderstandings, our study attempts to take a balanced view of the promise and
caveats of using blockchain for IP protection. We hope the theoretical model developed in this paper
can provide a foundation for future research to explore other aspects of blockchain. Practically, a firm
could perform a targeted analysis of its readiness to use blockchain-based solutions. [P-related
blockchain systems could also learn from this research to operate with both caution and confidence.
Given the concerns about blockchain revealed by our analysis, it is unlikely for blockchain to replace
institution-based IP protection in the near future. Instead, blockchain can alleviate the bottleneck effect
of the centralized approach of IP protection on information dissemination. Blockchain systems have the
potential to serve as a complementary solution to speed up knowledge sharing in collaborative
innovation projects such as vaccine development.
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Appendix A: Mathematical Proofs
A.1 Proofs of Proposition 1 and Corollary 1

Given the strategy sets of the research R and the developer D firms, there are three possible cases of IP
transfer. Our proof is organized into the three cases below.

Case 1: If an IP transfer agreement is reached at ¢ = T, the developer firm can distinguish between the
inventions with a high- or low-value whether the research firms disclose information at t = 0 or not.
Correspondingly, the utility of the research firm i is: RUy; = Ff; — c;, the utility for the developer firm
is: DUY; = §Tv; — FY). If the agreement is not reached, then the expected utility for the research firm

is RU}, = —c;, and that for the developer firm is DU}, = 0. Then the two firms will bargain on the

licensing fee, IT};%X(GSTVL' — Fri = 0)*(Ffi —¢; — (0 — Ci))l_a). To solve the problem, we take the
Ti

logarithm of the objective function and obtain: rr;@x[a -Log(8Tv; — FfY) + (1 — a)LogFy’]. The first
Ti

" . -a 1-a " . -a 1-a
order condition is: ——— + —7 = 0, and the second order condition is: = 2<0.
8TvimFry  Fry (8Tvi=Fr;)  (Fr)

Solving the problem, we obtain: Fyi = (1 — a)§Tv;.

Case 2: The research firm i (i = 1,2) withholds information, and the agreement is reached at t = 0. In
this case, the developer firm cannot distinguish between the high- and low-value inventions. The utility
of the research firm i is: RUy; = F§' — ¢;. The utility for the developer firm is: DUy, = pvy +
(1 — p)v, — Fy’. If the agreement is not reached at t = 0, then the expected utility of the research firm

F}; —c;, if the agreement is reached att =T

is RUY; = { .
L —c;, no agreement is reached

8Tv; — F},,if the agreement is reached att = T

The utility of the developer firm is DU}, = { 0 no agreement is reached

In Case 1, we demonstrate that the optimal licensing fee when the firms prefer to reach an agreement.

Therefore, the two firms will bargain on signing at t = 0 over t = T, max ((va +(1-pv, —F —
FO

(6Tv; — F}"f))a(F(‘)’" —c;— (FF — cl-))l_a) , plugging the optimal Fp} = (1—a)8Tv; into the

function and solving the problem, we obtain: Fg' = (1 — a)(pvy + (1 —p)v,).
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Case 3: The research firm i (i = 1,2) discloses information, and the agreement is signed at t = 0. When
research firm i discloses information, the developer firm can distinguish between the high- and low-
value inventions at t = 0. However, the developer firm may choose to use the disclosed information to
commercialize the invention without licensing. If the agreement is reached at t = 0, then the research
firm i will get F(fll-. If the agreement is not reached, then there is a possibility of u that the developer
firm can succeed. If the developer firm fails, it still can make an offer to the research firm att =T.
Therefore, the expected utility of the research firm i by signing the agreement at t = 0 is: RU&- = F(ﬁ- -

c;, and that of the developer firm is: DU, = v; — F&. Then the two firms will bargain on the licensing

a
fee, which s, max ((vi —F& — (,uvH + (- ,u)(6Tvl- - Fﬁi))) (F(ﬁ- —c;— ((1 — WFE —

Foi

1-a
Ci)) ) Solving the problem, we obtain that: F& = (1 — a)(1 — w)v;.

Here, we can compare the cases when research firm with a high-value invention withholding
information and disclosing information. We denote DUy(d,0) = DU%,; , DUy(w,0) = DUY, |
DU,(d,0) = DU, , DU (w,0)=DUY, , Fy(d,0)=F&% , Fyw,0)=Fy;, , Fy(d,T)=Ff
Fy(w,T) = FT}}Ha F.(d,0) = FgLa F,(w,0) = Fgp, FL.(d,T) = FTC"lLa F,(w,T) = Fry.

(a) We can then obtain the following:

DUy(d,0) = DUy(w,0) = (a + p + aw)vy — a(pvy + (1 —p)vy) = avy + uv; —avy =0,
puU,(d,0) - DU, (w,0) =0,DUy(d,T) — DUy(w,T) =0,DU,(d, T) — DU, (W, T) = 0.

Therefore, the developer firm is always better off when the research firm discloses information about
the invention.

(b) For the research firm with a low-value invention, F;(w,0) — F,(w,T) = (1 — a)(pvy +
A-pw)—-A-a)sTv,>2A-a)v,—(1—-a)§"Tv,>2(1—-a)1-6T)v, =20 , F, (d0)—
FATND=0Q-av,—-1-a)sTv, 21 -a)1-6Tv, =0,

Therefore, for R;, the optimal strategy is always licensing at t = 0.

(©) For the research firm with a high-value invention (Rs), it prefers to disclose information and

Fy(d,0) = Fy(w,0)
Fy(d,0) = Fy(w,T) °
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sign at t=0 if and only if { which  implies  that



{FH(d' 0= F(w,0)=10-wWA-avy —A-a)pvy + A —p)v) 20
Fy(d,0) —F;w,T)=1-pw(A—-a)vy— (1 —a)sTvy =0

0<u< A-p)wp-v) 1-p)(wy—-vy)
- UH ,thatis, 0 < u < min {M, 1-6 T}, then the separating equilibrium is
0<u<1-6T vH
sustainable.
. (Fy(d,0) < F;(w,0) . . . . . C
For Ry, if { F(d,0) = Fy(w,T) it prefers to withhold information, and pool with Ry, which implies

Fy(d,0) = Fy(w,0) = 1 -1 —a)vy =1 —a)(pvy + 1 —p)v,) <0

that { Fy(d,0)—Fw,T)=1-pA-a)vy— (1—a)dTvy =0

A-»u-vL) _ p<t (1-p)( )
vy ~ 7, thatis, Q-p)wy-vL) < u <1 — 67, then the pooling equilibrium is sustainable.
O<u<1-67 vH

Fy(d,0) = Fy(w,0)

For Ry, if { Foi(d,0) < Fy(w,T) then it prefers to withhold information and sign the agreement with D
at t=T , which implies that
{FH(d' 0)—Fyw,0) =1 -pA-avy —A-a)pry + 1 —p)v) =0 N
Fy(d,0)—Fyw,T=1-wA-—a)vy—(1—-a)dTvy <0
(1-p)(vg-vy)
osugs————= - —
H vy , that is, 1—6T <u < Q-p)Cnv) , then the separating equilibrium is
1-6T<pu<1 vH

sustainable.

A.2 Proof of Proposition 2

With perfect consensus in the blockchain, if the developer firm D uses the information disclosed by the
research firm to commercialize the invention, such action can be traced and exposed by blockchain
records. This deters D from infringing on the disclosed information, which in turn alleviates the concern
of the research firm to disclose information. Thus, the utility for Ry to disclose information and sign an
agreement at t = 0 is: RUE,; = F&; — cy, and the utility for D is: DU, = vy — F&y. If the agreement
does not reach at t = 0, then the expected utility for the research firm is RUZ, = (1 — )6 vy — cy,

and that for the developer firm is DU% = a8Tv;. Then the research firm and the developer firm bargain

1-a
on the licensing fee, max ((vH — Fb, — a(?TUH)a (Fé’H —cg—¢co— (1 —a)8Tvy —cy — co)) )
Fr;
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Solving the problem, we obtain: Fg; = (1 — a)vy, RUE; = (1 — a)vy — cy — ¢,. Since we know that
if Ry withholds information, the utility it can achieve is: RUgy = (1 — a)(pvy + (1 —p)vy) — cy.
And, RUE, — RUY, = (1 — a)(1 — p)(vy — v,) — ¢y Since ¢y < (1 — a)(1 — p)(vy — v,), we get

RUZy = RUZy,. Therefore, with perfect consensus, Ry prefers to disclose information at t = 0.

A.3 Proof of Proposition 3

Under imperfect consensus, if the research firm discloses information, the expected utility of signing
an agreement at t = 0 is: RUZy = Fy — cy, and the utility for the developer firm is: DUy = vy —
Fb,. If the agreement is not reached at t = 0, the expected utility for the research firm is RUZ, =
upC + (1 — w)FEy —cy — o, and that for the developer firm is DUZ, = u(vy — @C) + (1 —

,u)(6T17H — F}’H). Then the research firm and the developer firm bargain on the licensing fee,

n;gx((vH — Fgy — (H(UH —9C) + (1= ) (8Tvy — F’II"JH))>Q (F(?H —cn—co— (upC + (1 -

OH

1-a
WFEy —cy — CO)) ) Solving the problem, we obtain that: F%, = (1 — a)((1 — u + a8T vy +

Cup) ., RUGy=(1- a)((l —u+asT vy + C#‘P) —cy , DUy=vy—(1—-a)((1—p+
as" vy + Cug),

RUb, = RUY,

The research firm prefers to disclose information if and only if b ,
RUGy = RUY

implying that

{(1 —)((1—p+ad"wWvy + Cup) —cy —co = (1 — ) vy + (1 —p)vy) —cy
A-a)((1—p+adTWvy + Cup) —cy —co = (1 — a)8Tvy —cy

0> pvg+(1-p)v,—(1-p+adT vy Co

- uc (1-a)uc .

, that is,
> [(1=6Ta)u—(1-6T)|vy Co
¢ = uc (1-a)uc
[(1-6Ta)u—(1-6T)|vy Co pou+(1-p)vy—(1—p+asTp)vy Co
>
¢ = max{ uc (1-a)uc’ uc + (1—a)uC} ’

A.4 Proof of Proposition 4
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When research and developer firms cannot observe the quality of the consensus in blockchain, and the
research firm discloses information, the expected utility of the research firm when signing at t = 0 is:
RU§, = Fg4 — ¢1 — ¢y, the utility for the developer firm is: DUg; = v, — Fg4. If the agreement is not
reached at t = 0, then the expected utility for the research firm is RU}, = uE(@)C + (1 — w)Ff, —

¢ — Cg, and that for the developer firm is DU¥; = u(v; — E(9)C) + (1 — w)(6Tv, — FF,). Then the

research firm and the developer firm bargain on the licensing fee, n}}gx((vl - F3, — (H(V1 -
T1

a 1—
E(@C)+ (1 —w(6Tv, — F#1))) (F(Iﬁ —c—¢c—(E(@)C+ (A —pFfy—c; — Co)) a)
Solving the problem, we obtain that: F = (1 —a)((1 —u+ adTwv, + Cu(p +€)), RUY =
A-a)((A—p+ad" v, + Culp +€) —c1—cy , DUYy =v; —(1—a)((A—p+ad" v, +

Cu(p + €)),

The research firm with a high-value invention prefers to disclose information if and only if

RUY, = RU}
{ 01 =701 "implying that

RUY = RU}

{(1 - ‘1’)((1 —p+adT vy + Culp + E)) —c—c=2A-a)(pri+ (1 —p)vy) — ¢4 N
A-a)(A-—p+adTwv, +Culp+€)—c1—cg = (1 —a)dTvy — ¢

0> pv1+(1-p)v,—(1—p+ad v, ©___ .
He (=auc that is
> [(1-6Ta)u—(1-6T)|v, % . > >
¢= uc (1-a)uc
[(1-6Ta)u—(1-6T)|v, o pv1+(1-pIv,—(1—p+asT p)v, o oy
¢ = max{ uc (1-a)uc € uc (1-a)uc E} -

A.5 Proof of Proposition 5

From Proposition 3, we obtain that the research firm with a high-value invention (Ry) prefers to disclose
information iff ¢ > @,

1) if ¢ = @, then Ry prefers to disclose information under the actual quality of consensus. If € >
0, then ¢ + € = @, Ry still prefers to disclose information. The over-estimation of the quality of the
consensus has no effect on Ry’s decision; if e < 0, and ¢ + € < @, that is, e < @ — @ < 0, then Ry

will switch from disclosing information to withholding information.
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2) If ¢ < @, then Ry prefers to withhold information under the actual quality of consensus. If € <
0, then ¢ + € < @, Ry still prefers to withhold information. The under-estimation of the quality of the
consensus has no effect on Ry’s decision; if € > 0, when ¢ + € > @, thatis, e > @ — ¢ > 0, then Ry

will switch from withholding information to disclosing information.

A.6 Proof of Proposition 6

When the quality of the consensus in blockchain falls to ¢ < @, the reputation of the blockchain falls
to ¢ = 7. If firms rely on blockchain for IP transfers, they can only get a licensing fee of (1 — t)v; —
Co. For the research firms with high-value inventions, they will exit the blockchain because the quality
of the consensus is lower than the threshold for a profitable experience with the blockchain system.
For the research firms with low-value inventions, they will also exit the blockchain because their gain
from the traditional method of IP transfer is at least (1 — 7)v, > (1 — T)v;, — cy.

Therefore, research firms with either a high-value or a low-value invention will exit the blockchain if

the quality of the consensus falls to ¢ < @.

A.7 Proof of Proposition 7 and Corollary 2

The utility function of the hacker is:
mn?xl{va . [(1 — (K - M)) — (1 — (p(K))] - M-c,.
Solving the utility maximization problem, we obtain the first order condition:
K-¢'(K—M)v,—c,=0
where @(K) = Yxek Wx < 1 and K* = {k € K: bwy, < h;.}.
Assumption: Z—i follows a unimodal distribution F (k).
This assumption indicates the existence of a threshold K such that F”(k) > 0 when K < K and

F''(x) < 0 otherwise. It can be generalized to many distributions such as a normal distribution, Poisson

distribution, etc. We use f(x) to denote the probability density function of F(x).
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Given Wik > Z—’;, we can obtain ¢(K) = F(K), f(K) = F'®, Consequently, K - ¢'(K — M) =K -
F'(K—M), and ¢'(K — M) = f(K — M). We denote the threshold that the hacker has sufficient
incentive to attack the blockchain system as K*.

As F(x) follows a unimodal distribution assumption, F'(K — M) is maximized at F '(I? — M), and

@' (K — M) is maximized at ¢'(K — M). This in turn means that:

Ca

When K* < m,

KF’(? - M)va — ¢, < 0 always holds. Therefore, M* = 0, and @(K — M™)

increases with K when K > K*; the hacker has sufficient incentive to attack the blockchain system.

When K* > ——2% the optimal M is obtained when F'(K — M*) = <2 The left-hand side of the
voF1(K —M) vaK

equation represents the marginal revenue the hacker can get from attacking, while the right-hand side
denotes the standardized marginal cost of the attack. It is obvious that M* > 0 and @(K — M*) is

decreasing with K. From Section 4, we obtain that there exists a threshold of K such that when ¢ >

(p( K ) = @(K) the firms have an incentive to join the blockchain system. With hacker’s attack, the

oK) = ¢(K)

consensus of the blockchain changes from ¢(K) to ¢ (K — M), implying that { -~
(K —M) = ¢(K)

=>K<K<K+M.

{ K>K = =
K-M<K

Rewriting K = K, and K+ M = K, we can conclude that there exists a range of the size of the
blockchain (K < K < K + M) such that both research firms and developer firms have incentives to join

the blockchain and to license the invention at t = 0; that is, the separating equilibrium is sustainable.

A.8 Proof of Proposition 8

If the developer firm never “mimics” (using the leaked information to develop for commercialization),
the profit is lesa vy . If it chooses to mimic, its profit becomes uvy + (1 — W adT vy at this period,;
Otherwise, the profit will become II for the future period, which makes the total profit become pvy +

1 -wadTvy + 1%517 ((@ + u — ap)vy — Cop), it can be easily found that the developer firm has
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. . . 1 5 S .
no incentive to mimic when T3 VH > Moy + 1 -wadTvy + BH , which is equivalent to

u+(1-pasT—a
ut+(1-wadT-m

requiring & > (1 — 8)(uv, + (1 — wadsT) + 811, leading to § >
Note that in the equation, the numerator is the profit difference of the current period between not
mimicking and mimicking, and the denominator is the profit difference of the mimicking between the
current period and the future period. An increase in the future period profit would enhance the developer
firm’s incentive to mimic.

Consider the scenario with blockchain, if the research firm and the developer firm reach an agreement

att =T, then

a
5 VH > uvy + (1 —wadTvy + 1_60(6TUH

+(1—-wads’ —a
5T > p+ A -

p+ (1= adT = (a+ - ag) + S22

Consider the case when ¢ > @ in the t™ period. The utility of an individual keeper who never

misreports is: i{—o +6 (i{—o) + 52 (i{—o) + = (1_6‘;)1(. While if the keepers misreport and successfully

change the consensus, the research firm will update its belief about the consensus quality of the
blockchain system. Thus, research firms with a high-value invention will exit in the next period.
Meanwhile, when the developer firm expects that the research firm with a high-value invention to exit,
they will only pay a low licensing fee (1 — T)v; — ¢, to the remaining low-value inventions. However,
when firms with a low-value invention choose to license through the traditional channel, they can get
atleast (1 — t)v;, > (1 — 1)v;, — ¢o. Therefore, research firms with a low-value invention will also exit
the blockchain. Thus, for the keepers who misreport at the t™ period, they may gain extra in that period,
but lose all the potential gains in future periods. They need to balance between gaining from one-time

misreporting and gaining from continuous transaction payoffs from honestly reporting, i.e.

co6T
K(1-6)

hily, — @) = + F(w,K), where F(w,K) contains other costs such as the consumption of

electricity, equipment purchases, and maintenance costs. If the benefit of misreporting exceeds the cost,
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then the strategic keepers will choose to misreport, and the blockchain reputation (the proportion of

honest keepers) will become @ = 7. Research firms of both types will exit the blockchain system.

Appendix B. Table of Symbols

R Research firm/entity
Ry /Ry, Research firm/entity with high-value / low-value invention
D Developer firm
a; w R discloses / withholds information
vy/vp The value of high-value / low-value invention
cylcp The cost of high-value / low-value invention
D The proportion of high-value invention
t=0/T The agreement is reached attime t =0/t =T
F The flat licensing fee
FylF The flat licensing fee for high-value / low-value invention
a The bargaining power of developer firm
é Discount factor
5T Discount factor for time t =T
u The success rate of commercialization using the leaked information
DU The expected utility of developer firm
RU The expected utility of research firm/entity
Co The cost of participating the blockchain
[ The quality of consensus / consensus quality
C Compensation payment of infringement
b With blockchain
K The size (number of keepers) of blockchain
M The number of keepers the hackers isolated
v, Per-keeper value of the blockchain
g Unit cost of isolating selected nodes of the blockchain
M* The optimal number of keepers to isolate
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